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Development of Firewall System for Automated Policy Rule
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Abstract  Conventional firewalls cannot cope with attacks immediately. It is because security
professionals or administrators need to analyze them and enter relevant policies to the firewalls. In
addition, those policies may often block even normal accesses. Even though the packet themselves are
normal, there exist many attacks that cause denial of service due to the inflow of a large amount of
those packets. In this paper, we propose a method to block attacks such as Flooding, Spoofing and
Scanning while allowing normal accesses based on whitelist policies which are automatedly generated

by learning normal access patterns.
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ULOGE 0|83 W= LOG 39| ARz
Apriori €XEEE FFAE & gt wEbA
Apriori €18% 5&& Yol CSV EFA=E HAst
= A4S AAoF gt} ol £ Parsing °l&
3 22 a3t FE2 AAsL d1EE B2 Al Class

2 8% =g vkl

Lt Apriori €12|&

Apriori ¢28]&2 712402 CSV FH Q] HlolH
£ et 12EE U39 log 7 DANA 22
CSV FH9] floJg& 7|&o=2 g1 EEE A, Rule
< Ay

B o)A A58 Apriori €] Borgelt
5ol 243t Apriori FuEE"0R, o] Z2IWL C
ol& A=At olQ]o . Pythonolu Rubys o
3t Aojz ZAE Apriori € EE0] EA5HAT CA
ol FHEH galgEol F% 70| golsy| wio
ol& ARERTH

Rule B4 Al FagEY Aol QoA B
At ofig gargfEolls ozt &4o] EA3ith o] F
2% FANE ARGt iE &2 offl Table 2
9} 2t

Ol

_31_



Development of Firewall System for Automated Policy Rule Generation based on Machine learning

H 2. Apriori 24
Table 2. Apriori option

Meaning Def
Option ault

target type

. frequent item sets
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Table 3. Implementation environment
Virtual )
Machine VMware WorkStation 12
Kernel v1.4.18
Version
os Ubuntu .
13.10 [Ptables Linux
Version 3.11.0-12-generic
Programming C. Bash
Language
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FILE *file;

FILE *tcp;

FILE *udp;

FILE *icmp;

int 1, numOfLine = 0;
char String[MAX];
tcp = fopen(
fprlntf(t(p,

f(10<e(t(p)
udp = fopen(
fprintf(udp,

feclose(udp);
icmp = fopen(
fprlntf(t(mp,
ROTO\N");
f(10<e(1mp)

18 2. Field 0|2 44
Fig. 2. Field name setting
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% , %s , %

TTL TCP SPT, DPT);

0uT, MAC,

else if (UDP[@] != 0){
), %s
, ¥, % %s , %5 , %5 , % 0UT, MAC,

TTL, UDP, SPT, DPT);

else if (ICMP[0] != 0){
printf(icmp, 0 s
%s , %s , %s\n", IN, OUT, MAC, SRC, DST,

N, TTL, ICMP);

}
pt1 = strtok(NULL, deli);
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Fig. 3. Parsing and labeling
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8,PROTO=UDP (15.625, 100)

- DST=192.168.3.20,5PT=40949,DPT=53,TTL=64,IN=10,MAC

0:00:08,PROTO=UDP,0UT= (15.625, 1680)
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Fig. 9. Rule file
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Role Attacker User Firewall
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1 -p UDP -

-A INPUT -5 1
recent -- -
-A INPUT -5 1 0.0.1 -p UDP --s
-A INPUT 27.0 1 -p UDP --s
econds 16 10 -j DROP
-A INPUT - 27.0.0.1 -p UDP --sport
-A INPUT -p UDP --sport
leconds -j DROP
-A INP s 1 -p UDP --sport
-A INPUT - .0.€ -p UDP --sport
leconds i 10 -j DROP
-A INPI --sport 246 -m mac --mac 00:00:

1 -p UDP -

j ACCEPT
recent --update --s
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recent --update --s
j ACCEPT

recent --update --s

8 -j ACCEPT

-A INPUT -s 127.0.0.1
§ -m recent --update
-A INPUT -s 127.0.0.1 --sport 648 -m mac --mac
& -j ACCEPT

--sport 246 -m mac --mac 00:00:00:00:00:
seconds 10 --hitcount 10 -j DROP

12 14, MME IPtables X4
Fig. 14. Generated IPtables policies
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