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Abstract As an important basic building block of the smart grid environment, smart meter provides
real-time electricity consumption information to the utility. However, ensuring information security and
privacy in the smart meter data aggregation process is a non-trivial task. Even though the secure data
aggregation for the smart meter has been a lot of attention from both academic and industry researchers
in recent years, most of these studies are not secure against internal attackers or cannot provide data
integrity. Besides, their computation costs are not satisfactory because the bilinear pairing operation or
the hash-to-point operation is performed at the smart meter system. Recently, blockchains or distributed
ledgers are an emerging technology that has drawn considerable interest from energy supply firms,
startups, technology developers, financial institutions, national governments and the academic
community. In particular, blockchains are identified as having the potential to bring significant benefits
and innovation for the electricity consumption network. This study suggests a distributed,
privacy-preserving, and simple secure smart meter data aggregation system, backed up by Blockchain
technology. Smart meter data are aggregated and verified by a hierarchical Merkle tree, in which the
consensus protocol is supported by the practical Byzantine fault tolerance algorithm
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MD5& 71 g AMgEE S gaElgoR kst
A FA|GE, w23 E5E7] fot. SHA Algj2s 453
FA] g Hgtof] &3k, MDSETH 43t SIS A
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Agthe A AQJstd MD5F B SAksht 1A
gk, of=gt shAle T FYoHAlE gor F A9 v
Y=ol sl FEo] AT 4= AT oj=et FE
$ SET HS SIS Aot QR FAE "AE
(sal)E ol et Bk S Al 5= AR aA
StEglol7t Y& et AP} Q1 E-S- Ho]E-E& A9
£ T2k i) 3F0] WAgsto] st B AZE el 5
g = Qlet ol EAof T3t thRloz R Y
32L& T4 stof g 24ssKE PBKDF2, Berypt
T Scrypt®t 28 AR CPU HoFd ¢112|Zo] ARy
"ot o]E ¢ EE&2 B 84 T HHE 31E iy
HE ARgoh=T, o] gk oAl §9] £ ARt

V. Xt &

e YRS BYH 11 BFEY A PiE
2 BEAY F2 5L Hok BE o]y, Fo ¥
o] glek. B5e whes] AE 2ol Adz a5
FRE A Hol DE Uehiit Qldx, B8 44 A
A, dels] BE, od BS9] o4 xolE 2 @) 25
of M2 FHE WA, 25 FRAL bt o] &

% 4 ek,

public class Block{
TR
private int index,
private long timestamp-
private Data data;
private String prevHash,
private String selfHash,
/) BYGRE: HE HEEE BE 7750 ojof
/) EA B igr gix] 4y
public Block(int index, long timestamp, Data data,
String prevHash){
/P E2E Y G Y
this.index = index;
this.timestamp = timestamp,
this.data = data’
this.prevHash = prevHash,
/* @A BEo] gish gfx] 4Y Y/
this.selfHash = hashBlock():

A7 st @A) siAlE TE7] 17 hashBlock()

_’7_

o] AT, o] BEAQIY] Ko m2ESo] gu
ot} 7 BEL BEAojet 44 BAEY] Lt
ARt B20| data BEL 29 29 2 AHES w3t
37] who] BRo] B4l HEo] sjgsih 2He Ewo]
T AR BE mloldel 4] el Stk Hlole]

Zeat ohewt ol A48 4 9tk

public class Data {
private List{Transaction) transactions.
private int id;

7t B2 EEAIQCR Ed= 92 BAEY kEE
Uehf7] 2o o3t 22 294 BlockchainZ® 2
A ¢ o S A= 2=9] Block AAIES] HiE =
AEE mIRITE PR OIA = EFAIQIY 2713 B
Blockell &t wi7) ®ig=50] AMGHETE 27]3lo)A A
AR EF0] AAAEH ol9g 7] EF2 HlolHE B
oA g1 EEARIY] AFE 3t gt =9 A%
gith. ojifo] Aup AR Uehd EEARIS 7E
Ao EEARIY 452 of7]ollA] ARlE A5t
Hob duejEyt A9 3o 2t

4 do o

fr

public class Blockchain {
private List(Block) blockchain,
S GRE BERO] ARRS o G HEH
EE gJojeE Fe Y/
public Blockchain(int index, long timestamp,
Data data, String prevHash){
/) BEXO 275 W 4y BE FF
blockchain = new ArrayList(Block)():
blockchain.add(new Block(index, timestamp,
data, prevHash)).

EEAY 7HE & EAL AZEEH EoE ok
Sith= Zolot siA7E EEARIS HARE HAsHH &
EXQl EE AF5M] Hdll 51%9] vtold 5ol &
FEEHE, AR A9 E7Rssth &, siAY A7 59
o] EEA4IQl uto]d EolA HA A 589 51%F A
Asflok 7hsstth. B YolrbA, ESARIE AdEsE A
8ot HHE BHIsk ARlE F71402 HE5H| o
Fo 372 gL E71Fs51) Block E8149] hashBlock()
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< oA ZQIEE ARt £5& dEsH, B £5
HEE A ol st 24 E800 1R SAIE
THET} SHA-256 34 AHE

© bt gol AT 4 ek

/) EE JHE gjX] g2 Hp o=
/g BE) gieh 2o A 4y
/) FEE QlEA L9 AF o]F il FA
private String hashBlockO{
/R Aejd B =
String hash = Integer.toString(this.index) +
Long.toString(this.timestamp)
+ hashTransactions() + this.previHash:
/% YA o Bz vy
hash = hashFcn(hash):
return hash;
/
/" SHA-256 dj4] ehE= EFEE o}
256-H|E gx[=2 ZEg Y/
private String hashFcn(String toHash){
String hashed =
Hashing.sha256().hashString(toHash,
Charsets.UTF 8).toString():
return hashed;

}

ol

hashBlock(l 23t &2 8|7k 2]l 256-H°|E
AR EF0] Higt Aol B EA= AA &
Aol et BRI, A =2J3t vie} o] ZAR}
7t £59 o BE R HAstH L sk AA| SfA|
7b &5 Mz 256-Hl°E groz WAE7] b
A7E HA] et A 254 45 ZEe te

ol A4 % 9k,

r

public boolean checkChainQf
/) AUE EoF 8] ¥ gk EQJH FE
// false 8L EEFo] HEFE UL onjg}
for(int i=0; i(blockchain.size(-1; i++){
/R GAI9F oS EEO] olF gjk] Hlw
String currHash =
blockchain.get(i).getselfHash();
String nextHash =
blockchain.get(i+1).getprevHash():
ifl(currHash.equals(nextHash)) return false:
/

return true;’

}

3337k

prevHash ¥ @A £&9] selfHash®] X7} LA|5}A]
oot Ajlo] £ AHejHct. wEtA, ESAIRI gt &
AR T ARl AA Alo] FHESHA] g2 o=
&S =B BHET EEAUS ol 6l o
o] 2 o}5stA Hrt fjet Zol, EEA Bk AL
=g E7bs 51% viold 583 45st viyor
gt diFE A AA E5AIQ & AYE At
59 E& dugrt gl &80l oM, £ 2% 54
o7 FZo] o]Fojd AHoZ AAHEL}. IPAT 4
A EZ0] Rt ojwgk #Ao| disf AJIE FAI]
A1 HEE A AL 2] 93t vidE AFokA |
ot I8 4= AN, 5 A4 2 A2 I A s
o= EEAQ19] A ARto|tt. Ag 4H|R}F A9 B
7F 25 ol A AUA} DA A8FS Wi F9
o] E£8olt}. olfgt Al BE LTVt E5& Aot
I AT & J=FE AHE FAE

ZE 86000lIM A AIZ

& [Transaction, Mine, Get Blocks, Print, Quit]:
Transaction

WAHTE A

=&7A: D

TA: 1456

& [Transaction. Mine, Get Blocks, Print, Quitl]:
Transaction

AR B

At D

FH : 5400

= [Transaction, Mine, Get Blocks, Print, Quit]:
Mine

M2 93

& [Transaction, Mine, Get Blocks, Print, Quit]:
Print

TH AIS A ESAY
== 8

Index: @
Timestamp
=

1578984558609

Prev Hash: @
Hash: cd1c82bd78d98b6d29d8f2380edbca8cf7822ad87bb1c5ebbacedf1c27e946bf

251

Index: 1

Timestamp: 1578984858592

Bl O]Ef — oo o

I8 4. AHY, €5 49 € = Zat
Fig. 4. Transaction, block generation and mining results
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WO 7 ShlE ¢ WA FE o 4y
2l

/* A ofo]y & Aolo] Frfek BE G
public boolean startMine(Transaction
transactionHistory){
/) EE By FdE
ifltransactionHistory.getAmount().equals('0") |/

transactionHistory.getAmount().equals('none")) {

System.out. printin("Mine Unsuccestul");
return false;

/

/A &

int proof = checkWork():

/) A ¥ EE JFo] gjeh g

Transaction newTrans = new
Transaction('NETWORK " "MINER" "1").

List(Transaction) transactions = new
ArrayList{Transaction)().

transactions.add(transactionHistory):

transactions.add(newTrans).

/A BES Pol bloje 4y

Data newDataBlock = new Data(proof,
transactions):

/A EE Y

Block prospectiveBlock =
makeProspectiveBlock(blockchain.get(
blockchain.size()-1), newDataBlock):

SEEX I =Y

blockchain.add(prospectiveBlock).

return true;

o] YA O’—'— LfEfL”) VA
pub/zc int checkWork({

int lastProof =

blockchain.get(blockchain.size(-1).getData()

.getProofld():

int incrementor = lastProof + 1.

int divisor = 11;

while (l(incrementor % lastProof == 0 &&
incrementor % divisor == O){
incrementor++;

2.3 ojo]fol oA cpu A

}

return incrementor;

_9_

BEAQ0] 24 2] el YEHIS 2 =
7h e BE kB0 2 AUE AeF 5] fsiMe
ot a7 A B o] 52 Aw=sl] W
o = el B Foid] Ak el B 2
E ngE3o| 0E RE Lo} g2 EEAAS 2%
% ohe gl IRESS B9 ddT kot 552
AFsHe A9, g Bl x| 271 BEAQ]
FIFEAL, o] BEL U2 et 2 xﬂcﬂoﬂ Sl
oreth WES Avle] BH BEAAS A E &
58 AT It 0 AYE AAH BSA
SABNCE Atk o7l e 55 k27t & 5 %0k
S HTTP AR B P40 A S50k AT

/* ATHOIA] F1EF Ft BEAC] FoE]

Blockchain latestChain =
HTTPServer.getServerBlockchain("http.//localhost
:8000/blockchain’):

/) BEAQlo] ZT}H X ZF Folo = hiF]

1f(/arestC/yam.getB]oc/(dijO.51'26’0 )
blockchain.getBlockchain().sizeQ){

blockchain = latestChain;
/
@ localhost8000/blockchain x  +
<« C @ localhost:8000/blockchain

Block:0,
Indesx =0,
Timestanp : 1578954558603,

Pr’uol 1,

Previous Hash:0
Current Hash: l:dlcEEbd?BdBDbEdEBdEfESBUEde:aEI:I'?BEEadBTbecSebEaeEdHc27eEl4Eb|

Block:1,
Index:1,
Timestanp : 1573934858592,

Prnul-ﬂ,

Transact ion:0,
From:#,

To:D,

Amount 1456,

Transaction:1,
From:B.

To:D,

Amount 15499,
Transact ion:2,
From:NETWORK,

To:MINER,
Amount -1,

l‘:'revinus: Hash :cd1c82hd 78d90bEd29d81 25380edbealce { 7822ad87hb | cBebBaeedf 102725460t ,
Current Hash:161a053406e3421d8961 e 28943336275438a556d46265d2e 4283d6d362a2tald,

Block:2,
Index:2,
Timestanp : 1573985308907,

Prnul 22,

Transacl ion:0,
Frnm C.

o:D,
Amnunt 13367,

Transaction:l,
From:NETWORK,
To:MINER,
Amount -1,

I:f‘r'av ious Hash:161a053406e3421d8961 2 289433352 75438a536d 4626542 42683d6d 362221 a1 4,
Current Hash:f327009adbaad { 62d8dc074ed] cBe 133b40d1 fE342e01 752 1584b83500b61020,

a3 5. MHYO| 22 SEXQ!
Fig. 5. Recent blockchain on server
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