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ABSTRACT

With the advent of virtual currency and electronic wallets creating a way to make financial gains based on anonymity,
malicious code dissemination using malicious mail has continued to increase. In order to minimize the damage, the human
factors, security awareness and the ability to respond, which are technical factors, should be improved evenly, which can be
improved through malicious mail training. This study presented a model considering the performance of malicious mail
training, such as practice. It was classified as a training for enhancing awareness of security for employees and detection
and response to improve their ability to respond to malicious mail. A training system suitable for the purpose, the core
functions of malware training, implementation and camouflage skills, and bypass techniques were described. Based on the
above model, the training data conducted over three years were collected and the effectiveness of the training was studied
through analysis of the results according to the number of training sessions, training themes and camouflage techniques.

Keywords: Malicious Mail, Malware, Reversing, Training, Security Awareness
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Table 1. Classification of Malicious mail training
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Security Awareness Detection and Response
Type . - ..
Improvement training Improvement training
Security Awareness Improvement of Improvement ability of Responsiveness
Goal . .
executives and staff members aginst malware attack
Target Executives and staff members IT Security Division
. Education Page, Screen lock, Infection spread, Concealment,
Function . . .
File Encryption Persistence

Evasion B Static/Dynamic Analysis evasion,

Technique Packing, Source Code Obfuscation
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4. Training Malware
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Fig. 2. Training Malware Running Flow
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Table 2. Evasion Tactic/Technique

Type Tactic Technique
) Hiding Source Code, Code Flow, String,
Statlc. ) EntryPoint
Analysis Packing - -
Evasion Using commercial packer (UPX, ASPack) or
custom packer
Detecting CPU Instruction(EAX) return value
Detecting Analyzing I/O device(mouse, keyboard) movement
Virtualization(Sandbox) :
) Environment Detecting virtualization environment signature
Dynam.lc (file, registry, process)
Analysw Too much memory allocation code
Evasion
Useless condition/iteration code
Insert Dummy Code - - -
Time distortion code
Non-existent URL call
Monitoring DebugPort using
Anti-Debugging CheckRemoteDebuggerPresent (), IsDebuggerPresent() API
Anti- . . . Scanning INT 3 instruction
Reversing Dlsmggzliixe%?olfn of Acquiring running process information using
g CreateToolhelp32Snapshot() API, FindWindow()
(OllyDGB. Immnuity Debugger. API and compare to reversing tool information
DA, Ghidra etc) P &
Virtualization Code Using virtualization code obfuscation tool like
Obfuscation code Virtualizer, VMProtect, Themida
Obfuscation i i i
JavaScript/VBScript String enc.odmg, Eval, E'sc?lpe function,
Obfuscation Array/Variable randomaiztion, Dummy code,
Flow flatting, Code spliting

ZA2 w7 2EE ARl tw7] o g §H
stodct. =3 OpenProcess APIZ o] &3}
PROCESS_ALL_ACCESS A& 744 Zaax
o] A& At s ZEAx Ad AF o
5 Bl o] FAA gREkch ZEAA B
shte] v ute] 7hsstthe 545 o]8-3te] 24
Z2A AT A A7) AHAS Y Aske] e o
7)& = Self-Debugging 713 'INT3 <]~}
sl Al AEHE 53k 7HE 243
7] FA & 5 =S Fasksih

FAEA B9 Ad wAE 98l CreateTool

help32Snapshot APIE o]&3}o] Als
zeAz BaES o] ¥ F B4 B ZEA~
3} vlwalylx, FindWindow APIE o]&3)

$ 39 tolE BE Qo ¥ ¥4 B dmg 3

OE
K
32
r

Z wjaskdel. =3k NtQueryInformation
Process APIZ o83 2felsh=

PROCESS BASIC INFORMATION %42

F=F vlaste] B4 2o AdS dAsl. +1

=3
E4

9x W ge Fad AgHE etE=d]

F5g 7S Al haFE HAlo] offed

sl WEste] giake PE(Portable Executable)

ee] Ay}l zmlr~zzlE VBA(Visual Basic

for Application)~= 5 Eo]|t}
PE(Portable Executable) 3eje] Als) s}ele]

+ 783k 7I(13)e] A-L= ek 7HEE 71 AR

Al BEslaal she FE d9S A LA 4 7|
A2 wgigich o]F M & s 7 Z2AA
5 el Wil 38t oo, FiE ZEA|

g Fal ZEoasle] A} dAF]y= e Wk
g 3o} gee] Tz Belss Ao glo] €
Code

=31 7ol mlsl] Aol (18],
Virtualizer, VMProtect, Themida 52| &2 ©]
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43t Ae) gl 7t IE3t 7Y Agel] 7hsEt
o B2 2 e F88 oI VMProtect
E A-83kdrt.

BepeA A Adsfe] 7lsdt AMPAIR Eof=
Escape, Eval 59 W& 8= A 7ol = v}

= AA, W X3 Ad 55 HJukst, 2] 2
= 7Y, RS g E el AR A AA,
A d=Est wlE A 917 (Baseb4,
Base85, Base62, XOR), &% t¥7 Ao 59
st 7| s A-8sksl)

Excel, Word, PPT %9 Z 2l ”?’SBO]
7Fsd VBA 2~3f B F43 =ojxy] AJA,
T, BE, TAE, ZEAAY olFs o= ‘:5781,
T ¢33t I 2 Y] 2= 7y, A4
W53t 55 5 dEskE stk

%2 API 3554, vl 2% °o%

bk S o] 83 AY, WmE B 2R Fo
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iy M

Table 3. Camouflage Implementation Technique

sjal 1%, PDF $1421), 9251 Hﬂ 22 a
=9 Qg B 930

HasdE o] 87 g5 fH 5 7]13q 2 ?—aﬂ
st FRIS sAslon, 78 73 7S Table

452 ojofled E3H

olu|al B u|AlF|o|A| 7 A&E &

;z
e
ot
H

Type Format Implementation Technique
Inject exploitable powershell code using javascript
Download exploitable binary/text using windows ActiveXObject
SCRIPT HTML/HTA Inject encoded malicious binary in html hidden field
Exploit application(Browser, PDF, SWF) vulnerability (ex
CVE-2017-11882)
Inject Exploitable VBA(Visual Basic Application) Code
MS-Office Malicious payload transfer using DDE(Dynamic Data Exchange)
Exploit MS-Office vulnerability (ex. Memory Access processing code
injection)
Inject Exploitable javascript/actionscript using PyPdf, Minipdf
DOCUMENT PDF module

Inject malicious link in PDF document using Reportab module

Inject exploitable javascript or postscript

HWP Exploit hangul processor vulnerability (ex. CVE-2017-8291)

Inject malicious OLE(Object Linking and Embedding) object

INSTALLER MSI

Make a MSI(Microsoft Installer) file for malware and inject exploit
code for using msiexec.exe by wix-tool set

COMPRESS LNK Compression with malware and LNK(Link) files
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Type Format Rate
SCRIPT HTA/HTML 52.18%
DOC/XLS 70.38%
DOCUMENT PDF 90.32%
HWP 80%
LNK
EXECUTABLE 52.7%
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Health HTML/HTA
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rile Money | yryr,/HTA
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9019 129 Image File Notice 2,885 -2,119 2,080 -1,718
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8 Violation
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Recruit 68,645 (1.27%) o
6,688 MS-Office 56,190 "
Money 282,379 (2.36%) (1.46%)
747
Event 91,542 723
0.81%
(2 6080) PDF 88,609 (2.36%)
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