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{Abstract)

In this paper, we introduce a smart city-cyber-security-grid-matrix methodology, as
a result of research on overall cyber security of smart cities. The identified cyber
security risks that threaten smart cities and smart-city-cyber-security-threat list are
presented. The smart-city-cyber-security-requirements necessary to secure the smart
city cyber security with the developed smart city-cyber-security-grid-matrix are given
in this paper. We show how the developed smart city-cyber-security-grid-matrix
methodology can be applied to real world. For it, we interlocked the developed smart
city-cyber-security-grid-matrix methodology with the cyber-security-framework of the
National Institute of Standards and Technology, and developed a framework-based
smart city-cyber-security-grid-matrix. Using it, it is easy and comfortable to check the
level of cyber security of the target smart ciy at a glace, and the construction and
operation of the smart city security system is systematized.
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ya UTOPIA Smart City
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[ Application Security Layer ]

[ Common Application Interface Layer ]

[ Ubiquitous Core Computing Layer ]

[ Context-ware Computing Layer ]

[ Common Device Interface Layer ]

[\ Infrastructure Security Layer /]

UTOPIA Smart City Infrastructure Tier

Fig. 1. UTOPIA Architecture
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Table 1. Smart-City-Cyber-Security-Grid-Matrix
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