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[Abstract]

With the rapid development of information and communication technology (ICT), various sensors are
being embedded in wearable devices. Consequently, these devices can continuously collect data including
health data from individuals. The collected health data can be used not only for healthcare services but also
for analyzing an individual’s lifestyle by combining with other external data. This helps in making an
individual’s life more convenient and healthier. However, collecting health data may lead to privacy issues
since the data is personal, and can reveal sensitive insights about the individual. Thus, in this paper, we
present a method to collect an individual’s health data from a smart band in a privacy-preserving manner.
We leverage the local differential privacy to achieve our goal. Additionally, we propose a way to find
feature points from health data. This allows for an effective trade-off between the degree of privacy and
accuracy. We carry out experiments to demonstrate the effectiveness of our proposed approach and the

results show that, with the proposed method, the error rate can be reduced upto 77%.
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Fig. 1. Event Timeline from Step Count
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III. Background and Problem Statement

1. Local Differential Privacy
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Fig. 2. An example of feature points searched by
proposed method for different &

& Ax v,v,€ Dom(A)0]1L A9] 7Hs
GE Z80] 0 1 .-A|H A}E majold|A] S UHESH

2 ot [15], [16].

PrlA(v,) = 0] < e xXPr[A(v,) = O]

Had goly o8
[e]

2 SRR 2AE 0l2) 2%
73 A|Aahe gl
T

PR | 92 dolel7t v, £ o,
QR FAF 5 gk o714 ele > 0)2 TatoluiAle} 98
A Apole] Edjole o= WS WA o] £OW

olxg A Z7tsh] o] mafolsjA] fEo] WA
dlole) & SN 98Ho| o}, Yielo] o] Fou
10|27} o] Z7}E]7] Thgo] mato|ujA] 5:70] EA|gt
F440] ek o192t SeloliAE 4501
A wolxg Zvtste] SRR HUjEE, A8ARE
A2 T2 og ARso ey Jjelske melojuiA] 27 A
Ao] 7hsatc} [17). E3t 3 %ol 2841} of2] 7He] =Q)
£2 2R MU Aol st molEo] 4
£ nolghe ¥ 1, AGAHE UE HolEld] o/nS ALE
wolxg Z7tsto] WaH HolEE B Sk (Fig. 3)

[ 2l op noise
> )
< ‘ _ QoA
[ al @j dh noise mm
r @: i noise Data Aggregator Data Users
'< ‘ o ::> (Untrusted)

Data Owners

Fig. 3. Local differential privacy

2. Problem Statement and Straightforward
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Algorithm 1 Searching Feature Points
input: The number of feature points k, Sequence of a health data s;
output: Feature points Cl;q

1 Pyg < NULL

2: slp « GetSecondtoLast Point(k)

3: Endpointsysy < GetEndPoints(k)

4d: errormin ¢ 00

5: while P[0] < Endpoints|0] do

6: for h « P[slp] +1 to ListSize(s;) do
7 curerror < GetCur Error(Pyg)
8: if curerror < error,,;, then

9 ETTOT i, $— CUTETTOT

10: Update Points(Clst, Plist)

11: end if

12 end for

13: psgp — Pszp +1

14: for I + slp to 0 do

15: if P[h] = Endpoints[h] then
16: Ph—1] < Plh—1]+1

17 Plh] &< Plh—-1]+1

18: end if

19: end for
20: end while
21: return Cpg

Fig. 6. Pseudo—code for searching feature points with step
count data
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