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Diffie-Hellman Based Asymmetric Key Exchange Method Using
Collision of Exponential Subgroups
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ABSTRACT

In this paper, we show a modified Diffie-Hellman key exchange protocol that can exchange keys by exposing only minimal information

using pre-computable session key pairs. The discrete logarithm problem, which provides the safety of existing Diffie-Hellman and Diffie-Hellman

based techniques, is modified to prevent exposure of primitive root. We prove the algorithm's operation by applying the actual value to

the proposed scheme and compare the execution time and safety with the existing algorithm, shown that the security of the algorithm

is improved more than the product of the time complexity of the two base algorithms while maintaining the computation amount at the time

of key exchange. Based on the proposed algorithm, it is expected to provide a key exchange environment with improved security.
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Table 1. Security Strength of Public Key Cryptographic Algorithms

Discrete Logarithm

Security | Factorization O Elliptic
Strength problem Curve
Public Key | Private Key
80 bit 1024 bit 1024 bit 160 bit 160 bit
112 bit 2048 bit 2048 bit 224 bit 224 bit
128 bit 3072 bit 3072 bit 256 bit 256 bit
192 bit 7680 bit 7680 bit 384 bit 384 bit
256 bit 15360 bit 15360 bit 512 bit 512 bit
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Select Sp, Spy
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Select Spe Spq
(ke=|<g>|k|(p-1), nk=Spe+Spq)
Compute Pu = g*" mod p
Compute Pd = g**¢ mod p

Request(p, Pu, Pe)
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Response(p, Pu, Pe)

KeyExchange(SR,, MRy

Generate K, 5K

(SK<p)

Compute SR, = Puk mod p
Compute MRy = PekSK mod p

r 3

Compute gk = SREP mod p
Compute SK = MRg**™ mod p

Fig. 1. Diffie-Hellman Based Asymmetric Key Exchange Method using Collision of Exponential Subgroups Procedure
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Table 2. Exponential Subgroups Asymmetric Key Exchange Parameter

Parameter Description

p prime

g number in 1~p-1

Spr private multiplication private key of A
Spu private multiplication public key of A
Spe private addition public key of A
Spd private addition private key of A
Pu exchange multiplication public key
Pe exchange addition public key

K generated secretkey by B

SK generated session key by B

SRk result of B's multiplication secret value
MRk result of B's addition secret value
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Fig. 2. Diffie-Hellman, Pre-Generation Key Pair, Elgamal and
Proposed Algorithm Comparison of Time Required for
Calculation of the Same Key
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Table 4. Comparison of Decryption Time for Attacks Against
Discrete Algebra Problem, Factorization Problem, and
Proposed Algorithm

discrete Cyclic Attack Proposal
logarithm (Prime cryptography
e problem Factorization) algorithm
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2333 170 388 159765464
2339 168 378 159627868
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