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A Study on Battle Damage Assessment of Electronic Warfare associated with
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ABSTRACT

This paper proposes a framework for the battle damage assessment (BDA) of electronic warfare linked to cyber warfare. Thanks
to the rapid development of information and communication fechnology, the importance of cyber warfare and electronic warfare in
cyberspace is increasing. Therefore, the BDA for cyber warfare and its associafed electronic warfare in cyberspace is an important
factor that affects the success or failure of military operations. In this paper, we propose a method to calculate measure of
performance and measure of effectiveness by classifying the electronic warfare system info large / medium / small classes according fo

the type of electronic warfare. By sefting up a hypothetical scenario, we show the effectiveness of the proposed framework.
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ELECTRONIC WARFARE
ELECTRONIC ATTACK ELECTRONIC PROTECTION

Use of elactromagnetic energy. dirscted energy, or
anli-radiation weapons to atiack personnel,facilites,
or equipmentwith the intent of degrading,
neutralizing, or destroying en emy combat capebility
andis considered a form of fires

ELECTRONIC WARFARE

SUPPORT

Actions taken to protect personnel, facilities, and
‘equipment from any effects of friendly or enemy use of
electromagn efic spactrum that degrade, neutralize, or

destroy nendly combal capability

Actions tasked by, o under direct control of, an
operational comman derto search for, intercept.
identify, andlocate or localize, sources of intentional
andunintentional radiated electomagnelic energy for
the purpose of threat recognition  targeting
planning. and conduct of future operations

Radio Controlled Improvised Explosive Device
EW Electronic Warfare
EM Electromagnetic

(ad 1) ™XN 27(4)
(Figure 1) EW Sub-Divisions(4)
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Defensive Cyberspace
Operations (DCO)

* Mission focused/Threat specific

LEGEND
CEMA cyberspace electromagnetic activities
CMT  cyber mission team
CPT  cyber protection team
DODIN Department of Defense information network
EW electronic warfare
10 information operations

th p

7 DCO Response
Defensive Measures
otk “""'“’“‘ Smcube

— .
CYBER s SIGNAL mmm INTEL

DODIN Operations

Network Focused — Threat Agnostic

ISR i

JFC  joint force commander
NMT  nation mission team

OPE

ion of the envil

Ops  operations

(I3 2) CEMA
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(Figure 2) CEMA Operational Frameowork[6]
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(Figure 3) Cyber Battle Damage Assessment Framework
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