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ABSTRACT

Cyber warfare fraining is a key factor for boosting cyber warfare competence. In general, cyber warfare fraining is conducted by
scenarios, and the effects of training can be enhanced by including various elements in the scenarios that can improve the quality
of fraining. In this paper, we intfroduce the training information, network map, traffic generation policy, threat/defense behavior
identified as elements fo be included in fraining scenarios, and propose a method of authoring fraining scenarios by layering and
combining them. We also propose a database design for integrated management of each scenario layer. The layered fraining scenario
authoring method has the advantage of increasing convenience of authoring by reusing existing layers and extending training scenarios
based on various combinations between the layers.
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2.2 CyberShield TnS
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<?xml version="1.0"?>
<function name="4|EH3Y">
<At8Xt>add_test</AHEAl>
<A@ixt>add01< /AR >
<HEYIUY>ILYUEALIZ|2Y</HESIVY>
<HEHIUHY>TYYYRALRIY<HEHIAHY>
<S|AARE>
<2|AA name="window?7 1" ZF="#=2" X3HE="100" YAE="100">
<2|AAY>BAMH <[2| ALY >
<01011>203.31.49.10</2|2 A0(0T| >
<MHLl>24</HE4>
<DNS>8.8.8.8</DNS>
<DOMAIN>N/A</DOMAIN>
<[2laAs
<2l name="mailserver_1" FF="HYAt{" XEE="100" YEE="100">
<E|AAHSH YA /2 LA
<0[0]1]>211.236.124.42</0}0] 1>
<MEU>26</MEU>
<DNS>8.8.8.8</DNS>
<DOMAIN>army.mil.kr</DOMAIN>
EEESY
<[RlLARE>
</function>

(32 10) AFRE 7|8t M&L of
(Figure 10) Script-based authoring example
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