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Research on text mining based malware analysis technology using string
information
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ABSTRACT

Due to the development of information and communication technology, the number of new / variant malicious codes is increasing
rapidly every year, and various fypes of malicious codes are spreading due to the development of Intermnet of things and cloud
computing technology. In this paper, we propose a malware analysis method based on string information that can be used regardless
of operating system environment and represents library call information related to malicious behavior. Aftackers can ecsily create
malware using existing code or by using automated authoring fools, and the generated malware operates in a similar way to existing
malware. Since most of the strings that can be extracted from malicious code are composed of information closely related to malicious
behavior, it is processed by weighting data features using fext mining based method to extract them as effective features for malware
analysis. Based on the processed data, a model is consfructed using various machine learning algorithms fo perform experiments on
detection of malicious status and classification of malicious groups. Data has been compared and verified against all files used on
Windows and Linux operating systems. The accuracy of malicious detection is about 93.5%, the accuracy of group classification is about
90%. The proposed fechnique has a wide range of applications because it is relatively simple, fast, and operating system independent
as a single model because it is not necessary to build a model for each group when clossifying malicious groups. In addition, since
the string information is extracted through static analysis, it can be processed faster than the analysis method that directly executes
the code.
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(ad 1) (XY 2|lAE ofA)
(Figure 1) (Sample of string list)
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IThis program cannot be run in DOS mode.
Richo}S

“rdata

8X-t<~[

139> uyj

ole32.dll

OLEAUT32.dII
URLDownloadToFileA
urlmon.dll
InternetCrackUrlA
InternetCanonicalizeUrlA
InternetOpenA
InternetSetStatusCallback
InternetSetFilePointer
InternetWriteFile
InternetReadFile
HttpSendRequestA
InternetConnectA
HttpOpenRequestA
WININET.dII

(T2l 2) (&3t String 2X1E ofjA])
(Figure 2) (Example of an extracted String)
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ol Hlol" MEZNY EAS 1A I, FU7e
Al AL WA 7tEEe R gl e dolE B4
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o] 7IHE HE3 Wk WEE 7Nk 2 Machine
Learning 7|&$& 53 I E £ S Absich
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(2 1) (dNZ=0lM KT ALBEl= 24 API 0lA])
(Table 1) (Examples of frequently used malicious
APIs in malware)

Malicious
behavior APl
system GetSystemDirectory,
Directory GetWindowsDirectory

File CreateFile/OpenFile, WriteFile

VirtualAlloc, VirtualFree, GlobalFree,
Memory access GlobalAlloc
Registry RegOpenKey/RegCreateKey
OpenProcess, CreateProcess,

Process ExitProcess, GetExitCodeProcess
Network Gethostbyaddr, Socket

R o [ )

R

(£ 2) (BRI M5 225 TFIDF7|gt Vector OfA])
(Table 2) (TF-IDF-based Vector Example Using
String Information)

Word com create aeate
. mand | °PY direct filea delete dil
Filenam orya
0411c3e
Of1fe2cc

3841031 | 0002 | 0001 | 0001 | 0002 | 0009 | 0.004
523492¢
475.vir

(0428a42
34d7585
b476fd2f 0 0.036 | 0038 | 0.031 0 0127
027022

32.vir

(42b57e
3495a82
d5009%f | 0.029 | 0.000 | 0.006 0 0.007 | 0791
elb2fc7c
8d9.vir

3.2 Term Frequency-Inverse Document
Frequency(TF-IDF) 7|H} Vectorization

TRIDFE 42443 828 nlo] el AL&HE 7}
TARA FAUS TAEE AT o) FAEE I
sto] £ 7he 7ol s T dojrt 54wl A
i S 23AE Yehll= FARA 7419 o]
=, A QM el A 9 24, A5 ke
A RS ek SRR 88 Thedith

Term Frequency(TH< wAlelA g Tole] W%
el = %he] 3, Document Frequency(DF)+= A4 &
M B Ml T dol7t UekeAE 2dst
HoE L vt 2k

tf(t,d) = The number of occurrences of a

particular word t in a particular
document d

=
+

o

>
o I

ldf(d,t) = log#}‘.(t)

tfidf(t,d. D) =tf(t.d) < idf(t,D)

Inverse Document Frequency(IDF)= DFS] 424 o
2 EAA FEOE FHIE WoldsE FATF Y
& X¥etH IDFgel 275 Uniquedt 57 g
t}. TF9} IDFE 3 TR-IDF #< 53 &
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3.4 DNN 7|8t 24

TFIDF 7Mo% 7tg¥ 249 FeatreE HloJHZ
ggste] JIE BA 2 B/ AES JAYs] s
DNN(Deep Neural Network) ¢85S A3 Tt DNN
& Machine Learning 719 & sh2 dHoHE @5}5}
At #F3ste ol AHEste 71&elth DNN ‘:’Eﬂ_ 7=
A8 WAz st 2lo] B2 2] Ql Tensorflows & }
t}.

(Z 3) (Cosine Similarity 7[2F k-NN HZmtel EEX| ZD} ofA])
(Table 3) (Example of k-NN variant file detection based on cosine similarity)

FileName Family | K1_FileName | k1_Family | k1_Similarity | K2_FileName | k2_Family | k2_Similarity | eee
gooz7setost) 500clalbell | 10776775bf17|
2688020414 | Virus  |e818fccdc35b|  Virus 0.99706 | 8e7299666ee | Virus 0.99504
3vir 6d11a9082.vir 073514537.vir
75011508 7070811031 Sblareadeccf
Worm Worm 0.99997 7a8129al45d | Worm 0.99991 oo
1beb670813 8eba216bab.v bofcA9dal vi
S.vir ir crIdal.vir
ddsT18600f0 Shachbscras Wt
a e . ada67c74a : :
d9b5fad248b| 170N |gceddsegby| 1OAN 343b4bbs1d. | roan | 086906 | e
vir ir vir

el

b= QIEU HESE| (21313)
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PE-File Train data family-based visualization

PE-File Test data family-based visualization

Elf-File Train data family-based visualization
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(a2l 4) (PEZiY ¥ ELFZHY Embedding

% t-SNE 7Igt cllole| 7 24 &1}

(Figure 4) (PE file and ELF file embedding and t-SNE-based data type analysis results)

4. A8 2%

2 =2dAe A% HMIFE IF wF/E
Sl F 7 74 2188131 2™, PE(Portable
Executable) J]ral'v} ELF(Executable and Linkable Format)
ol ta A % 218513t} PE(Portable Executable)
T GAA AN ALSEE A Thse
9O 2 exe, DLL, QEAHE F
L]-F)r Zo]™ ELF(Executable
and Linkable Format) 2t @24 2529 92 &9
AA BFANA AHEE= A 9, QHAE 11¢ 9

= 3 XS vER Zlolth F P42 AdE e 29
AA BAT O B g A AEE YER)
T & oJnjst

iz
ar

O.

L

r

Y
i

(£ 4) (== EXIE 28t PE/ELF Datasetol| CHEt

4.1 Dataset MdH

Y FIE GAE Sl 743 PESY HolH & 2018
KISA R&D Challengeol| ] A &3} DatasetS 283 28
< YAk g FFe R FAE k2l 1Y
S AFESIGeH, o] F 99727l= AE e 7|Fo] He
Train Dataset .2, U™ =] 10,0007] 2] U2 Test Dataset
° 2 FA3I Tl ELFY Dataset> Virus shareol| A
A3 AT =9} Linux SGAA ol A F=33 ZAHg)
AZ AT <F 2wl Y] U= T F 16000709 2
UL Train® = AMESIE ™, YA 4,0007] shdel of
A E TestE A IAHIE EAE $3 PE 9
93} ELF 9 Datasetol] g o3 A/do] gt =
ol & 42 3 g9l 7bssih

R

L

ofMn} Hatof chst 2x)

(Table 4) (Distribution of Malware and Normal to PE/ELF Dataset for Malware Detection)

Train Dataset Test Dataset
File Format Number of files Malware Normal Number of files Malware Normal
PE File 9972 6988 2984 10000 7300 2700
ELF File 16000 8000 8000 4000 2000 2000
50 2020. 2



SMYIE IFEFE Y3 A% PEFY doEE
2018 KISA R&D Challengeo A 753t Datasetoll A <+4
T 56150E o83l AgS Atk o] F 3,00270
o] #92 Train HoJHE AMESIAL, WA 261370 €]
U2 Test HlolB1Z AREaIATE 2H2He] g FTe tf
3 oF 707] ©149] Anti-Virus A FNM AHAE AFsle
Virus Total S A3l Family label S #1392 Virus,
Trojan, Backdoor, Worm, Ransom©.Z & 571 T1Fo =2
EREAT MY FE HEEAE 913 ELF %Y Dataset
©] Family labelzt =3t PEStY 7} 5ot W40 2 Hofs}
Ao Linux.Gafgyt, Linux Lightaidra, Linux.Mirai, Normal
ZF N IR A Jlom F 513570 s
ol &3 A XYt ol ‘59 X6 747} PEN
U3 ELF el st 1598 3 £25 veRf X ek

1% 42 PE¥" 3} ELFE9 DatasetS A3 AT
T HF 9XE 3 Train Ho|E1 9} Test Hlo|E 9] 34
23 g 9 VectorZFe] #AE 1317 1814 -SNE7]
AR E L VeSS S8 Alzbsket o)t o) 9 3
o] 7tgH 7tEA WEE HYIE WF IF9 SAS

(Eb) (Y= dMIE Familydd T 7i)
(Table b) (Windows Malware Code Family Number

of Files)
Malware Family Train-set Test-set
Virus 472 420
Trojan 1007 862
Backdoor 577 486
Worm 614 551
Ransom 332 294
Total 3002 2613

(£ 6) (B2 AdMIE Family® ot 745)

(Table 6) (Linux Malware Code Family Number

of Files)
Label Train Test
Linux.Gafgyt 155 40
Linux Lightaidra 9207 26
Linux.Mirai 2246 561
Normal 800 200
Total 4108 1027

2HDEa 7ol FAUY Bl A Sting AE F
X FE 325 E DLLY APIS 243 Z3ste 75
9] Peature 0.2 ZHsl= 7HaHolth 24Ul st
2 7139 DLL, APIY] /48 ©]82 7IAA HEH)
AHE F-FE Feature® E3te] AMEA] tiake] AHE
gt AV EAIE] Wil o3 odutd Alol €]
Import® %2 DLL¥} APIE A3 stH 759 SRS
2 %33}7) 98 Feature Hashing 71%H-S 24313 th

:‘_11

KERNE ~ ADVAP  SHELL  Virtual  Copy Find  FindFir
Lzadl [Ek] 32l FreeEx FileA Close stFilea

170 011 ‘0‘1‘

l 2 ‘ 1 ‘ 4 ‘ w2 ‘ 3 ‘ 1 “»Y\fa\ue:Count
PR .

XValue: o 1 253 254 255

\ v J
256Feautre
(a2l 5) (DLL/API Feature Hashing 7|8 M2 M%)
(Figure b) (Before and after the hashing technique

of Imported DLL/API)
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Feature Hashing 71" ¢] 24 A% $& vehy glom
256%19] 12H Bl ES AMS-ste] & =W 25671 <]
54 #g AR "

F7HA 7FeE EF 256709 Feature= 73313 oM,
Machin Learing 71" <] DNN3Z} k-NN< &3] 75319
th ol 72 PEFY AAHIE GRS 9138 Feature
Hashing 7|5+ 7} ¥} TF-IDF 719t 79 B2 E 918
Test 235 YePATh

Feature Hashing”]WF 7}gHS 283 Feature®] 7%
@ ol tigh HojE A4S T HEZ WA
HER o] gddAe gl sAS @4 sl H
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(Table 7) (Comparison of Windows Malware
Detection Results According to Feature
Processing)

A PZ;il;iie P(I::iltsiie Accuracy
W (%)

Rate(%) | Rate(%)
Feature | DNN | 92.70% 17.63% 89.91%
Hashing | k-NN | 94.89% 4033% 85.38%
DNN | 93.03% 1452% 90.99%
kNN | 9330% 19.37% 89.88%

TF-IDF
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Feature Hashing 7|9t A% 71WS Y8 25

T vt 431 LRl 28 s}oq 8] 23} th. ELF
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(Table 8) (Comparison of Linux-based Malware

Trojan

Backdoor

True label

Worm

Ramsom

N « &
R 2

£ 3N o
¥ < C@ + &

Predicted label

(22! 6) (kNN 7|2t Confusion Matrix 241z}
(Figure 6) (kNN-based Confusion Matrix analysis
results)

(2 9) (822 odMzme O=23 Test A1}
(Table 9) (Windows malware code group classification
test result)

Detection Results by Feature Processing) Family kNN - Recall(%) | DNN - Recall(%)

o True False et Vlrlus 86.43% 78.57%

‘;‘i'j Positive Positive %) Yy Trojan 83.99% 78:42%

° Rate(%) | Rate(%) Backdoor 82.30% 84.77%

Feature | DNN | 9750% 515% | 96.18% Worm 83.48% 80.58%

Hashing | kNN | 94.05% 6.45% 93.80% Ransom 79.25% 77.89%

TRIDF DNN | 96.40% 1.50% 97.45% Total 83.43% 80.02%
kNN | 97.60% 4.20% 96.70%
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(Table 10) (Feature comparison result for Linux
malware group classification)

. Dhash Feature | String”]%} TFIDF
Family Recall(%) Feature Recall(%)
Linux Gafgyt 30% 80.00%
Linux.Lightaidra 53.98% 95.58%
Linux.Mirai 83.78% 99.29%
Normal 45.50% 95.50%
Total Accuracy 67.67% 96.98%
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