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ABSTRACT

With the rapid development of block chain technology, attempts have been made to put the block chain technology into practical
use in various fields such as finance and logistics, and also in the public sector where data integrity is very important. Defense
Operations In addition, strengthening security and ensuring complete integrity of the command communication network is crucial for
operational operation under the network-centered operational environment (NCOE). For this purpose, it is necessary to construct a
command communication network applying the block chain network. However, the block chain fechnology up fo now can not solve
the security issues such as the 51% attack. In particular, the Practical Byzantine fault tolerance (PBFT) algorithm which is now widely
used in blockchain, does not have a penalty factor for nodes that behave maliciously, and there is a problem of failure to make a
consensus even if malicious nodes are more than 33% of all nodes. In this paper, we propose a Adaptive Consensus Bound PBFT
(ACB-PBFT) algorithm that incorporates a penalty mechanism for anomalous behavior by combining the Trust model to improve the
security of the PBFT, which is the main agreement algorithm of the blockchain.

=" keyword : Blockchain, Consensus Algorithm, PBFT (Practical Byzantine Fault Tolerance), Adaptive Consensus Bound PBFT (ACB-PBFT)
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2.1 Blockchain Architecture
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(Figure 1) Transaction Flow of Bitcoin
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(Table 1) Structure of Block

Category Destination (size)

Magic Number (4 bytes)

Block Size (4 bytes)

Version (4 bytes)

Hash of PrevBlock (32 bytes)

Hash of MerkleRoot (32 bytes)
Block Header

Timestamp (4 bytes)

Bits (Difficulty) (4 bytes)

Nonce (4 bytes)

Transaction counter (1~9 bytes)

Block Body Coinbase transaction

Transaction #1~n
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(Figure 2) Transaction Flow of Bitcoin
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2.2 Consensus Algorithm
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2.2.4 Proof of Stake
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2.2.5 Practical Byzantine Fault Tolerance
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(1) PBFT Description
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(Backup)
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Node 4
(Backup)

//7

(Figure 3) Normal operation of PBFT
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[Commit] msg. to backups

(Figure 4) Overall process of PBFT in blockchain
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(Table 2) Definition of Symbols

Symbols Definition
n Number of all nodes
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Vi | kth Validating peer
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R, | kth Royal node
t Consensus round from genesis block
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