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Abstract Recently 5G technology is one of the technologies that has been receiving much positive
responses from users as it is integrated with virtual technology. However, 5G's security issues have not
been fully resolved and more security is soon required. In this paper, an approach technique is
proposed as a probability-based hierarchy to provide personal privacy for 5G-based IoT users more
safely. The proposed technique is aimed at not exposing the privacy of IoT users to third parties by
using two random keys created personally by IoT users. In order to satisfy both safety and efficiency,
the proposed technology divides the privacy of IoT users into two layers. In the first stage, IoT users
will control access to intermediate media using anonymous keys generated by IoT users, and in the
second stage, information of IoT users registered with servers will be darkened and replicated. The
proposed technique has improved the accuracy of the privacy protection of IoT users as they assign

weights to layered information after layering users' privacy information on a probabilistic basis.
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