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Abstract

Recently, application fields for processing and using digital image contents in various forms and types are rapidly increasing.
Since image content is high value-added content, the intellectual property rights of this content must be protected in order to
activate the production and use of the digital image content. In this paper, we propose a deep learning based watermark
embedding and extraction network. The proposed method is to maximize the robustness of the watermark against
malicious/non-malicious attacks while preserving the invisibility of the host image. This network consists of a preprocessing
network that changes the watermark to have the same resolution as the host image, a watermark embedding network that embeds
watermark data while maintaining the resolution of the host image by three-dimensionally concatenating the changed host image
and the watermark information, and a watermark extraction network that reduces the resolution and extracts watermarks. This
network verifies the invisibility and robustness of the proposed method by experimenting with various pixel value change attacks
and geometric attacks against various watermark data and host images with various resolutions, and shows that this method is
universal and practical.

Keyword : convolutional neural network, deep learning, robust blind watermarking, invisibility, watermark-adaptive,
resolution-adaptive
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Fig. 3. Attacked images used in training (a) Host image (b) Gaussian
Filtering (3x3), (c) Average Filtering (3x3), (d) Median Filtering (3x3),
(e) Salt and Pepper noise addition (p=0.1), (f) Gaussian noise addition
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Fig. 2. Examples of the watermark invisibility results: (a) host image, pression (quality factor=50), (i) Rotation (30°), (j) Crop (p=0.5), (k)

(b) watermarked image Dropout (p=0.5)
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Table 3. Average BER values of extracted watermark resulting from

the robustness experiments

BER (%)
WM1 WM2 WM3

Attack Attack Strength
type Random
(average)
No attack - 0.7015 | 0.6696 | 0.6696
3x3 1.5944 | 1.7538 | 2.0089
Gaussian 5x5 7.5255 | 7.3023 | 8.4503
filtering 7x7 11.5115 | 11.2883 | 11.5115
9x9 18.463 | 19.1964 | 17.5064
Average 3x3 4.273 3.9541 | 4.1135
filtering 5%5 5.2296 | 5.3571 | 4.7832
Median 3x3 8.4184 | 7.8763 | 7.8763
filtering 5x5 10.5548 | 10.8418 | 11.0969
0.01 0.861 0.7972 | 0.7972
Salt and 0.03 1.1798 | 1.0204 | 1.1161
Pixel- Pepper noise 0.05 1.4031 1.2436 | 1.3393
value addition 0.07 1.8176 | 1.5306 | 1.8495
change 0.09 25829 | 3.1250 | 2.0408
9 0=0.01 0.8291 | 0.7972 | 0.7334

attacks | Gaussian | 0=0.03 | 1.977 | 1.6582 | 1.977
noise addition| 0=0.05 | 6.0906 | 6.8878 | 5.6441
0=0.08 | 11.9898 | 12.8508 | 13.3291

5-point
ctoncil | 32844 | 3.6671 | 3.5714

9-point
stencil 3.9222 | 4.6237 | 4.3686

90 0.9566 | 0.8610 | 0.7653
70 4.2411 | 3.9860 | 4.2411
JPEG 50 8.0676 | 7.9082 | 9.0561
30 14.8916 | 15.1148 | 14.8278
10 31.4732 | 31.8240 | 33.4184
15 2.0727 | 1.8814 | 1.9133
30 4.9107 | 4.8151 | 5.2296
Rotation 45 5.0383 | 5.1339 | 5.7398
60 3.8265 | 3.6671 | 4.7194
75 1.7857 | 1.8176 | 1.9452
0.9 0.7015 | 1.1798 | 0.9247
0.7 2.1365 | 4.3367 | 13.4566
Crop 0.5 14.6365 | 16.7411 | 11.4796
0.3 24.9681 | 21.3967 | 29.1773

Sharpening

Geometric 0.1 39.6365 | 48.5013 | 38.361
attacks 0.1 2.2003 | 3.0293 | 1.7538
0.3 9.0561 | 12.4362 | 9.088
Cropout 0.5 17.0281 | 24.2666 | 20.9184

0.7 24.0434 | 33.4184 | 25.4783
0.9 34.8533 | 44.9298 | 37.3724
0.9 0.9247 | 0.9247 | 1.0523
0.7 2.4554 | 2.2003 | 2.3278
Dropout 0.5 6.25 5.4528 | 5.5166
0.3 14.8916 | 15.5612 | 15.1148
0.1 34.1199 | 37.3087 | 34.7577
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Table 4. Watermark size to the host image =22 Z_”;,g_gi HH o] &2 kA ReDMark!!'o] o] A ® A
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Fig. 4. BER values resulting from the experiments for the various resolutions of host image
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Table 5. Comparison with ReDMark!""

Attack Strength ReDMark Proposed
PSNR 40.24 [dB] 40.58 [dB]
No attack - - 0.7015
Gaussian radius=1 8.6 7.1429
filterin radius=1.6 39 9.7258
9 radius=2 - 12.7232
Median 3x3 13.4 8.4184
filtering 5%x5 - 10.5548
Salt and 0.02 2.9 1.0204
pepper noise 0.6 4.5 1.5306
addition 0.1 9.1 3.1888
G . 5% 24 5.9949
nois:chsilczgon 15% 14.5 27
25% 25.6 38.1696
radius=1 0.9 0.9885
Sharpening radius=5 24 1.7217
radius=10 3.2 2.0089
90 1.6 0.9566
JPEG 70 4.2 4.24
50 11.8 8.0676
0.1 7.7 2.1365
Cropout 0.2 13.1 5.3253
0.3 18.8 8.6735
2 7ol Hjw
Table 6. Comparison with recent researches
Attack | Stren Proposed
gth | [10] [11] M4 | 578

PSNR - - 33.5 33.5

JPEG 50 37 254 23.8 0.6696

Cropout 0.3 6 7.5 2.7 5.8355

Dropout 0.3 7 8 26 4.7194

Crop 0.035 12 0 11 441327
Gaussian _

filtering 0=2 4 50 14 4.3048
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