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ABSTRACT

As differential computation analysis attack(DCA) which is context of side-channel analysis on white-box cryptography is
proposed, masking white-box cryptography based on table encoding has been proposed by Lee et al. to counter DCA.
Existing higher-order DCA for the masked white box cryptography did not consider the masking implementation structure
based on table encoding, so it is impossible to apply this attack on the countermeasure suggested by Lee et al. In this
paper, we propose a new higher-order DCA method that can be applied to the implementation of masking based on table
encoding, and prove its effectiveness by finding secret key information of masking white-box cryptography suggested by Lee

et al. in practice.
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Algorithm 1. 24 Order DCA

INPUT 256 Plaintext P[0...15],
256 Binary trace T

OUTPUT Key k

1. Thyy < max,, (PCorr(P))),

2. T, < max,, (PCorr(Pl1]))

3. Subl <« T, Tiepin

4. for ¢=0..15 do

5. Toegin <~ maxmg(PtCorr(P[i]))
6. Ty < Thgin T SubL

7. SecT <« T[Tbegm : de}@?

8. Mid  — AESy. commn (Plil, gkey)
9. ki) — maxalg(DCA(]V[id, SeeT))
10. end for

11. return &

Fig. 8. Algorithm of Second-order DCA
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Algorithm 2. 2™ Order DCA (composite)
INPUT 256 Plaintext P[0...15],

256 Binary trace T
OUTPUT Key k

1. pk <0

2. T,)egm «— maxarg(PtCorr(P[O]))

3. T,. <« maxal.g(PtCorr(P[l]))

4. Suwl «— T.,0— Thepin

5. while pkl[]> Threshold do

6. for i=0..15 do

7. Thegin <—maxm_g(PtCor"r(P[i]))

8. Ty < Theysy +SubL

9. SecT «— RNond (11T}, : T,,.q)) "
10. Mid < AESyg, oy (Plil, ghey)
11. K yyess emaxarg(DCA(]Wid, SecT))
12. Pk ess—max (DCA(Mid, SecT))
13. if pkli] < pky,.,, do

14. kli] < Fguess

15. PEli] < Dkyyeqs

16. end if

17. end for

18. end while
19. return k&

Fig. 9. Algorithm of composite Second-order
DCA
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