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Intrusion Detection on IoT Services using
Event Network Correlation

Boseok ParkT, Sangwook Kim""

ABSTRACT

As the number of internet-connected appliances and the variety of IoT services are rapidly increasing,
it is hard to protect IT assets with traditional network security techniques. Most traditional network
log analysis systems use rule based mechanisms to reduce the raw logs. But using predefined rules

can't detect new attack patterns. So, there is a need for a mechanism to reduce congested raw logs

and detect new attack patterns. This paper suggests enterprise security management for IoT services

using graph and network measures. We model an event network based on a graph of interconnected

logs between network devices and IoT gateways. And we suggest a network clustering algorithm that

estimates the attack probability of log clusters and detects new attack patterns.

Key words: Intrusion Detection, Network Security, IoT Service, Event Correlation
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Fig. 1. Botnet attack scenarios,
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Table 1. The examples of normalized log

Timestamp Event name Src IP:Port Tgt IP:Port Dev_Type Payloads

19-07-30 ... accept 192.0.0.5:1355 10.10.10.10:80 CheckPoint

19-07-30 ... list 102 tcp 192.0.0.10:x 10.10.10.10:80 Cisco RT

19-07-30 ... IIS printer access 192.0.0.10:x 192.0.0.x:x IPCam id/pass
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wherekisthe kvalue of k— EN and A is an adjacency matriz
(5)
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ALGORITHM ESCA: Event Sampling &
Clustering Algorithm
Input: An event network k-EN, expire time t and
initial threat value 1
Output: Probabilities P that have Paeq(k;) for all
events i
1. For all events e, set P(k.) to ry value in event
tuple
For the events i connected to EN do

Pk;) = sum(r)/k
End
Sampling two links with probability P(k) from

the network: ej(sy,d;) and es(s2,ds)

6:  Measure the degrees ji, ki, j2, k2 of nodes sy,
di, sz, d2. Replace the two selected links with
two new ones (si,s2) and (di,d2) with proba-
bility :

If (12 ae<ti - Teie ) Pee(k) = T - Noje

Else Peiea(k)
7:  Repeat from step 2 until time t is not expired
8:  Return the P(k)

= Tj152 « Tkik2
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d AsS

modularity =

Table 2, F—measure values on 300 normal & 30 abnor—

mal traffic
Regularization Parameter A
Ensemble
0 0.1 1 10
Mean 78.53 78.65 79.06 78.65
Min. 75.00 75.50 75.70 74.30
Max. 80.90 81.70 81.70 81.50




=)
13
Im
&=

m
[\
0z
]
A
_LL
mio
=
00

8t loT MHIZ0IMSl EAEX 29

LLEELS

TR - S—
irera I Durang ireradiny

A g O b i o
i S LT

Doy P LG G2
ety Sl gz o 4 mth
Sy P T L

(a) clusters

Fig. 3. Detected clusters and guessed attack path using algorithm1 (a) clusters, (b) guessed attack path,

o} ZEZko] 08 o] o 2 ZH~EH Y gust Y
<< FAsHTh

3
[N
r

A T0T Al 22 A6l =+
P 3 0T Al EslelA Bashs 20
EASE AR A A ol
58 ol§% Fe2HY YuIFS A
(ECEREEE DR EEE D
g—% A2l nergel el pael v
FE 10T A2 $ol i T vl gol
o B =gl A 0T Alze] ojiE
ol AX 21 7be] olME WES L
of SMEE 2IE Fofshe duelEe
FAs}G

FnFE WY AEE o2 wEo B
Y oz Fol7 AZE YulolEstel Az
37 30 0@ thgol sbsdich. Fgtdh mEGe
2 29263 2 949 420} sk 4eS el

o
o
oy Mo

R W
I

o M
ﬁuZEd

o >
O > o,

o 32 T

b

-%

ot ofN L
o
Hr;'ﬁ

My wu & oo
Ho
i

1 o>

ox Mg ==

2
>
o
ofr
o

2
2
R

shsict.

10T A9 o[ IE B4 i HolE7t %35
o AEe] FUE Ao AYE, FF BEA
9 7)1 %e A gshel olMEY Aol A A
T AA o] 218 B4 Agshs Bt A7
A @,

REFERENCE

[1] Technology Strategies for IoT Security,
https://www.zingbox.com/old-resources/
technology—strategies—for—iot—security (acce—
ssed August 24, 2019).

C.M. Saranya and K.P. Nitha,

Security methods in Internet of Things,”

[2] “Analysis of
International Journal on Recent and Innova-
tion Trends in Computing and Communica—
tion, Vol. 3, No. 4, pp. 1970-1974, 2015.

[3] P. Kim and S. Kim, “Detecting Community

Structure in Complex Networks Using an

Interaction Optimization Process,” Internatio—
nal Journal of Physica A, Vol. 46, No. 5, pp.
525-542, 2017.

[4] S. Ryu and S. Kim, “Development of an

Integrated IoT System for Searching Depend-

able Device based on User Property,” Journal

of Korea Multimedia Society, Vol. 20, No. 5,

pp. 791-799, 2017.

A. Buczak and E. Guven,

Mining and Machine Learning Methods for

Cyber Security Intrusion Detection,” IEEE

Communications Surveys and Tutorials, Vol.

18, No. 2, pp. 1153-1176, 2015.

[5] “Survey of Data



30 ZEIDICIOES ==X M233 XM1%=(2020. 1)

[6] K. Koh, S. Lee, and S. Ahn, “A Study on the
Direction of Security Control of IoT Environ—
ment,” Journal of Korea Convergence Secur-
ity, Vol. 15, No. 5, pp. 53-59, 2015.

[7] D. Schnackengerg, H. Holliday, R. Smith, K.
Djahandari, and D. Sterne, “Cooperative In-
trusion Traceback and Response Architecture
(CITRA),” Proceeding of Defense Advanced
Research Project Agency Information Survi—
vability Conféerence and Exposition II, pp.
56-68, 2001.

[8] B. Park, T. Lee, and J. Kwak, “Blockchain—
Based IoT Device Authentication Scheme,”
Journal of the Korea Institute of Information
Security and Cryptology, Vol. 27, No. 2, pp.
343-351, 2017.

[9] S. Sekharan and K. Kandasamy, “Profiling
SIEM Tools and Correlation Engines for
Security Analytics,” Proceeding of Interna-
tional Conféerence on Wireless Communica—
tions, Signal Processing and Networking, pp.
717-721, 2017.

[10] D. Olson and D. Delen, Advanced Data
Mining Techniques, Springer, New York, 2008.

[11] The BoT-IoT Dataset, https://www.unsw.
adfa.edu.au/unsw-canberra-cyber/cyberse-
curity/ADFA-NB15-Datasets/bot_iot.php
(accessed November 4, 2019).

=z
HT
=

1997 A Eo g}

ok
kI

A e 75 7}

o2

19993 A E etk

20014 &n AFE e

JT od, £ odl L%
T
2
B
El

2001 ~2004 A H AN =(F) AL AT
20043 ~EA AEU gD AZEYOuGAE 2
FAECE : 24V ESY T B, YEY A B3 SIEM

198149 A &uistm 238 33}
ZR

19809 A &vistam 238 33t
upA}

19823 ~dA ABstw ITHS AFE SR ws
FARoF : 247 mYo, 2B ES] A, A HFE

o HEAg



