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A Study on the Design and Implementation of System for Predicting Attack
Target Based on Attack Graph
Kauh Janghyuk - Lee Dongho

{Abstract)

As the number of systems increases and the network size increases, automated attack
prediction systems are urgently needed to respond to cyber attacks. In this study, we
developed four types of information gathering sensors for collecting asset and vulnerability
information, and developed technology to automatically generate attack graphs and predict
attack targets. To improve performance, the attack graph generation method is divided into
the reachability calculation process and the vulnerability assignment process. It always keeps
up to date by starting calculations whenever asset and vulnerability information changes. In
order to improve the accuracy of the attack target prediction, the degree of asset risk and the
degree of asset reference are reflected. We refer to CVSS(Common Vulnerability Scoring
System) for asset risk, and Google’s PageRank algorithm for asset reference. The results of
attack target prediction is displayed on the web screen and CyCOP(Cyber Common
Operation Picture) to help both analysts and decision makers.

Key Words : Cyber, Security, Attack Graph, Attack Path, Cyber Situation Awareness, COP, Cyber
Decision Making
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