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Abstract The purpose of this study is to study the technical implementation methods to prevent
problems such as the record of important educational activities of the student life record department
or the continuous illegal leakage and manipulation. To this end, in this paper, by applying a private
blockchain that can be participated only by a given organization or individual, it prevents outsiders
from participating in the block network, and creates legitimate authority by creating two types of block
data: student information block and access record block in the life record book. We proposed a block
mechanism that can be registered, modified, and accessed only by authorized staff members. As a
result, we have prepared an alternative to prevent forgery and alteration of the living records by third
parties and to secure the integrity of the living records. If applied to the educational administrative
information system, social consensus will be established that the operation and management of the life
record book is reliable.
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Table 1. Overall operation of National Education Information

System
[18.3]
General . School Public
Administration Solieg) Aifials administration Service
Academic )
, HR. salary, Affairs / | Scholarship, Public
Main ; after school A
complaints, and Bachelor, ) Service,
Task |,. h L physical
lifelong education | Admission, ) Survey, etc.
education, lunch
Health,etc.
Task 21 unit tasks, |7 unit tasks, | 11 unit tasks, |4 unit tasks,
Scale 102 subtasks 92 subtasks | 55 subtasks | 16 subtasks
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Fig. 1. Educational Administration Financial Service System
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Table 2. School Affairs Area

Unit Work

Main Function

Academic Affairs /
Bachelor

—Management support, school information,
curriculum, school records, student life, gr
ades, school life records, individualized ed
ucation management

Admission / —Entering elementary school, entering mid
Academic dle school, entering high school

—Health records, infectious patients manag
Health ement, health examination, statistical man

agement

Academic Affairs /
Bachelor
(Overseas Korean
School)

—School information, curriculum, school rec
ords, student life, grades, school life recor
ds

Academic Affairs /
Bachelor
(Gifted school)

-School information, curriculum, school rec
ords, student life, grades, school life recor
ds

—Career related matters management, care

Career map er related matters transmission
Student -Student Preservation (Elementary, Middle,
Preservation High, Special, School District)
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Table 3. Step 7 Configure Security

Phase Contents

Personal PC firewall, antivirus, keyboard security, patch

! management system, DRM

2 Service access control through user authentication

3 Access control to the network

2 Harmful detection and blocking of networks and
servers

5 Secured stability of network communication between
user PC and server

6 Server security (access control, authority control, audit

data generation, account management, etc.)

Protection measures for stored data (encryption,
7 access control, audit data generation, account
management, etc.)

Fig. 29} Fig. 33} 20| WSH Y EAIAE] A4 Bt
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Access Encryption Detection
Control P & Blocking

3 Attacker o \
P
s
; 1 Web
User g Servica|
A
T
3 ki
Allow |1] v
{ Admin G Security Event Log
(05) System Log
Remote access
control
(Authority,Log)
Fig. 2. System security zones
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Data Encryption
HH Application
T og Server
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Table 4. Blockchain Features

Characteristic Contents

Participants create and manage activities such

Decentralized P
as verification, approval and agreement

Blocks are created and sent to all participants
at the same time, shared so that all participant
s are watched

Transparency

For data modulation, the hash value of all the
blocks created after this block must be recomp
uted and recorded in more than half of user's
blocks.

Immutability

A distributed system blockchain is not interrupt

Availability ed by a node failure.
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Table 5. Public vs. Private Blockchain Comparison

Division Public Private
Accessibility Everyone Authorized person
Speed Slow(7-20TPS) Fast(1,000TPS+)
Identity Anonymous node Identified Node
Fees Necessary Not necessary or
almost
Hard fork Possible impossible
Upgrade Difficulty facility
Decentralized Height lowness
Consgnsus PoW, PoS, etc. BFT series
Algorithm
Representative Bitcoin, Ethereum, . )
Ripple, icon, etc.
cryptocurrency etc.
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Table 6. Description of School Life Records

Division Contents
Personal Student's name, resident registration number
Information and address
The name of the graduated school, the date of
Pharmacy graduation, and any change in school
attendance before enrolling
Attendance Student Attendance Status by Grade
Status
Status of Name, number, date of acquisition and type of
certification and | issuer and certification, content, date and year
certification of certification

Development of

" Coursework, course names, evaluation results,
Teaching and

and progress of learning activities

Learning
Behawo_ra! Opinion for comprehensive understanding of
Characteristics . . -
students 'behavioral characteristics and
and Overall \ . -
Obini students’ completion of school education
pinion
School The grade, class, number, and name of the
Information homeroom teacher
Awards Name_, g_rade, rank, award period and awarding
organization
Creative Voluntary, volunteer, club, and career activities
experience conducted while at school

Title and author of the book the student reads
while completing the middle or high school
curriculum

Reading activity

Free Semester
Activities

Results of free semester activities conducted
by students during the free semester
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Fig. 4. Proposed block structure
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Fig. 5. Blockchain—based Life Records Data Protection Mechanism
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Request Uy
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Acksry Acksry

Create access
record block

Fig. 6. Blockchain-based Life Records Student Information
View and Correction Process
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Table 7. Abbreviation

Abbreviation Contents
ISTU Student Information
uic User Identification Code
EPK( Encryption Public Key
EO Encrypted Data
AckSTU Data Acknowledgement

ARgAl 98l SA7IE S 8ol IZHE,
Application Servert AMSAIZHE AEICE gho}
ARBALE Q1FSHaL, 273 HlolEl9t AREAF AT ES
Encryption Server2 43It} Encryption Server©]]
A 843 tolgE AEARE gk 771 2ol
Block Network@ #4311l Block NetworkolAl+& ©
o|El & RIRIRITY. ¥ighe tolEl= AHE AX AREAL]
ASE™, ARERY] Hlojg go] ZRledH, AR

< =55 A4

4. 7%

2 22 AlotH WAYZS] Application Server®}
Encryption Server®] DB tigt 71eFst 7@} Block
Networke] 7158 W-&& Ho|=% 3t} Fig. 72 2+
Z} Application Server®t Encryption Server? W&
< Hol= Hojth

| No | UserlID | UserliIC | UserAC |
| 11 A | AD20190101F1 | w.r.e |
| 218B | AD20190101ES | w |
Il 31¢C | AD20180101C8 | w |
UserIC UserPK
AD20190101F1 Ox1E9327AC12D52123AD

| | |
| | |
| AD20180101E5 | Ox2E9412BB12D1219389 |
| AD20180101C8 | Ox7E9742EE12612194D4 |

Fig. 7. Application Server(top) and Encryption Server
(bottom)
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blockHash: null,

blockNunber: null,

from: " Oxabdbd35e7B8d02493a9eddB58717234f 2be03ceet”,
qas:

gasPrice! 1000000000,

hash: "0xBef981a2385f64b285477c649597BadeadBaf 1£07d32931aa134d¢

input: "0xBeB18d853a27414243272c20508572736 fBef 19652c20457870857¢
(068726173652c204578706572696d656e7420706872617365272c2050686 17265163
072696¢856e74207068726173652c204578705572696d556e7 4207066726173652¢2(

nonce: 1,

ri "0x42f97206166d010RadadB6df 75d79823e820424F60F B £35865a09d7 £
st "0xB3fbfcal?Bc04772eaB02a0576F 4df 775628941ace250a51 d482fbaleb!
tor "OxcI7174744025d6dAfc2474e8177d2312873ca332",
transactionIndex: 0,

vi "Ox1bc38g",

value! 0

H
name’ABC' Personal Information: Experiment phrase, Experiment phrase, Experiment
phrase, Experiment phrase, Experiment phrase, Experiment phrase

Fig. 8. Block data(top) and Data recovery(bottom)
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