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ABSTRACT

Recently, the Internet and networks are regarded as essential infrastructures that constitute society, and
security threats have been constantly increased. However, the network switch that actually transmits packets in
the network can cope with security threats only through firewall or network access control based on fixed rules,
so the effective defense for the security threats is extremely limited in the network itself and not actively
responding as well. In this paper, we propose an in—network security framework using the high-level data plane
programming language, P4 (Programming Protocol-independent Packet Processor), to deal with DDoS attacks and
IP spoofing attacks at the network level by monitoring all flows in the network in real time and processing
specific security attack packets at the P4 switch. In addition, by allowing the P4 switch to apply the network
user’s or administrator’s policy through the SDN (Software-Defined Network) controller, various security requirements in

the network application environment can be reflected.
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