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Defense ICT Supply Chain Security Threat Response Plan

Yong-Joon Lee™

ABSTRACT

The potential security threat is increasing as the supply of ICT products to the defense sector increases with the
development of information and communication technology. Attempts to neutralize, such as intelligence gathering and
destruction, through attacks on the defense power support system and the intelligence system of the weapons sys-
tem could pose a fatal threat. Therefore, security measures of supply chain shear system that take into account ICT
product production and operation stage to maintenance stage are needed in defense field. In the paper, technical and

administrative measures for responding to 12 ICT supply chain security threats at each stage of the defense ICT
supply chain life cycle were presented.

Key words : Defense ICT Supply Chain, Supply Chain Threat, Supply Chain Threat Response, ICT Threat,
ICT Vulneravility
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