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Improvement of Attack Traffic Classification Performance of Intrusion
Detection Model Using the Characteristics of Softmax Function

Young-won Kim®*, Soo-jin Lee™*

ABSTRACT

In the real world, new types of attacks or variants are constantly emerging, but attack traffic classification mod-
els developed through artificial neural networks and supervised learning do not properly detect new types of attacks
that have not been trained. Most of the previous studies overlooked this problem and focused only on improving the
structure of their artificial neural networks. As a result, a number of new attacks were frequently classified as nor—
mal traffic, and attack traffic classification performance was severly degraded. On the other hand, the softmax func—
tion, which outputs the probability that each class is correctly classified in the multi-class classification as a result,
also has a significant impact on the classification performance because it fails to calculate the softmax score properly
for a new type of attack traffic that has not been trained. In this paper, based on this characteristic of softmax
function, we propose an efficient method to improve the classification performance against new types of attacks by
classifying traffic with a probability below a certain level as attacks, and demonstrate the efficiency of our approach
through experiments.
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<¥ 2> NSL_KDD &4 Z#~ 74

Attack Total number of instances Total number of instances
Classes in the training set in the test set
45,927 7,460
back (359), land (7), neptune(4,657),
DoS back (956), land (18), pod (41), smurf (665),teardrop (12)
neptune(41,214), pod (201), Additional attacks
smurf (2,646), teardrop (892) apache2 (737), udpstorm (2), worm (2),
processtable (685), mailbomb (293)
11,656 2,421
satan (735), ipsweep (141),
Probe satan (3,633), ipsweep (3,599), nmap(73), portsweep (157)
nmap (1,493), portsweep (2,931) Additional attacks
mscan (996), saint (319)
995 2,885
guess _passwd (1,231), ftp_write (3),
guess_passwd (53), ftp_write (8), imap (1). phf (2). multihop (18),
R2L imap (11), phf (4), multihop (7), Wazedz'r.nas‘ier (9;(14)
warezmaster (20), Additional attacks
) xlock (9), xsnoop (4), snmpguess(331),
warezclient(890), spy (2) snmpgetattack (178), httptunnel (133),
sendmail (14), named (17)
52 67
buffer_overflow (20), loadmodule(2),
U2R buffer_overflow (30), perl(3), rootkit (13), perl (2)
loadmodule (9), rootkit (10) Additional attacks
sqlattack (2), xterm (13), ps (15)
Total 59,277 13,139
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True

False

14

Attack Normal Attack MNormal
(I 5 71 3 Felo] 2menp: e B
<E 5> 7€ w4 22 2ZEY: HF B
Pred True False
class | Attack ‘ Normal | Attack ‘ Normal
Count 7241 1842
Mean 0.98 0.02 0.06 0.94
Std 0.06 0.06 0.10 0.10
Min 0.50 0.00 0.00 0.50
25% 1.00 0.00 0.00 0.93
50% 1.00 0.00 0.01 0.99
75% 1.00 0.00 0.07 1.00
Max 1.00 0.50 0.50 1.00
True False
Attack Normal Attack Normal
(17 6 Mg 57 Felso] 2ameups 4o upgst
<E 6> MER A FHne AXEU H F
Pred True False
class | Attack | Normal | Attack | Normal
Count 2017 1733
Mean 0.93 0.67 0.08 0.92
Std 0.12 0.12 0.13 0.13
Min 0.50 0.00 0.00 0.50
25% 0.91 0.00 0.00 0.91
50% 1.00 0.00 0.00 1.00
75% 1.00 0.87 0.09 1.00
Max 1.00 0.50 0.50 1.00

45 SRR &

TR Bkl Slsid e dnbAo R
Accuracy, Precision, Recall, Fl-score 5¢ A%E
AREBEARE QAN 28 B AT A= HEH
¢l olalE & AC(accuracy), DR(detection rate),
FAR(false alarm rate) 59 AZE A3V = gt
B =M E s H7HEE AC, DR, FARS AR

o
d5E

3, o5 Aw3ly] 98 WA o] EFolA 2213
d3 2459 #AE AR (29 7 (2" §)

oA ®i= npeh 26,

'x -
5 B P FN
% g (True Positive} | (False Negative)
(@]
©
=
g D
= E FP N
‘6 (False Paositive) | (True Negative)
=4
Attack Normal
Predicted Class
(ZA 7 a84
Actual Class Predicted Class

(19 8) TP, FP, FN, TN #7[6]
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A 7 BAARE Best ol Aol 4 U,
299 452 FHA717] Ya4E FARS Hesh
Z7714) ehoA ACSH DRS FAHAI7Ck B

TP+ TN
AC= TP+ FN+ FP+ TN (2)
TP
DR= 5 ow 3
P
FAR= oo )

46 AZEWA HL5E o83 L AEF

<E e F AZEMA HALE WA 8§
g A ol AU HES 37 EgEoer AR
F3k Aol

<& > FAEYHE AR A

Max

softmax | AC (%) DR (%) | FAR (%)

Score

Original 82.69 72.14 3.37

< 0.60 83.29 73.28 3.49

< 0.70 83.89 74.46 3.64

< 0.80 84.48 75.74 3.96

< 0.90 84.97 78.13 6.00

< 091 84.83 7852 6.83

< 092 84.77 78.98 758

< 093 84.83 79.46 8.06

< 094 84.95 79.99 850

< 095 85.08 80.46 8.80

< 096 85.09 80.89 9.36

< 097 85.46 81.47 9.59

< 0938 86.03 83.07 10.06

< 0.99 86.48 84.68 11.14

& Eo FHy AZEWX HF57F 090 of5kel Al
2 34 EfYoR ALRT A5 dife] 2o
H3) ACE 2.28%P, DR 5.9%P 718l &4 E
Yo g YEFE AU 2ZENA HFE =5
2 AC, DR, FARo] &5 A3ttt
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