https://doi.org/10.33778/kcsa.2020.20.4.071

E9 $5AY 74 Aol FAdelEl A A
4A R A

=]k
48 E s

i
*

@ %

Aelua 9 Azdle] @4d E EARE AT AL A BT FEAY A4 3/9F vl

& FAdolE g0l Basih B =Re Aol @ Asuel A4 843 2L 03 Edme A

& Ed9 §5A8 A0 FAUEAS AASHE Pel WA TR 23S AN GG EdY {EAGL

992 HEY T BA9 MEDD EERAG A L BB FUF AT £4 JuE o gl A4

W AP Ed2 FEAN et FAdelH S Y PEe UAEANL o g W =
!

A9 P P AL FHT BFE ol gl EdY FEALL AL, &
2

ﬂOL
N
o
2
|m
)
<)
o

F

Design and Implementation of Cyber Warfare Training Data Set
Generation Method based on Traffic Distribution Plan

Kim Yong Hyun®, Ahn Myung Kil*

ABSTRACT

In order to provide realistic traffic to the cyber warfare training system, it is necessary to prepare a traffic dis-
tribution plan in advance and to create a training data set using normal/threat data sets. This paper presents the
design and implementation results of a method for creating a traffic distribution plan and a training data set to pro—
vide background traffic like a real environment to a cyber warfare training system. We propose a method of a traf-
fic distribution plan by using the network topology of the training environment to distribute traffic and the traffic
attribute information collected in real and simulated environments. We propose a method of generating a training da-
ta set according to a traffic distribution plan using a unit traffic and a mixed traffic method using the ratio of the
protocol. Using the implemented tool, a traffic distribution plan was created, and the training data set creation result
according to the distribution plan was confirmed.
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