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Abstract

In transmitting and receiving such a large amount of data, reliable data communication is crucial for normal
operation of a device and to prevent abnormal operations caused by errors. Therefore, in this paper, it is assumed
that an error correction code (ECC) that can detect and correct errors by itself is used in an environment where
massive data is sequentially received. Because an embedded system has limited resources, such as a low-
performance processor or a small memory, it requires efficient operation of applications. In this paper, we
propose using an accelerated ECC-decoding technique with a graphics processing unit (GPU) built into the
embedded system when receiving a large amount of data. In the matrix—vector multiplication that forms the
Hamming code used as a function of the ECC operation, the matrix is expressed in compressed sparse row
(CSR) format, and a sparse matrix—vector product is used. The multiplication operation is performed in the
kernel of the GPU, and we also accelerate the Hamming code computation so that the ECC operation can be
performed in parallel. The proposed technique is implemented with CUDA on a GPU-embedded target board,
NVIDIA Jetson TX2, and compared with execution time of the CPU.
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1. Introduction

Recently, with the expansion of domains where neural networks are used [1-4], the data used for
learning networks has become much larger in size because of visual data, such as an image or a video
[5,6]. However, in the case of an Internet of Things (IoT) network, which is composed of a multiple-edge
device and a cloud with edges that are connected, an embedded system needs a more efficient technique
to handle massive data that communicates with the edges and the server with high speed, because an
embedded system has limited resources and constraints in comparison to a cloud, which possesses enough
computation capacitance [7,8].

When an edge device receives massive data from the cloud, if the device is in an environment with
high error probability, such as wireless communication, data becomes very vulnerable to external noise
[9-14]. Therefore, a system of receiving data needs the ability to detect and correct errors from the
received data by itself.
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In this paper, we assumed that applying the error correction code (ECC)-decoding operation to the
received data is necessary due to the high probability of error occurrence where massive data is
sequentially transmitted. To use limited resources efficiently under a graphics processing unit (GPU)-
based embedded environment, we accelerate the ECC-decoding operation using GPU and decrease the
execution time to compare with the conventional method. Among the various codes used for ECC
functions, we decided the Hamming code was a target of the experiment. Because the decoding operation
of the Hamming code consists of matrix-vector multiplications, it is easy to deploy to cores of the GPU.
We expressed the matrix—vector multiplication during the Hamming code decoding process as a
compressed sparse row (CSR) format, one of the data structures representing a sparse matrix. Through
the CSR format matrix multiplying directly with a codeword vector, we were able to derive a syndrome
vector and execute the ECC-decoding operation much more efficiently. Further, we made the
multiplication of the parity-check matrix and the codeword vector to derive a syndrome vector from the
Hamming code decoding process run in parallel on the GPU’s kernel.

The proposed technique was implemented on the NVIDIA Jetson TX2 module-based target board
under a GPU-embedded system environment, and we analyzed the time cost for the Hamming code
decoding operation. As a result, we found an optimal point between the amount of data that is an object
of the ECC operation and execution time.

This paper is organized as follows. Section 2 introduces related works and the contribution of this
paper, and Section 3 introduces the proposed whole system. In Section 4, we run the proposed technique
on the actual target board and analyze it from the perspective of execution time, and we conclude in
Section 5.

2. Related Works

There are several ECC operations to protect data from errors, such as low density parity check (LDPC)
code [15], Bose—Chaudhuri-Hocquenghem (BCH) code [16], and Turbo code [17]. In the case of
complex ECC methods, such as LDPC code and BCH code, research about computation acceleration
using GPUs was conducted [18-24]. However, in the case of a Hamming code, which is a relatively
simple ECC algorithm, acceleration using a GPU has not been attempted. Also, an ECC is used to detect
and correct errors from data stored in memory, such as DRAM, at the on-chip level [25-30]. These studies
focused on handling the ECC operation with hardware for a small amount of data. Unlike in previous
studies, we approached the ECC operation from the viewpoint of massive data and a simple ECC
algorithm. When data encoded by a Hamming code is transmitted, the data receiving module executes
the decoding process by multiplication with a pre-stored parity-check matrix and a codeword vector.
Compared to the sequential decoding process of data streaming using a single CPU, the proposed method

executes the decoding computation of data stored on GPU memory in parallel.

3. Architecture

3.1 Proposed Technique

In this paper, we aim to accelerate a process for detecting and correcting errors using a Hamming code

1360 | J Inf Process Syst, Vol.16, No.6, pp.1359~1371, December 2020



Jisu Kwon, Moon Gi Seok, and Daejin Park

in the environment of massive sequentially transmitted data. Massive data, which is assumed in this
paper, is collected on a buffer of the receiver system before going through the ECC-decoding process,
and then all the data undergoes a decoding process at once when the collection is finished. The decoding
process of the Hamming code finds a syndrome vector by multiplication of the parity-check matrix and
the transmitted codeword vector and corrects errors according to the value of the syndrome vector.

Fig. 1 shows the process whereby the ECC decoding is operated in parallel. When a large amount of
data is transmitted in a transmit module (TX), an error may occur in a part of the data due to an
environment in which an external error is high. Therefore, it is necessary to receive codeword data from
a receive module (RX) and undergo an ECC-decoding operation. However, in the conventional method,
codewords sequentially received are immediately input into the ECC-decoding unit. The proposed tech-
nique waits until all codewords are received and collects them in the buffer. When all data is transferred,
the data is copied to the built-in GPU. An ECC-decoding operation is performed in the GPU. At this time,
decoding operations are arranged for each core embedded in the GPU to be performed in parallel. The
details of the operations performed in the core are the multiplications between the parity-check matrix
and codeword vector, and in the proposed technique, the parity-check matrix is regarded as a sparse
matrix and converted to a multiplication between the vector and the vector in CSR format. After the ECC-

decoding operation, syndrome vector data is copied back to the CPU and used to make reliable data.

: @ Wait for entire data

T
Massive data ¥ - 1 N
transmitted ﬁ :----—a\} Codeword buffer | R 1 =—--—-=*> GPU
T _ie_q_ufPfl_aE!___\ v T : HtoD ** ECC
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X i Reliabledata [| ¢ DtoH operation
High error rate ‘: _-_-j
environment | RX L =
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Parity-check matrix
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Fig. 1. Proposed GPU-based ECC-decoding process architecture.

3.2 Hamming Code

We chose the Hamming code as a function used in the ECC. The Hamming code makes error detection
and correction available by inserting several parity bits into the data. When the number of data bits is k

and the additional parity bit is p, the number of generated codeword n can be found, as in Eq. (1).
2?—-1=2k+p=n (1

The Hamming code encoding process can be regarded as generating parity bits. A parity bit can be
obtained through an XOR operation between each data bit. The locations of the parity bits are marked in

Fig. 2, which is composed of a power of 2.
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Fig. 2. Locations of data bits for generating parity bits.

We first need to find the syndrome vector to decode the Hamming code. The syndrome vector S can
be derived as below Eq. (2), which is a modulo (%) 2 of multiplication of the parity-check matrix H and

the codeword vector €.
S=H - )%2 2)

If the number of a codeword bits and a data bits is the same, the parity-check matrix gets fixed elements.
Also, if there is no error during the transmission, all the elements of the syndrome vector become zero.
In contrast, if error € is added to the codeword vector, as in Eq. (3), the elements of the syndrome vector

cannot be zero, and we can confirm the presence or absence of error.
S=(H E+8)%2 3)

Likewise, according to the maximum error correction capacity by the minimum Hamming distance, if
the syndrome vector value has a one-to-one correspondence with a specific error location, we can find
the position of the error occurrence. As the location of the parity bits is a power of 2, the value converted
from the binary string of the syndrome vector to the decimal is the location of the error.

This paper focused on the decoding process of a Hamming code. During the syndrome vector
calculation, if the speed of the parity-check matrix and codeword vector multiplication was to be higher,
the whole ECC-decoding operation could also be done at high speed.

3.3 Sparse Matrix—Vector Multiplication

In this paper, we applied a CSR-formatted sparse matrix—vector multiplication (SpMV) to the
Hamming code decoding operation. Sparse matrix is an expression that indicates when a matrix value is
mostly zero. Eq. (4) is the parity-check matrix H(15, 11) of the Hamming code.

111000111100100
100110101011100 4)
010101100110110
001011001110101
The format of the matrix above is close to the sparse matrix from the ratio occupied by zero-value
elements. Fig. 3 shows the process that represents these sparse matrices conversion to the CSR format.
If a matrix is represented as a CSR format, one matrix transforms into three vectors. The components
that make up the sparse matrix are vector val, which has a value of each element; vector col, which has
a column value of each element; and vector ptr, which has the number of elements in each row. If the

size of the sparse matrix is M by N, the sizes of the vectors are as indicated in Eq. (5).
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Fig. 3. Overview of matrix conversion to a CSR format.

ptr=M+1
col = NNZ (5)
val = NNZ

where, NNZ is number of non-zero elements.

The first element of the ptr vector is zero. From the second element of the ptr vector, the number of
non-zero elements of each row is stored in order as a cumulative sum. As the CSR is a format that
rearranges horizontally, in order of rows, the information is separated in units of rows from the vector.
The SpMV in the CSR format has an advantage in that it only needs vectors to calculate it and does not
need to change to form the matrix again. Algorithm 1 shows a conventional matrix—vector multiplication
method.

Algorithm 1. Matrix—vector multiplication
Input: (M X N) matrix A

(1 X N) vector x
Output: (1 X M) vector y

for each row i from 1 to M
sum = 0
for each column j from 1 to N
sum = sum + A;; * x;
end for
y; = sum
i=i+1
end for

Eq. (6) gets vector y by multiplying matrix A4, size M by N, and vector X, size 1 by M.
y =A% (6)

The elements from 1 to N of the i® row of matrix A are multiplied by one-to-one correspondence with
elements from 1 to N of vector X and are added cumulatively to the sum. When the cumulative addition
of the i*® row is completed, the calculation of one row is completed by storing the value in the i** element
of the output vector. If one is calculating vector y in the same way as stated above, multiplication and
addition are executed MN times and (M — 1)N times, respectively.

On the other hand, Algorithm 2 shows the SpMV using a CSR format.
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Algorithm 2. CSR-formatted sparse matrix—vector multiplication
Input: (1 X (M + 1) vector ptr

(1 X NNZ) vector col

(1 X NNZ) vector val

(1 X M) vector x
Output: (1 X M) vector y

for each row i from 1 to M
sum = 0
for each k from ptr; to ptr;,,
sum = sum + val * xc,,
end for
y; = sum
i=i+1
end for

Matrix A is converted to three vectors ptr, col, and var and their sizes are the same with Eq. (5).
When input vector x and output vector y are the same as in Algorithm 1, the y; value is the cumulative

sum of the multiplications of val; and X, according to k. X, finds an element location of vector x

that will be multiplied with the existing matrix value val by denoting vector col once.

3.4 Computation Parallelizing using GPU

When performing a matrix—vector multiplication operation on massive amounts of data at a time using
a sparse-matrix format CSR, this paper proposed accelerating the execution time by parallelizing the use
of the GPU, which has many cores. Massive data goes through the parallelized ECC operation on a GPU’s
core.

We used CUDA [31] to accelerate the Hamming code decoding process on the GPU. In this paper, we
assumed that a transmission module will send data sequentially when a receiver needs massive data. The
conventional method performed the matrix—vector multiplication operation during the Hamming code
decoding process using single instruction, multiple data (SIMD), which is supported by the CPU for
received data. However, this paper does not immediately apply the Hamming code decoding operation
to receive data, collect data of sufficient size on the buffer first, and perform massive data computation
in parallel with the GPU at once. As a drawback of using a GPU, memory overhead can occur from data
interchanging between a host (CPU) and a device (GPU). In the case of this paper, we again regarded the
following tasks as overhead: copying codeword data from the host (CPU) to the device (GPU) and
copying the ECC operation’s finished syndrome vector data from the device (GPU) to the host (CPU).
We stacked data in parallel to reduce execution time during the ECC operation to improve overhead.

When implementing CSR-formatted SpMV using a CUDA kernel, we distributed computation in a
scalar way. Fig. 4 shows a computation arrangement according to GPUs’ blocks and thread confi-
gurations. The kernel function required to use CUDA on the GPU is a parallel flow running on the device
and is represented by each thread in Fig. 4. The batch of these threads is called a block. Inside a block,
there are a certain number of threads per device. Threads in the same block may sync using memory that

can be shared with each other or memory that only one thread can use. Since every thread has its own
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unique ID, when writing a CUDA program, we can decide which program will run in the thread. Fig.

5 shows a memory hierarchy GPU device. There are several levels of the GPU device’s memory
hierarchy. There are several threads in each block that perform operations in the GPU. Local memory is
the first memory that can be accessed by threads. It is a private memory that only one thread can access.
In addition, there is shared memory among threads that existing in one block. To share memory with

threads in different blocks, we can use global memory at the highest level.

Block (0,2)
Thread | Thread | Thread ;"
0 1 2 !
Thread {
i .-'
N :
'bbo 2 'z;;\”bb 'by
& & C® &

ptr & & L &

col l l l l l

+vee! |

Fig. 4. Operation assignment based on GPU thread configuration.
Block (0, 0) Block (0, 1)
| Shared Memory | | Shared Memory |
| Register | | Register | | Register | | Register |
Thread (0, 0) Thread (0, 1) Thread (0, 0) Thread (0, 1)
Local Local Local Local
Memory Memory Memory Memory
| Global Memory |
Constant Memory |

Fig. 5. CUDA memory hierarchy.
The kernel of the GPU is configured in such a way that several threads form a block and the blocks

form a grid. As shown in Fig. 3, the CSR format has data stored in a vector composed of a unit of rows.
Therefore, each computation corresponding to a row is assigned to one thread, and when it is expanded

to large data, threads are assigned according to the number of rows.
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4. Experimental Results

To implement the proposed GPU-based massive data in the ECC-decoding unit, we used NVIDIA
Jetson TX2, which has specifications in Table 1, as a target board. Table 1 shows the specifications of
the GPU, the CPU, and the target board memory. Considering that most embedded systems or IoT devices
are constructed on the basis of the ARM architecture, a target board using an ARM CPU was selected.
According to the specification of the target board, the Pascal architecture GPU was embedded. Based on
these specifications, the target board could be regarded as an embedded system with a built-in GPU. Also,
the target board operates on Ubuntu 16.04 Linux OS, runs the proposed algorithm, and analyzes the
algorithm from the execution time viewpoint. Fig. 6 shows the NVIDIA Jetson TX2 that we used as the
target board in the actual experiment.

Table 1. Specifications of NVIDIA Jetson TX2

Specifications
GPU 256-core Pascal
CPU Quad-core ARM Cortex-AS7
Dual-core NVIDIA Denver 2
Memory 8GB 128-bit LPDDR4
59.7GB/s

NVIDIA
Jetson
X2

Fig. 6. Target board (NVIDIA Jetson TX2).

We conducted the experiment with a comparison of the ECC-decoding execution time between using
a CPU and using a GPU. In the case of using a CPU, we measured two cases. In the first case, we
measured the execution time of ECC-decoding operations performed sequentially at the software level in
C language. In the second case, we implemented parallelism for the ECC-decoding operation at the CPU
level using SIMD instructions of NEON [32] vector functions by ARM, which is the core of the Jetson
TX2 board. Next, in the case of using a GPU, in the kernel function implemented by CUDA, we arranged
the operations required for the ECC-decoding operation process in each core, and they could be
performed in parallel. Fig. 7 shows a comparison of the measured execution time of each ECC decoding
operation when we used the CPU and the GPU while changing the data size. In the measurement, it is
assumed that the sizes of data targeted for the ECC-decoding operation are 1 MB, 5 MB, 10 MB, and
100 MB. Program execution time was measured using the gettimeofday function provided by sys/time.h.
Table 2 shows the execution time of the CPU and GPU according to the change in data size.
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Fig. 7. Execution time of ECC-decoding operation according to size of data.

Table 2. Hamming code decoding execution time measurement results according to data size

Execution time (s)

1 MB 5SMB 10 MB 100 MB
CPU (C) 0.205 0.3064 0.6025 5.8128
CPU (SIMD) 0.0951 0.296 0.4029 2.7215
GPU (CUDA) 0.1114 0.1401 0.1708 0.4849

When the size of the data is small, the execution time on the GPU takes longer than that on the CPU
due to the overhead of copying data to the device (GPU) and copying back to the host (CPU). However,
as the size of the data increases, performing decode operations on the GPU is more beneficial in terms of
execution time. When the size of the data targeted for the ECC-decoding operation is larger, the difference
in execution time measurement is larger when the CPU is used than when the GPU is used.

For example, the data was set at 100 MB, and we measured the execution time as 0.48 seconds when
using the GPU (CUDA), 2.72 seconds when using the CPU (with SIMD), and 5.81 seconds when using
the CPU (with C). As a result, in the case of using the GPU, the execution time decreased by 82.35% and
91.74% compared to in the other two cases.

As the size of the data becomes larger, the required time for copying data between the host (CPU) and
the device (GPU) also becomes larger. Across the entire execution time, Fig. 8 shows the proportion of
time spent on copying data to the device (GPU), copying data to the host (CPU), and activating the CUDA
kernel function. As the amount of data increases, we can see a graph in which the proportion of time
spent copying data to a device or host increases. In contrast, the execution time ratio for the CUDA kernel
function is growing smaller. From these measurement results, we confirmed that the part acting as a
bottleneck is a process of copying data from the host (CPU) to the device (GPU).
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Fig. 8. Percentage of execution time configuration according to size of data.

5. Conclusion

This paper achieved accelerated computation of ECC Hamming code decoding under a GPU-based
embedded system environment by parallelizing SpMV for massive data using a GPU. By performing
SpMV on a row-wise basis in the kernel function of the GPU implemented through CUDA, we obtained
the result of time reduction taken in the overall process despite the memory exchange overhead between
the host and the device. We validated the proposed technique on the target board, NVIDIA Jetson TX2,
and the result shows that execution time is much smaller when the Hamming code decoding operation
was performed with the GPU rather than with the CPU. From the results, we confirmed that the proposed
technique is a structure that can be used to quickly detect and correct errors from massive data in GPU-
based embedded systems. The status of this evaluation is still lacking on providing power consumption
analysis. In the future, we will expand this study to the viewpoint of power consumption to compare with
the existing method.
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