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Abstract : With the rapid development of information and communication technology, information exchange between ships and shore has become faster
and more convenient, However, accessing ship information has also become easier and concerns about cyber security attacks are growing. When a ship
suffers a cyber-attack, it may cause considerable damage and incurs enormous costs and time to repair. In response to this threat, the maritime industry
now demands that a cyber security officer be assigned to each ship to take charge of cyber security management onboard. In order to reduce the damage
cause by an attack and to respond effectively, a specialized training course for the ship's cyber security officer is required. The purpose of this study was
to present a training course for the position of the ship's cyber security officer, and to highlight the necessity of amending current legislation, To this
end, domestic and foreign trends, ship cyber security incident cases, and cyber security training courses were investigated, and based on the results a
standard training course for a ship's cyber security officer was developed. Additionally, recommendations on the related amendments to legislation ware

established. The results of the study can be used as basic data to establish future training courses for cyber security officers.
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Table 1. Type of cyber security threats

Type Content
Malicious software which is designed to access or
Malware  damage a computer without the knowledge of the
owner.
Sending e-mails to a large number of potential
Phishing  targets asking for particular pieces of sensitive or
confidential information
Water Establishing a fake website or compromising a
holing genuine website to exploit visitors
A non-technical technique used by potential cyber
Social attackers to manipulate insider individuals into
engineering breaking security procedures, normally, but not
exclusively, through interaction via social media
An attack trying many passwords with the hope
Brute of eventually guessing correctly. The attacker
force systematically checks all possible passwords until
the correct one is found
Deploying To deliver a DDOS (Distributed Denial of service)
a botnet  attack
Like phishing but the individuals are targeted with
Spear personal emails, often containing malicious
-Phishing  software or links that automatically download
malicious software
Subverting  Attacking a company or ship by compromising
the supply equipment, software of supporting services being
chain deliverd to the company or ship

Source: BIMCO, The Guidelines on Cyber Security Onboard Ships, 2018a
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Table 2. Comparison of characteristics of cyber security training Personnel edited by the author

Length .
. Name of Target net Training
Institute .. . Contents of
training Audience . Method
Training
IT security -IMO’s regulations and guidelines on cyber risk management
Maritime service onboard ships
L. . . Lectures
Cyber specialists ~ -Familiar with threats (Onssite or
Aboamare  Security and -Threat actors and their objectives know how to identify potential 1 day virtual
Introduction  experienced  cybersecurity incidents classroom)
Course master -Management of cyber security strategies
mariners -Actions within an organization or onboard a ship
Maritime . .
Shore-based -Role as a user in cyber security .
DNV Cyber e-learning
. and vessel -Common threats & traps 3 hours
GL Security . . only
personnel  -Good practices towards cyber security
Awareness
-Current and forthcoming regulatory requirements
itime -Sources of potential cyber security threats and vulnerabilities Lectures,
Cyber -Conducting a cyber security risk assessment Presentation,
LR Seaurit Not defined -Identifying risk mitigation strategies and control options 1 day Group
Awarene};s -Utilising third-party specialist support when necessary discussions,
-Implementing an effective cyber security risk management plan Case studies
-Achieving continual improvement.
-Quantitative risk analysis
-Considerations in bridge communications, operations, navigation
Maritime -Involvement in cargo operations and network sensors Lectures,
MITAGS Cybc?r Not defined -Conne.ctl.on to. engine room F)peranons, shlpb.oard IT networks 5 days Discussions,
Security -Association with port operations and vessel interface Student-led
Course -Relationship to passenger ships, network IT and passenger data presentations
-The human factors of credentialing, regulations
-Shaping the future of maritime industry through autonomous
Cyl;ehrl and -Important knowledge and familiarization on all of topics including
SEANET Secugt Not defined  cyber-security, general security, stowaways, and anti-piracy 2 hours DVD
oy measures
Training
-Cyber security threats
Cyber Masters, -IMO .now requires companies to include a cyber risk management CBT
. plan in the Safety Management System (SMS) Video,
Security officers, . .,
Videotel At Sea ratines and -How to assess the risks to the ship’s IT and OT 2-3 Reference
.. & -How the risks can be reduced hours workbook,
Training shore . .
-How to respond to a cyber security breach or attack Tutorial and
Course management oL .. . .
-Necessitation constant vigilance and reviews of the cyber risk Course test
management plan
Cyber -Information & operational technology, IT/OT systems onboard
Security -Common threats and vulnerabilities .
Vessel . . . e-learning
VTIC Awareness ersonnel -Best Practices and basic cyber-hygiene 5 hours onl
for p -Cyber security and safety management system (SMS) Y
Seafarers -Real-world examples of successful Cyber Attacks
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Table 3. Maritime cyber security management practice course of KR

Subjects Contents
-Maritime Cyber security Overview
. E T ity organization
Understanding Cyber security org ©
i -Cyber asset management
maritime

-Cyber threat
-Personal security
-Physical security

cyber security

Maritime -Understanding the network
cyber security -Network attack techniques & security solutions
IT -Overview of diagnosis of technical weaknesses
c ]i\:;[ :r;tégﬁit -Account and permission management practice
Y Y User (PC) security practice
IT Practice
Understanding -Understanding ship cybersecurity and risk
Maritime assessment
Cvber -Understanding of risk assessment procedures
Securi}; Risk and methods
AssesZment -Understanding of network diagram, risk
acceptance criteria, cyber threat list
.. -Comprehensive chart of shipping company &
Mé.rl]il;le ship network
Secun'}; Risk -Asset list creation and evaluation practice
Y -Shipping/ship cyber security risk assessment
Assessment practice
Workshop -Control item cost/effectiveness evaluation
Physical -Purpose and method of physical security
secyjrit -KR Computer Room Physical Security
y -Risk assessment physical security
Technolo -Technical Security: Network Security Solution
"°8Y Technical vulnerability diagnosis overview
security

-PC security vulnerability diagnosis tool

Source: Website, http://champ.krs.co.kr/applyView.do
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: int ti
. Introduction & Familiar with ~ _OUre introduction . 1 Lectures,
- Maritime Cyber security Overview .
threats o . . hour  Presentations,
- Role and responsibility as a ship cyber security officer
- Recent ship cyber security - Common threats and vulnerabilities G
incidents, domestic and - Ship cyber security attack cases 3 | oroup
. . : .. . discussions,
1 international trends related to - Trends in maritime cyber security hour Case studics
Day ship cyber security - Good practices towards cyber security
- IMO? ti ideli isk t
- Punishment regulations and O’s regt?.la ions and guidelines on cyber risk managemen
o onboard ships
legal responsibility for . . 4 Lectures,
violations of ship cyber + Current and forthcoming regulatory: requirements hour  Presentations
security re lati(?ns 4 - Reviews TMSA3 and RIGHTSHIP checklist for cyber security ’
¥ Tegu - Maritime Cyber Security Act
- CSA/CSP development,
understanding of periodic - Reviews CSP and CSA 3 Group
review procedures, and CSP - Constant vigilance and reviews of the cyber risk management plan discussions,
. . . hour .
implementation and execution - CSA/CSP development Case studies
ability
- Detect and isolate equipment under ship cyber attacks and
) - Prevention, detection and actions to be taken G
Da response, analysis, and - How to respond to a cyber security breach or attack 3 dist;)slilgns
o4 recovery technology for ship - Quantitative risk analysis hour Case st die;
cyber security incidents - How to assess the risks to the ship’s IT and OT
- Utilising third-party specialist support when necessary
- Understanding the procedures - Ship cyber security measures
and methods of establishing a - Cyber security and safety management system (SMS) 2 Lectures,
ship cyber security - Implementing an effective cyber security risk management plan  hour  Presentations,

management system

- Achieving continual improvement
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