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<Abstract>

V. A543
4.1 A= 9 el 14
42 74 A

V. 28
51 747 89F 9 AAA
52 A 2 FF AU

FaEd

I.ME

ICT 71&9] 543 4 Sl ARRS
A GA SRk ok Z19olA AA=—AA
2~E(IDS, intrusion detection system), <44t
A A Z<E(IPS, intrusion prevention system), %
s T3 22 Ve 2AE HPE ET
stal, ANRJAABFEALTE &2 02 TAlst
I ok AYET} IS Hloly f= sl &
Al B34 (breach level index)ol W=, 2018
| k7] ol|gt 94571 9] HlolH = Akat @
Agom, oF 459 o] Hlolg7} =4 Ao

NFAO2RE A& A Ho 719717} 3t
2hsioiCampbellet et al., 2003; Cavusoglu et
al., 2004; ¥d<r, o|dd, 2018). ko,
IANENAE 2H-S BHA Fo} (Lee and Lee,
2012). ‘/HIA R F=9] 7PH0s) Bl& F47]
W Ao wzd, 20143 7H= 3AF AR
=2 QI3 2XHy Ha nlgo] F 9% 2736
doz FAHFAT 20133 <F 19 1,000
o] 1 HARE =3 vl tE F5HA

target-2 tlo]E] 3o} AE vlgo] 19 63

JE;\

A

¢

* o] AX(z=E-ded) e A SEdTHY APoR o] Fozl A
* AMtstn HREH, jaeyoungpark85@kakao.com(F-4Ah
wex Mt etw ARk, beomsookim@gmail.com(TAI A 2N
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o
nlekE a7} Jvkal 4K Crossler et al.,
2013; Guan and Hsu, 2020; Liu et al., 2020;
3013, 314 3F, 2020). I T AFoAE A
HRESHA gajo) Qloja 22 490 T8
3k o5k githar wecH(Knapp et al., 2007;
y et al., 2014). &, 22 o] HRH £=
FIA717] A 7] 24 8 ol
4 Heko] Fgsith= Zloltk A& &
224 749 AREQ A FF Y5 =
ok ZZe] AR EM Y FH
A A2 7P F R A o= 3HE AL
] Z-o|ti{Padayachee, 2012).
HEQE FA F4 B A5 AvEY,
%3}o] & (Siponen and Vance, 2010), 3%
710]&(Johnston and Warkentin, 2010), }A]o]
Z(D'Arcy et al., 2009), &elz Alg o]2
(Bulgurcu et al., 2010), A5 w3k o] (3R
3, 749, 2019)0 7Nkt HEHEQE A7
=] A agle Witk AN 71E AT
o7 9 1 F&(in-role behaviors)-Z2)
HellA SHdo] Hshs A5 e TAX
A Bst] FAH R Q7 E= AN
Y-t 24 ek 5, 23 U AR
B Ao gAEY] e ARRRS Fshe
gt FstATt skAIRL o)AR O 2E &
Zlo] B3k AR 2] A-3 HSE BA}
= O

@ % QT AR o) BE AT BA

¥0 1o
<
g
%0,

s
N

o

g gl7] WZoltidlE S0, A4/ EAR
A ARES W) weba, 22 JH A
< AMEHA HEsln ARRS g|~as ol
7] feiAE AREBY Hste] FAF o=
LTEE PFE ope; 22 3] ApLHA
o] 5o] YFHog aH

22| g5 ATE AYREY, T AT
A 998k 9] & extra-role behaviors) -25-
o] dgs skt FAH R QA=
AN 220] Il =58 E 5 UE AT
° 2 ojwjgt A o o] opet 4
A Aprplo] Az 0 & 2] o] WA of| Z]ofsh=
-0 T8AS AE3IUTHKatz, 1964). =
2l F9ES] A9 9 P52 23 A T
A1 FaS FrHPodsakoff et al., 2000). 7}
FVHAE, AR B A WA x F24F o
2 Q75 AFTdYP e ofut BRHEL
I AAste] 250 ApTE o] Pa(ie F
g 9] 3PF)o] F23HChen and Li 2019;
Guhr et al., 2019; Hsu et al., 2015). JX RSk

ol 5e 22o) ARH 5F AL 9

[o

18

o

Ao AT RS, ARREA FY F5 A
2] A|(formal control)$} A}8] 2 EA(social
control)7} AR K A AA I 9 P&
(e.g. helping, voicing)S EoH, o] wlz}
AREL} FA g} FTFsh= 20 & VR
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f

THHsu et al., 2015). &, 71& 2235 A7}
PRI 2 AR EQF Mo A AT 9 P&
(ie. FREE FHof Ag)o] 22 Holie HE
B35 A ahE etk AS &
ojt}. o] ZUE9 APEAQ] HEHEL
&5o] a5t AU HJRHEQF o] 3
< =Y 7 e iRk ANE JaTt S-S
ek sHARE, Ao ATE Al9sta A
HEQF o d5o] MY als AuE A7t
A2l g1 A oltChen and Li, 2019; Hsu et
al., 2015; Guhret al., 2019). ©]oll & &17o]|A]
oA =22 £V
(organizational climate) 7132 7}4 2} 229
AR EQ F77F A dEe] FRHEIE o] 3
ol o9A FEFS F=A Ay
z23 E971= 24 W FAAMmMEAE A
A A3 gl el gk 22 FALEY I
H 2128 oJu]dltKReichers and Schneider,
1990) ZZA Borl= leJx%_E ZA FAAY
59 HE ¥ 5ol IS F= v 22 &+
SHorganizational culture)e 2 TFAHYE
7HxHell Gk Tohe HollA o] F Ade
A2 FEET} (Schneider et al., 2013). & &
She F4A 39 I eR AF 24
Bs7lo] W ofEfgo] EAIta dath
(Kessler et al. 2020), ©]ol| we} tiok= A7}
22 E3lRTE 22 29718 Wet] 9
WHsto] ARERTE 22 2907+ &,
T Zo] vkt wetol|A /‘]*9*5104231 =7
TAYY ATl FEFs = A o= YT
& S0, K 9717 o e Q58S =
oF9th AR RO Wl o]2 HgslH )
AR AL AR A2 o]l wetA AR

- o

ki3

(‘2

f
ul
OOWEX\‘L,

23 3%

&@

b

229) Junck B9717h 24 F4ele] Prich

Fo] Ygol vAE I

B 9717 AR B Fof 35 S84
P & 202 AT 5 Aok A7) A
HEQH E97le =2 W ARE} AHE
A3, A3 9 At gk 2dEe] 3rE <l
218 Wl (Kessler et al., 2020). 3} Griffin
and Neal(2000)°] AAIg ZH AT W=
W, BREQE EL77F AREQE A A7 KR
oF 7o) FAAC A F3 HRROF X
23 AREQN F7|7F AREF o 35
AR FFE = Aotk
Agstd, £ A7+ 22 9T &3
Griffin and Neal(2000)9] Z#H U= 18
ASl AR A o] &5 vt o R FRHEL
718 AH QR0 E FRRE} 5], ARKE.
A2E, AHLRloE HR KL o] PF&

7 ANST olg AZFHow AR,

r&ﬂﬂiiﬂ-ﬂ

&3

232 Boly|= zA ) Z2AZm A A A

A sy 9 hatel] gk 22 FALEY
H <148 3K Reichers and Schneider,

2]
1990). %2 E97|= HQE EA 3% W3}
(e.g. A A5, 217 WBHE F=317] 28l
A g Wizt A WEE o] ARSE A ik
w2 o, &2 £9)7](ethical climate), ¢
1917 (safety climate) < S 5 Utk H2
0, 229] FRHQL FF T loiA Wi
B Ao ZeAo] AxE 1l oo we} %
217 ZmS ahE g Qo] Z7lePaA, AR
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HRl Wit A AR EQF 2972 /gl
AREE] 7] AJZFSEATHGOo et al., 2014; Kessler
et al., 2020; ¥™4, 2012).

K 1 QF F-2]7](information security climate)
+ 22 W AEEM fEE BA, #y ¥
Aol gk 2159 &8 Qlom Ao
THKessler et al., 2020). FREF £1717} 7
gk 222 AREES Fa3% A o7 QA
71& AREQ B27] B4 A+E BY, tio
S7F ARBSE B71E 13 29](first-order
factors) 52 TAE 2} 2<2l(higher order
factor) 0= 7Hdsletit. 224 WA 22
deE0] ARERES 77} e Ao = Q14
s Rtew= ohekek 22 £4& Whdshe
oltt. dlE S0, ¥H84(2012)

W& H A
2 w5, Bk ] g o= JhdE st
o™, Kessler et al.(2020)= AR HF 25743
(practices), XK} F-A|(importance), HEH X
oF $-X<=9(laxness) 2 TAE HRHEF E
715 /MR 71E AFE Faske], B A

Hel ARy, ARELE FA|, Bt
o=z FA" 23 Qll(reflective-formative
second-order) ©. = 733} &t4ATh

g AtollA] AREE B9V = ARK
AR F591 FAHZ O Ao e A
UERSFTHChan et al., 2005; Goo et al., 2014;
™43, 2012). SHAIRE HREL #9179} o
< 9] Ps(ie. HEEL FA PF) 1+ BAE
AR A= A9 gle Aotk old B A
TollAE, 71E A7 ARE Bt
AR EF B77F A HEQE o g5 ofd

>

o

A e FeA AuEn

2.2 BHEO 2o7|et HEHOF FHo

o

=
[S)

A8l AR 2] o] &(social information
processing theory)oll =M, 22 E947]= =
2] A Yol YIS Foh FAHOZ,

22 AU 22 Uold] Rolo] vhgEs

83 HA 9t HH(eg., A 5 AF)
&85t Salancik and Pfeffer, 1978). <,
TAYLE AAlo] &3t 2Z]o] A IsH=
FARIA S wpotalar T4l 2= oAb
. ol 9= 35S o= Aol
HEE}IS Axsh= 7 17F 34
ZA M= AYEo] JHHLS =

/183 ZX5= 358 & Ao

ik

sl BN
o
(e}

o

=
RO By AR RO ARG F5h= Aol
3AALA HEE A HEATHEEA,

1
2012). 7, AEE 7| 220

7V S7Vshe AR o]olHTHGoo et al,
2014). =3 ARBEL E9)7]e} AR R A=)
5 I 3ARA ABTEAVE JoH, HREL
91719 Bt Y3 SV 3 1§
HH uBA} ke ARl iR
(Kessler et al., 2020). ©]x3 FHH-S
she 22 A = ZYE0] ARKE BAS
ke 2102 yEhdt AT H R EL
719] ol Z2le) gk v Y(e, Huu

o

ol
BN

Moo

2
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z79] ARuek Hol7)7} Agle] 3 9] %

(|e AR H Ho] PF)ol = JIFS = Aol
o gt

e 9] P52 A5 A4S FPs=]

Ao E QA= FAIT, 229 A
Ees E T e dFos oud Al ¢
gk PFo] ofle} TAY AAle] Apzow
zA o] Hde 7|3z d)F°lt{Van Dyne
and Le Pine, 1998). AR H St A2 meto) A
AL 9] Y5 2| ARML $F L
Aote] ApH 02 BRI B WB(eg, 51
HolA Arncr Fae JeFE P9
Ot Jds ANSh: Weeg FHES
ZS =9 e 1{_ AR Kl A o}o]l:]o] A
Folr, & Aol HE olsh e Y5 Hn
e EELE
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et al., 2020). 3, HRW B
et Fo dFol FTAHE JHAAE

(Kessler et al., 2020). wehr, 22 FAYo]
T8 222 ARENE T Azt

b
oy
)

¢

278] Anuck 291717}

2] FAUe] BREE Fof ol WA= A
SR ZHo] HEEI B 0]

150} Fe YEo A Y9

= Ao/

2.3 HEHOI S7|2f HEHEHOE X|4A]
Griffin and Neal(2000)-> 2 £-$17](safety
climate)E AdJaclo=z  <QkH X &(safety
knowledge) 3} ¢FH F7](safety motivation)E
AR QRlo g, 2 7 2k Fo AF
(safety participation behavior)2 A#=Z 3=
2aS spdstal o] & AEe A, o 29
717} ebd A Ala)k kA Fr)o FAHA
—r%‘lo‘ﬂ Qb A A3t <k Zd 4

ro
o
o

al., 1995). Fd F7]= 7iQle] QkASHA s

ol
N
Ho
o)
b
I
filo
N
o
e
rlr
o
£
[
A
=
-0,
)

and Griffin, 2006). 7]& A7 Farste] £ A
TollA ARERF A2E 20| AR HF A,

S
A, Azt s 23
o] MnkAe]l XA A ol & Aoy, HARKE
QFB7IE A o] HRHINS FasHA AZst
+ A% 9 AREQ PFS ]Sl =S
Zl&ole ARRE o3t
o ATellA b Be7e b 5719
83 d3aclos Ys{XtHPayne et al.,
2009; 7714, ¥kd4d, 2002; A3 &, 2015).
o} o] 2(expectancy theory) 0.2 A
o] 7Fsgte, AHi1e] FFo] 74 e A=
ojojxittar W=k, 11 &gl tigk 5717}
A= Zlo]t(Vroom, 1964). ©]71& AX.

0]74_<L 7
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HER0
=

HEHQ

ok o] A gan, A 20| Fru
]

S TR AT AAs= 23
[e)

A4S HEFTHIRIS 5, 2016). webA] A
91717k Bk A Ao FAH o= Jk

2
29
A

oke] i AFK(Griffin and Neal,
2000; Vinodkumar and Bhasi, 2010; %9,
2020; A3tz 5, 2015)°l4 b F717F Qb4
o FFoll FHAOE FIFS Frhal st
UR7A| 2, AR B Wgto| A HHE QL 57
7t AREQF o FFS wAE FA0E 4

2o

Huwol
x4

& 4 9tk mgh Qb Eoke] T ATtellA
A Ao eFd o PFol THH o= F
S Frhal S THGriffin and Neal, 2000;
Vinodkumar and Bhasi, 2010; 7151, 2020).
o|F AHH} Mo 2GR, 22 74U
o] ARHQF A|2o] FFEFF 150 AHE
QF e Fo] ST AOE oS+ Utk
o]’Fe] =olE RO R ool o] M-S

273

TR 2. 2Fo] FHHF L7l FEe] Y
HHF F7]o) SFHE 0 FIE = Ao/

T} 3. ZE] FHHF FP7)= Fpe)
HHOF 2o SFHH Ol FIE F Ao/

T4 YHE FT)= Fele] Fr P T
of P&o -gF] FFE = Aol

7} 5. FHEF A Fplo] FHHE F

o P50l FHHY JPE F Al
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3.1 Hlo|g] =&

=
o

al

AT= = GAA ' 71ge] BA3)
Q= g gioE 2020d 8o 22kl

27)0] Fuugk B9} =

% F44le) Aune

Fo] Ygol vAE I

AEEAIA AlLlsiith. F 56470l

g
=
£
oX,
o
N
o1
R
X
i
Wi
x
ol
ol
e
o
=)

ofsigien, sEAel AT

ol <3 13 Lok $HA 5

=
A

Hlz HlE (%)
g g 309 54.8
a4 255 45.2
20-2 113 20.0
o1e 30-39 117 20.7
e 40-49 166 29.4
50 o4 168 29.8
a5t o3} 57 10.1
ZAEdist (=D 61 10.8
= o3t (SHAh 359 63.7
gishd (HAD 67 11.9
o (3AD 20 35
A= 126 223
144 40 7.1
=S/ RIY 25 44
o1 =44 16 2.8
He HE 40 7.1
IT(RRIE)A 61 10.8
AR~ 163 28.9
71ek 93 16.5
1007 @7k 209 37.1
100-499 132 23.4
7194 500-9999 61 10.8
1,000-2,499% 51 9.0
2,500-9,999 53 9.4
10,0007 o] 58 10.3
AR 184 326
o2l 129 22.9
AF 3 107 19.0
2 65 115
5 79 14.0
ITCAAY 53 9.4
IR B S/ R KL 23 41
/A= 83 14.7
A7) 2 52 9.2
A5 A 53] A 50 8.9
AN 63 11.2
QANFTFHT- 101 17.9
A4 68 121
71ek 71 12.6
O s e 344 61.0
IT A7 2 s 220 39.0
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o] A-9-ol= 20th7} 20%, 30TH7} 20.7%, 40 Bk
th7} 29.4%, 50th7} 29.8% S ZF2t 215t E

A A 22 Agol AFHA| FaL HlwA 1 3.2 HAO| XXMX XO|
2 EXE Hole o0& Ueigth tigtu £
AR} 63.7% 2 TEE AR|5IPoH, dFo B ATl A ARRRE A

=
2 uag] (289%), AEY (223%), TR Th 2 G 71E RS EUE sk
% (10.8%) 0.5 UeRgth St 21T & o, ) el v 54 2

I A¥o] & AFFE 220 0 F 39%E 214 o Likert 78 A= (14 A

& %A ot

staon, AgS By AR (32.6%), Wi ~ 74 v 2=EthE SAsL

(22.9%), 3 (19.0%) =AUZ =2 HFS

B MEES B2 A
1. 9] A= 2al A950] JRucl AHS & Zoela QA S,
2. o] A Ao ARRgk g ol tal A5 olokr|F.
AR RSk . o o e S WS s Kessler et al.
aray | 3 M A Anncle s Wl ek Yue shent | om0
= 4. 9] e A A3 Holol JoiM ARRS BT RS M4 9 F 5}
U A7k,
1 ARRSE A S 253l7] aA wEsle AL UPf &3 22oA 714 9
BBl = Yolt}. Kessler et al.
FA | 2 W £3 21 ARRQ AW 52 B4 Fas I (2020)
3. ARKE 9L Fol= AL Yt &3 AN FaF Aol
L U7 &3 248 AUSe] ARus 22 42 o9 8-S Adaky ok
pop | 2 WHE® 2Ae Adsel dung o A5 A% wke APt Ak |
T3 Ut &9 228 S gkos Aol 3 thg me) T4 (o 23 WY '
o 2 39 52 AT Uk (2014); D"Arcy
BE 1 gt g9 248 g duns 9% 9 sl (o nek 2 g | o @00
< AN ok
1 UE 22 U QRS e AL 7V A dolgka Az
ARRS | 2. 23 U MAARE HIs= AL Fesith Kessler et al.
7] |3 24 0] AHES B 99 8AE Zol: Ae Zas (2020); Neal et
4 2A) AREG 22 AT AL Fasit al. (2000)
1. R ARuel @A A|2jo] FRalt.
ARRSH | 2. U= 2Ao] ARE £29 =Y 4 = e du ok Neal et al.
] 2] 3. UE dukxog AHHEgk tisiA & & ok (2000)
4 U= HORS A8KE 4 Qe Wk 93 it
1 U= 58 J95d7] gRucl 4% 248 Agsh= ot
g | 2 ThE 20l BRESk Agje] £l Hi FL} H5E AL OR S, | Chen et al
3] 3 U= L%E APEo] AREY HAS F5Y F %E%_ =5 Foh (2019); Guhr et
g5 | 4 U R ATIA fokw S8l 2ol uncke AU S gle ke AN | al (2019); Neal
=8 et al.(2000)
5. U= Ao AHRC 43 44 2 e g8 ki),




A} <IF 3>04 B uie} o), AT
2] cronbach's a 2} 7id A% %(composite
reliability) ko] =5 Gefen et al.(2000)°] A
g 71EXR1 0.7 oo g Ugonw AR
o AlFAo] Joha & 4 U}k w3k 89l
Z A ZKfactor loading) #kel 0.7 o]’de]al AVE
Zro] 0.5 oo & gtk E 3 Fan). webA,
ST e FHEFSA S GRS
ot o2 FHHENIA S ARSI ET), <&
4>9} 7o), ZF Mol AVE e Alge] o

A8k

z20] FRE} BH7|7F 22 AL ARREE o] g5l mAE FF

7}
2ol gk w2k 221 A=K cross-loadings)
HHeorng SgEae hHE)

14
tlo
N

7 7€ EUS EUE 13 89190 AR
RO ARASY, AR HEQE FA|, Bl 14 1S
A A E(formative indicator)
2 AAE Atk A ARE FA4E s
A4S 3l Aol Bk ozl
o} <3 5>04 = uke o], FAIgHAI7E 0.1
B} F31 24RAIS(VIF)7F 1001812 LE}
Wk mEbA, FRBEE B9 FA
gk eldsge] g E.

<E 3> 1x ¢l A=/M 3 sHEEN Ay 21t
by =4 ¢l o1 :
T si= T Tak Cronbach's a CR AVE
partil 0.904 103.678
parti2 0.904 90.408
X Bk -
Ho] A= parti3 0.911 89.906 0.941 0.955 0.809
h=4 [
parti4 0.866 53.164
parti5 0.912 114.886
setal 0.904 94.265
Bk Q14 seta2 0.921 125.473
o 0.908 0.936 0.785
s seta3 0.854 54.172
setad 0.863 58.235
pracl 0.874 73.428
XK prac2 0.898 81.018
. 0.910 0.937 0.788
AR prac3 0.885 77.32
prac4 0.893 87.58
imporl 0.902 86.091
AR R .
=) impor2 0.925 120.105 0.895 0.935 0.826
X
impor3 0.899 71574
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know1l 0.910 95.938

AR EL know2 0.937 141.147
) 0.946 0.961 0862

24} know3 0.928 121.005

know4 0.938 164.785

motl 0.911 114.319

X Bk mot2 0.923 113.442
0.939 0.956 0.845

571 mot3 0.914 63.215

mot4 0.929 108.727

<E 4> 17 291 THEEIYY AN 23}

Mean
(SD) 1 2 3 4 5 6
5.19
1 0.909
(1.13)
4.62
2 0.548 0.928
(1.22)
3 574 0.620 0.463 0.919
(.95)
5.02
4 0.626 0.667 0.587 0.899
(1.10)
453
5 0.665 0.626 0.414 0.616 0.887
(1.24)
6 482 0.63 0.568 0.487 0.580 0.596 0.886
(1.32) ' ’ ' ' ' '
F1) L AEEQ FA], 20 ARHEQ A2, 3 HRHEQF B7], 4 FRHQF o] 5 JREQE AR 6: HF Q1

A

F 2) thiAAde) B4 g2 AVES] Alws

S A bl R 2
5Y32 7153 T2 Zxrer Iﬁ*&l’%’%
SRR
f : 0.279 4506 0.505 1.979
N 573
AHHEQE F9)7] AREQ FA| 0.519 7.281 0.473 2.113
HOl Q1 w& 0.346 6.169 0.547 1.827
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z20] FRE} BH7|7F 22 AL ARREE o] g5l mAE FF

HeEHo
=
(R2=0.358)

0.598™"" 0.220"*

HeE O
Eo
(R2=0.608)

0.341°""

L,

=97

0.330"*

0.661"""

Huuor
x4
(R2=0.437)

SHlt

G (0.112")

449 (0.010)
***: p <0.001. 42 (0.020)
<3% 2> 422N Z1|
4.2 714 4% Z7VrE A9lo] AR ugk Fo §%o] Zv}

5718
ks A Sginh BAAS] 9, Aol

B AT /W AR Adks <ad 2>¢) Atk ES5E AREL Fof 5] TR AL

AR, FREL B97]s FHEL Fo 5 2 Uepd vhde) Ada) g R EQE 3}

A FFE FATHB=0.341, p<0.001). w o PFol Frofgt FEFs FA L3tk

2hA, 7P 12 AP EQIT o)A 24 o] A

HEQMS AXTTE 2o FHEL o] 3

Bo| RN A& Teith =4, JHEEQE V. A=

9715 AREL 5719 FRE A2 B

T 3R P FAUTHB=0.598, p<0.001;

[3=0.661, p<0.001). Wz}, 7Hd 29} 32 BF

A=At o7 A= 2Ao] AR HS 22 9] ATE AT SIS 22 7
o = :rLl_—l: 25]

TP LS Ao AEHERE 5719k yojo) o) 9] o] e} B o
AEEN A Ho] FPHATR= Z1e AWIRITE vF pnol g wieo)] W3t 9] BE = %
ARtz AR EQL F7]9t AHEE A4 4 oF 2ol HEL T2t AR HOl 2] =

2

REL N = o=
HEQE o] Pgoll THAR] 9F& FUAHB o 22 7a9e] 2o HRBF 22Z R}
=0.220, p<0.001; B=0330, p<0.001). WM, o ei5) ApUH o T HHHOL PES F= 7
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<Abstract>

The Impact of Organizational Information Security Climate on
Employees’ Information Security Participation Behavior

Park, Jaeyoung - Kim, Beomsoo

Purpose

Although examining the antecedents of employees’ extra-role behavior (i.e. information security
participation behavior) in the information security context is significant for researchers and
practitioners, most behavioral security studies have focused on employees’ in-role behavior (i.e.
information security policy compliance). Thus, this research addresses this gap by investigating how
organizational information security climate influences information security participation behavior

based on social information processing theory and Griffin and Neal’s safety model.

Design/methodology/approach

We developed a research model by applying Griffin and Neal’s safety model to the information
security context and then tested our research model by conducting an online survey for employees
of organizations with information security policies. Structural equation modeling (SEM) with
SmartPLS 3.3.2 is used to test the corresponding hypothesis.

Findings

Our results show that organizational information security climate, information security
knowledge, information security motivation are effective in motivating information security
participation behavior. Also, we find that organizational information security climate positively
influences both information security knowledge and information security motivation. Our findings
emphasize the importance of organizational information security climate because it is capable of
affecting employees on information security participation behavior. Our study contributes to the
literature on information security by exploring the role of organizational information security climate

in enhancing employees’ information security participation behavior.
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