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[Abstract]

In this paper, we propose the terminal authentication system using blockchain and TOTP(Time-based

One-time Password Algorithm) to sustain a continuous authentication between user device and service

device. And we experiment this system by using door-lock as a terminal of IoT(Internet of Things). In

the future, we can apply this result to several devices of IoT for convenience and security. Although

IoT devices frequently used everyday require convenience and security at the same time, it is difficult

for IoT devices having features of the low-capacity and light-weight to apply the existing authentication

technology requiring a high amount of computation. Blockchain technology having security and integrity

have been used as a storage platform, but its authentication cannot be performed when the terminal

cannot access any network. We show the method to solve this problem using Blockchain and TOPT.

» Key words: IoT, Authentication Technology, Blockchain, Ethereum, Smart Contract
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I. Introduction

A2 4R AARAEH(4IR, Fourth Industrial Revolution
)o] ZIRHEHA, AFe] BE Al HBAIZIAL A 52tsto]
AREAA R-8]t MulAE Algshe A IEHI(IOT,
Internet of Things)of] st A7t &Els] AlsiE] 1l 9l oo
A 3 20 F71ke FAOICE SIS AFEE
o steglol, ZUE, SAMA o] FHo= ) Chst

ot 910 21 wawo] oln AT W B
o] glof Hot 2AP} WS 1) 2 A GS AN 4
QICk. SHE, 571 glo] At W 53l tolete] 9%
7} B7RsT 2RI 710] SASIAL BEA V18
2 55 Mg sustee CloRt Al=rt 21 Folt

2 ERoE PA UL 59 PUATE BIF5
A2 I 9l 2SR Jlan AR §718t WAlos

A= TOTP(Time-based One-
time Password) ¥112]& o]&sto] YEYF, Ho|EY
oloflAe] AFERIEUIS] 714 J(Confidentiality), F4/3
(Integrity), 7} ’J(availability)& F&sh= AR=QIEY
QA5 AARLE 7RI o] 7]ag Foll 3, AlA/M
glo]Aof tjgt Hot A= AT o~ glont Bot jdat
Hob Q7AYo Oigt | 7117] &) tigh M=
AL 4 Qlth= ool Qlot

oM e HRAATLRE ARERIEY, 254191, OTP, Bt
34, ARRQIEY 7171 Bot QALY 71E9] A= RIEY
QI AlAEIo] el 7]=stl, 3ol 2SAI1 TOTP
= O]&3t AFERIEY Q15 A|ARLS AQFsHT, 47FollAl =
loTe] TY7|2X YA woj5Z &8st A U Bt
tioll 71eotal, YoM 2 ==l izt 482 AAIRH

ol

II. Related Work

1. IoT and Security Technology
AFEQIEYl(Internet of Things)9] 7i'd-2 1999 WAt
ZNZZHMIT)Q] Q@ Eoto|gAlE|(Auto-ID Center) A
Aro] el 7J8l o2 E(Kevin Ashtonin)o] “RFIDE} 7]E}
AA7E Aol RE ARFE QIEYlo] 1152 ZTol2kal A
202 Agsh 7oz AJAbE) 2005 ITUZF AR2QIE]
Slof] et HuAE UISsHHA e RN =97t o]
231%]7] A1ASIY L 2008 2E] Intel, Cisco, Qual

comm, Aricson 59| 2% 7|A50] AFEQIEHYE 4

(o3}
u v a
£t} ARSQIEIHI] ojul= AZ7tutct siAlo] fo]s}A]
U BE AR, AR, 31 5 ZE AREEC] UEH I o
Ao} AEIT A, 2, 51 B8EE A

SHAITE ARZQIEH 7]0] HAISHHA] 0]7]
EF, ofFAlold 19| Aso] ol
Hob o] w&&HA Y Boko] 30 a4l 7|84,
227, 7187301 Alslid 7Hs7/dol =orr|aL it Argat
Abzol A AAEE ARRQIEYY S AME =5,
AR 24, Qlmet uh], AW Y 5 aF =2 A
wAlE 2dg 2 ok

ojXH ottt Abzol AZE|ojoF Sh= AR QIEYl 2
B o8 AlES st &0l Aot [Table
1]oflA] Bz uiet o] z|Zofl= IEUl/0l58AIY 7I8t
9] AFEQIHYl B&7|&-S ITU-T, ISO, IETF, oneM2M,
3GPP 5= &M M2 =4 BEog A6kl Q.
FARocg A p&s|E= [TU-T, ISO/IEC JTC1
o] 9lo, AFd BFS} 7|42 = oneM2M, [EEE, IETF,
ETSI, 3GPP, W3C 7t let, m& FoAlz+= OCF,
AllSeen Alliance, Thread Group £o°| ITH4].

Table 1. IoT Standardization Organization

Group Value

Discuss security standards for Network(SG
13), Security(SG17), IoT and
applications(5G20), etc.

Discuss standards for automatic
identification(JTC1/SC31), Information and
communication(SCé), Sensor Network(WG7),
[IoT(WG10), etc.

As a de facto standardization organi
zation for the IoT/M2M common service
support layer, development of standards
such as structure, require ments,
protocols, security, and semantic
technologies.

As a de facto standardization organization
for wireless LAN/PAN technology, standard
development such as smart metering,
outdoor low-power short-range, and
long-distance com munication

As a de facto standardization organization
related to Internet protocol, development
of standards such as adaptation layer and
CoAP for low power wired and wireless
network.

Discuss standardization of IoT reference
structure, interoperability, and smart city
centering on issues that are not
interoperable

ITU-T

ISO/IEC
JTC1

oneM2M

IEEE

IETF

ETSI
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Focus on standardizing cellular com
munications from the physical layer to
the transport layer. leading standards
development including Load management,
network operating structure, low power
cellular communication

Create a new interest group called
Web-of-Things to lead relevant technical
research and semantic data and object
standards.

Consortium developing both device and
resource interoperability standards and
open source to provide universal IoT
connectivity framework connecting various
industries.

Established to promote device connectivity
and interoperability through All Joyn open
source. currently launching new IoT
application service through AllJoyn Platform
with more than 200 members.

Through IP based wireless communication
network protocol and thread development
for smart ho me, established a thread
group to implement interoperable IoT.

3GPP

W3C

OCF

AllSeen
Alliance

Thread
Group

ghH, &2 ITU-T SGI7(ZAA7ISANE HuBgAn
B A3EE 17)8]9lo|A] “Security frame work for the
Internet of things based on the gateway model” =
A B&o] X 13612 2|& g it 24| B& X.1361
oAM= AREQIESIoA HokS AllA/Huto] A, AH[O|EY
o], HEHF, ZAFS B2 205k £8 7= A
Hotal, ZF ZiAfol ot Bot g at siEsk] $ish Het
QAR AAIsHAIT 1],

2, Blockchain

=5A1919] 7iE2 Satoshi Nakamotoh= 7Hg 9] 7id:
A7t APSE =3 <Bitcoin: Peer-to-Peer Electronic
Cash System>of|A] 41202 SASIRC =wollMe 55
ARl 712 &5l Al 38K 70 glo] A2 BARRE Ato]oflAf
A7t 7heet AAREE skl o, S8AIR B
+ AR A Yt A5 Saotal Qo] ol AlEat
Yz, ¥z, si7do] E7hset EAS 7RIl Qloh

[Fig. 11} o] o] AHej Yo &
o] shiAltoll A Argsto] o
= &ofl A} stmlof ot A5 5
oAte oAl ARARE0] eHE olFAlE Al E 4

e wAPE 2.

Transaction Transaction

Owner 2's
Public Key

Transaction

Owner 1
Public Key

Owner 3's
Public Key

~i-Yerig, Ve,
Owner 0's 1T Owner 1's h Owner 2's
Signature Signature Public Key
i &
& e
Owner 1s |7 Owner2s |~ Owner 3's
Private Key Private Key Private Key

Fig. 1. Electronic coin as a chain of digital signatures

o|5A|E BAIZ HAsk] UM olF £84b} of
W Ale AR e IR 2 o]

TS o 4 Atk & 2E S Sk A9 &
S T o]Ho Fosh= AlARI0] Basth AHefef &
S st flal BFUARIT A7 BasiRlL, 7Hel
o 7HQl Z1Re] At EfAARIE e S 5] Qfsl =
o= Adam Back®] Hashcash®l S-ARSH AHQl =
AARES ARESHATH 13,

A5 Y (Proof-of-Work)2 S50t 49 i<l
nonce S A= g3 s, of YoM HREE oY
7b @519t nonce 2 Ao S50] AT &
ofRtoA dute]of [Fig. 2]et #ol AlE F/dsk

F9 2552 Yy POl 5 St

oY o

Block

——>| Prev Hash | |

[ ] [»] [ ]

Block

| I Prev Hash | |

Nonce Nonce |

(o ] [ ] [ ]

Fig. 2. Structure of Blockchain

EfolAENmo|| OJ5f B22 of 108 27|22 AME L,

22 Ul A2 Yol 7185 e [Fig. 13t 2o]
SR ORI E R R

oX ALEA] WplREL A2 A
2 APgsts 79l o) 71 2 B B

a
439 olgAlE wAIE AT 4 e =5A
ke;

r
i
ul

=2

3. One-Time Password(OTP)

One-Time Password(OTP)+= B]Y pass-phraseS At
gsto] Ual/d vlgHe S st 710t} OTP AlA
G2 ALSH AR8AL 95t UESIAS Bt ¥ Wa

7t Q7] wi2ofl EoMd olgE ¥ 4 At
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UE S AJARIO] teh shte] 54 R UEYS
A5 EASIHA 7 AREAN 201 ID H H§

= + Aojot. o] AZAEI}T A

AAAE Q1S AHE o] 2o AJAR QIVEE 4]
sl A2 & Aok ol2igh 2j&dlo] 54
(replay attack)[16]o]2}2 5}, OTP A|AELS g
v e 5 Adsteg, ol2fet g9 3400 tidE &
AEE AAIE AlAH 0,

J12{u, OTP AJARLE SR ZHQIZg Hofl Fdshu
mJaf 22 Atg] FePA Z4(social engineering) &
P AZY 2 AN slolidn 2 58 FA(active
attacks)[15]2 9= 4 ite RS 71T 14].

OTP ¥12]&2 34 & 7IX]|2 HOTP(HMAC-based
One-Time Password) €12]&3t TOTP(Time-based
One-Time Password) &112]Z-0 2 Ut HOTPE 9]
HE 79l OTP dxe2l&olt, ©ols Zl4{moving
factor)7} o|HlE 7}2E{(event counter)2, 7R Zfo]
zo}e of ofc} A2 012 AYES AAsts UAlS o
ojgtc}. TOTP& ARE 719ke] OTP Yale]&oln HotS:
wetstr] flall A Al #2712 A2 O QAYEs
Aderei{12](8].

i

Client Server

OTP Value QTP Value

Hash Function Hash Function

I—I—ll—l—l

‘ Time | ‘ Seed | Time | | Seed ‘
[ | ] |

Same Time

3AC
O 71w

ii —

Same Seed

Fig. 3. Principle of Time—based One-Time Password

4. Security Attack

Auuglo] SEE s A 7] AR ARe 7Y
X, B4, 7184 olth. 2 YALS YRSkt TlEAl B

A e b= 2ok

4.1 Confidentiality Attack
71golzt ghEdel Hurt g

MBlAS oulsiy, ASEHE HAIA W

oo 39
m

L

=)

.

A, 202 RE AE HAKE g g
sto] sl Bstol vlelriat Huol Ux
2 4 Qe Yrshe 212 dolaict 71uge
ARl $A02E= Ag(Snooping), EffEEA,
ZA)7](Interception) =o] 9t

i)
A
i)

Q.
o

{4 =
o
ol
—_

Norr mjo oo

4.2 Integrity Attack

FA/dolt Al AT 9l
AUIAE oulstH, JE7T FHAC R HPER] oF e
O FE B= Alort AE, AR, Wg B0l B 1
FURL FAlSR 2 Jujdich 2AYE Al 32
= EH X (Modification), $]&(Fabrication), A|7t
A ¥7, 7PHMasquerading), A¥(Replaying), 291
(Repudiation) o] 9Jct.

i

4.3 Availability Attack

7h8ol2t R uol Tg A2t AFgo] Ao
A wAfEe AEE ojujgic 7184 Adshe
2= AHA AE(DoS), AF(Interruption) £0]

[
>

ol

==~

JX
lo

39 o
L

5. Traditional IoT Authentication System

5.1 ID/Password Authentication

ID/Password Q15 WAl AREALR} A7} O]2] R|7Y
s U5 ARE Bl USske WHor XA 7|9t
(knowledge-based) ?152] gt FEjolct. ARGAZF A1
QIEH o] AS Foll U=sl] diwoll AHARI Ak 9
off e e S Potl= &Y AH(Sholder Surfing) &
Aol thighk Yol o, XA 7|8t Q159 5444 A
AZE &gt AAZ ofg] JASAIAR] ARESH= 430l
otz 0 AEVF EEGS U thE AAH Est

Sejatels 2A} lc,

5.2 Biometric Authentication

A 15 7lE2 Al AAL A 1A, 2=

4 So| EAJsio] 71Ee] wjARE R} Boto] P
7ol ARk, AAl 7R A W e ©Ao] 7]E9] H
Ch2A| oot 1&0] 7Hso] kot 4]
EEEHAGE AR THsSIAIRE, AYA
=& e AMEAol 27hssitke A
At
[&2 AR OsiAM = BAP} 71set Aos
A2 Q1N0] AL o] 7tox ZFE 23

[e]
(CCC) 449 S7E £712F AIRLS 0] 88N S g

rpl

ne
rE
fol
o
1>
i)

1

-
rr o
ot _|>‘
rlo
==t
i

-

P
P

o

S
)
ro,

AV

Loy o2
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o] &71e Al BRIk 2 W awq[m —H
o2} A& 2715101 Apple Ate] A2 &=
Touch ID 52} AIaislclel g e m 2950l
Phs3t Held TRt Al
5to] A 2o|x THH=Z & xaio} 1—] e
Yoz 5e FoIE 4 o3l %*% C’J*ﬁ‘% APRlo|
TGN £9] Aol 422 3D TUES F5) A sh=
Ho}/;}gi?_]% o;E o]—/\o]q “Klitﬂ]E JEJﬂ
AFQl Bkav o]2{gt WAl0 2 iPhone X°] ¥ Q1% AlA
Blo] Face IDZ 23]519cH18].

Specially processed area
¥ ¥

20 images

Fig. 4. Face ID hack with mask by Bkav

5.3 RFID Authentication

RFID(Radio-Frequency Identification)= Zo}p2 O]
g3lo] D A Y02 Uy RAE 12 Boict
RFID 81719} RFID 277t At g5l © AH2fod e 4
5 QAR 7% Bt RFID §A1S o]gsto] A1
she WAle Helste] WRNE Bol B 4 ATk
A 41 AFsE e o g RFID B2 BAjslo Q1%

S2l& 4 loni[10], o]0l = =Xz RFID B
ZAfZLE ZAel] Q15ele 22d 24
(physical attack) ¥, =9] ¢lo] RFID B AYE XA}
Ko g EAlshs A7|Y 524(skimming attack), &St
2jH7] 2 §7Jsto] RFID Bj10f] Hojgtozn A57EEE
AL ¢2d HIS AAEE 4 e 23(Spoofing) &
2, RFID £41 Zupa WslE & Au]a AE F2(DoS)
S TheRt Wt Yol EXfRICH1L].

[as]
ok n:L

A

5.4 Bluetooth Authentication
E2EAL 24GHzO 4 &=

=T T —C
2 fojEg Fuwrs 4

22 AHgste] 140

9l %/?_] LZ2EF2 X7HA4,
25t7] sl nrEl9

2 zop] gil ol A

2220} ggaleRA Aol2 ¢

Ao] 7Hs5PA EI9Ik A1 ARZRlE] o]

Cf. olflol= tavlel e g
olgo] Bastgion,
o] 7171 2t}

~

T
=3
o
re

5 2L

ua
27T

HjAA] B
8. GRS BE2 ARgsto
%‘44 %&*% d3¥5h= 5714 (Bluebugging)o] 91O
ojejol = T HHEH 02 KjREsIo Au|A o] §S Y
dlsh= DoS &4 & CHYRh Bob ool EAfRIct.[7]

o] st
Q%] X 1]

5.5 Authentication Server
91Z= AW(Authentication Server)= ot
8 Algistel 9 AI9EY AulAE Aol

A}—%—K}g Cl)_]_% @E S od"o

glo]Efuo] Aol A%}
R Hfshs Al 39 AlF] e ASE AHE ot
1S Aeles T2

Hsto] ol P H2 Aotz 1de}
7] golsto] Tej7t Halsithz Aol glont, st
7:]Oﬂ JIOH KO]— k]];]—]7} OH7]E}E']‘— 7jO_ ol=o jo—ﬂa}}]q

- O
S BEIt & AV YT 4 Qlot

ARl o
o5 9l

R OFRIZ=A]

oon

5.6 Blockchain Authentication
=40 ABFER]R! &59l(slock.it)Z AFZQIEYl 7FA]
9] o]z WAL E2R|01S EFl|A] 45851 E= 510, QIS
e A}ﬂxm 59l Fanls o

59 89 % SRolicia) el QU o
ES 2-4 Znjs 9% 502 Qg AU A% 27(DoS)l
ols) 2249 YEY] A 3 4 gl Aaolat, ¢
= NH|AZ 0|8 4 gl 7184 5

7} Rt

lJ%

g >

rr

r-lu
=,

III. The Proposed Scheme

2 AoIA AoksHs ARZUE AF AARIS A
8111 loTo] Wav| 24 TAIE £oj=o] A gste] 7ad
8ol chstol 7]43ick AlRoIA 7143t ulek o] Abg
QEE Qs o] 83br] HsiA AlAY/clufolx, Sk
Z e, AclEgolo] thet Bot @Al vEdt
4 9lojof gtk =3t 2&olA] A & wje o] 7]E0]
AFSUE 915 AARISS uANE 9%, &S]
A, RArg) 34, 5% Aol tigh et s 374,

Nk 2o Al 33t 817, Dos B4, UEYD o
91 U s Adoayel IRy, 22, 718

5 QEA7]7] ofeisic.

o ol = OH
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AF ROl 7159 dlojEls HH

= AHgste 25
ARl S dloly 71gdat A4 Ao
(access control)& oioPD} E3] 2279 ¢|o]E= ]
712 d=zelste] HolHE AlSstH, Heto] gie A

BALE HolElo] B2 4 $8L BAY 4 o0 5

AHMITM, man in the middle)zAof 2 4~ Qo] U]
EY3, Ao|ESo], Hu{o] tht 7| WA T RANG B
& 2 9l 3k B2 d ma aKel AD}E Aok 2
systeiete 2487t WAIsty] ThEol, DoS 320 chst
HE8E BT o len, SSAI vE Tﬁ% ol g3t
2 Qe 70 OTP WAlS E35) Q1% Afu| A0 thet 7k]
3 Rlgg 4 9ot

1. System Architecture
o A|ARIO] HAAQI L&+ [Fig. 5]at Zo] &=
oAl ©E712] OTPY| seed i} ©E7]9] Heh HE+=
E5AIQl0f| 7]=5kaL AULE AlH(smart contract)o]] <]
oflA] 2Tt E5E AIRtehe A|ARE & 7HK]Q] R =
TEE U, AREAL R BE QS ARE W Q1% o
B2 AXSH= MH|A AFX|(service device)Q} ATIE =
AY BHAo s AMAPE ARSI Q15 RS THK|AL
AulA - AR Qs AREAL AAl(user
device)2 28 4 9Jch
Hets Fo] 2 ARAL FR| B
AQlof| AA1] F707]= A
718 FEE Q7|2 F29) sto] A
A= AlH seed 3= o]8-5to] Yzl/d v
5 X9 vE¥l o5 v]uwsto] Q153

LI =

2 4 9k oleidt Yue B8 F Tl
=X
o

o]7<0
voa

[_
2
=)

ng > >
& rE o Ya)

m HC for T %
rlr
”Li

<
i

_|\I
ox T

ue -

\‘U _|t<17_li

odya o

39, _J|-l1.l on
T2k

S 2 rl rC ox o Y J

1o g2
Do I

2. Smart Contract

U3HS Hof W Au|x gxIe} ALgA} I OTPY
seed S 2718t U =7|8lslA U AFRAL HSHS SASH
2 o)t} [Fig. 6] 1} 20| seed 3} X713} = AMRAL H

e 43 93 1) Aol ARk Ags }nq Ante A

Initialize seed e
H » Py P

( OPT Value ) :
: g EVM
Bytecode @ D

Grant/Revoke
o0

Permission
Ethereum Network

Block Block Block
[Prev Hash |[ Nence | —${ Prev Hash | [ Nonce |—-} Prev Hash |[ Nonce |

|-|-x||-|-x”'|'x||Tx||Tx”Tx||Tx||Tx||TX|-

Fig. 6. Query execution using smart contract

2.1 Initialize OTP seed
ATEG o2 PR R 2] ool & AolME
OTP seed S Z7|8k0oF 5t HLE 371K]=2 X|ASY
on Zp7f thZat . ”KP} AR H A T, seed %L
S wgstn o ATo] Kk ), AFEALe] het st
o] 45|92 olc}. o] oA AulA AR ADLE
Aote &3l OTP seed 3L 2718t A2 27t
OTP seed 3= 2719} shk= g2 [Fig. 7] o £
MBlA Bl A0IE Al S5l OTP seed Z7]9t A
Q7. ADLE Aok Mz g2 OTP seed
2k @A) AREAL] Wat A, AR 5718 A S Ut
& wojure 7t ARle] 371712 Astel 22AY Ao
Z¥7F 71Rstc}. HWske Yojuke 7h7ho)] ARS8 7F AFX|

o) o172 %53} slof PuE Pkt

Service Device

Blockchain

Block

Transaction
OPT Seed Value
Users permission

D
User Device
.

Internet

Service Device

‘/ Time + Seed ‘

il ____‘" Time + Seed |
| = OPT Value )

= OPT Value

Equivalent
(=Authorized)

Fig. 5. System Architecture

U DEd Blockchain
ser Device (Smart Contract)

Request for
OPT seed initializati:

Generate OPT seed

Receive
New OPT seed

Signed by
J User-device's public key

| Receive
New OPT seed

Signed by
loT-device’s public key J

Fig. 7. initialize OTP seed
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@2, Dappold 348 Bilste Bl gl 2

AX
FE| st ofete 2Aol Aok, ololt AZe
S50l ol ol el bl e o) ey
0l o $52 Wrioi 1 WS S T 4 ]

O =212 v LB owua

mj&o]c}. mela 2 H3oAL Signidice Algorithm gt
AlS ARgsto] daE AR sERATH19].

= (o]

2.2 Grant/Revoke Permission
2 ¥ w2 ARl OE A Al e 2
2te Rofle ke Anje forg
JR loﬂ tict Wt JEE S7gsto] AGE
+ ESAIQ1 HEHFo|A AREAT Hgt
HIT 2% 712 ARSI AB|A AR oA = A2 AR

o

o?i € 2 o

AR
A} Yst JBE Aasty, OTP seed £27|3}H2 @73ttt
OTP seed 27|3P} Yagd 24% Yt A7} vigd=ct

. Blockchain .
(Smart Contract) loT Device

Permission
modification

Detect
Permission
modification

Request for
OPT seed initialization

Generate OPT seed

Receive
New OPT seed

Signed by l

Receive
New OPT seed

l Signed by

User-device’s public key loT-device’s public key

Fig. 8. Grant/Revoke permission

3. Service Device

o] A|ARIO} Mu|A AA] AT [Fig. 9]t At
A7 A2og AIAEH OTP seed b AIZF ABES
s7)gste] Q5L 9Iat TOTPZH A 54T & 4 =2
73 Ak

OTP seed 32 Z7|sklof 3= = AR|7F AR
4L olQol= @30 A7 Fot 2+ OTP seedS AH23Y
A, ALgATe] o] WA HQolch ALRQIE AA|
+ ol2iet A& dxIste Ui, AUtE AlofS &dll OTP
seed 27]3}2 QAT

giof ARgAH ARRVE ol
OTP seed Z¥t 1\]7P AYE EF

e

Initialize OPT seed
Synchronize time server

—‘ Perform authorized action ‘

Fig. 9. Flowchart of service device

4. User Device
AFEAE AR U2 BR]o] Q158
152 A A5 Alsole ALGAH R
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IV. Implementation and Evaluation

1. Implementation
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Fig. 11. Digital door lock with Raspberry Pi

1.2 User Device

AREAL R 7R 7152 st 27 Qs 8
o ARGAE Hok g 710t [Fig. 12]9] && A2
O] ARGA} RIMA Q15 7Heot AulA FAISY R5=
Hel sfdolt], Mu|A AR digh <15 A4S sl
Signal H=5 =515 O Y 4el& v[eH S Ay
A Ao At FAlo] EAE HAXE B efHol
oh. 9% o}H2 Home AH|A ZJA]o Ot Hets £
W2 AREAL 222 29] oF Jloj, HES &
ARG BRIE F7FIAY 2h ARAE RO tigh et
W Ee MR @42 AULE AofS S5 & 4 ok
= ME ARGAL RIS AR5t ] sl A=Al =B Sb
tjato] ~0fl 4 Android 7.0 (Nougat) +¢ £7d0llA L=
S AVdsiAiaL HIAESHSITh

Qi
p——1
T
Mo

rie wlo

s L il PP i M . e

R, P L

DR B

L e

e
PR LT

o s

Fig. 12. Android application for authentication

2, Evaluation

SEAIRIZ B[OiR7] 719te] doskE ARESH] e
o, A& 52 ElolElE geststH Hsto] gl ARAE
tlolgfo] H&T 4 e ok wEbM =, MITM, HA]
Al WESH e uet BAL 4B skl A9 g
Zio] AT EEA|QoA DDoS(Distributed Denial
of Service) 342 AULE A|9f S 9 222 AL
gsjo] A7) ojck. Attt L W2 dlstol YES T
7h e 79 Au 79o] Q1 AARIES Au|A o)g
o] 27HsIAIN, o] UFAATE seed o AT ABES
59 A% JuS SIS0, UEN} BEE A
AE 9 AUAS o83 & otk AHe I
[Table. 2= 719] Q1% AlARI £ =2olA AIgksHs
Al2E0] Ol 2t ot 917 18-S Blast ZoR ofe)
uokgZo] thet o2 BAES At S S Holzeh

Table 2. Comparison of security threats

security Proposed .
Bluetooth lock.it
attack Scheme uetoo Sz
Wiretapping impossible weak impossible
MITM impossible weak impossible
Message . . . .
Modification impossible weak impossible
DoS available unavailable available
Network . . .
. ewo . available unavailable | unavailable
Disconnection

V. Conclusions

= =edldE olEd =Xz sl thefeh Bot ¢y
LEEE Ol AFEUEHIY FAIE SiEsH] flsto] W
27F 27hseh SSAIRIY AntE Aleks o] 8sto] U



IoT Authentication System Using Blockchain and TOTP 121

7% stk
otof et B3 =Y 2 8
o HH]AE Ag e ﬂ;m 1% golck. QEel @
£ 7JAPT Qe AR B L89S W] 9
3 TR2EZS ALLSfof stog, AFZOlEYl AT
B84 22 €20 WeAl BASKNS), B
U, ALZQIENALS AIAl/Cllo] &, Aol Eglo], Z2AE, U]
E91Toke cloet ZA) sl Cht 29t 9lo] ZA

st E3t A8, 2] S9L Al ALZAE AR

O O»

& =wolA R
) wrse %%zm
Sal 13/271, B2 Aol 4ol 71%, N
TFEA]Z]2L, AOEE Alofo] AJs) 2l
= qralo g DoS Ao i 755t TOTP
of EYZ TR Aoz QA5 7|52 o8
SEAIRI0] #At UESN Aeh=
9\,15}. E?_} }\lxlxﬁo] i—yaﬂ A HO /\EI}E 7%]0
o]fojx|Bg, FHE I AlA/Tjulo]20A= 7Y
S B3 9ok @l 8ok PO R BY 4 o)

+ Ao 71eA 71R1E 7RI AAIZ, ITU-T SG200
A, 2017¢ 39 AJUAe] ¥gtoz “Framework of
blockchain of thins as decentralized service platfor

S Agksteon, 2=AQl sjute] ALSQIEY mES)
of that =of AsA A1 Fof et

SEAIRIE E5det M ARES Bk Ve
olc}. mehd TRt AHEo] AAElE AFZIEY] B
SAl S2A2 7120] tigto] @ sFsAo] kok &

SEAIRI 71 7IEreR ARERIEHIY] QI Heh £,
A Aol 59 #2748 2 718/l gt mEetel Hd
A7E MW Aol

lo
=

+

O o H o
< rul mg;‘

‘;M

Jor 2

ACKNOWLEDGEMENT

This work was supported by a Research Grant
of Pukyong National University(2018).

REFERENCES

[1] ITU-T, “Security framework for the Internet of things based on
the gateway model”, ITU-T Recommendation X. 1361, pp.4,
September 2018.

[2] Slock.it, Inc, “BLOCK-CHAIN ENABLED SERVICE

PROVIDER SYSTEM”, US 2018/0191714 Al, Dec. 28, 2017,
Jul. 5, 2018.

[3] 46halbe, “Chaos Computer Clubs breaks iris recognition system
of the Samsung Galaxy S8”, CCC,
.de/en/updates/2017/iriden, 2017.

[4] Park. Byungju, “IoT industry trends and development prospects”,
IITP, Weekly Technology Trend 1759 issue, 14p~23p, 2016.

[5] S. Keoh, S. Kumar, H. Tschofenig, “Securing the internet of things:

https://www.ccc

A standardization perspective,” IEEE Internet of Things Journal,
Vol. 1, No. 3, pp. 265-275, June 2014.

[6] frank, “Chaos Computer Club breaks Apple TouchID”, CCC,
https://www.ccc.de/en/updates/2013/ccc-breaks-apple-touchid,
2013.

[7] J. Padgette, K. Scarfone, “Guide to Bluetooth Security”, NIST
Special Publication 800-121 Revision 1, June 2012.

[8] D. M'Raihi, S. Machani, M. Fei, J. Rydell, “TOTP: Time-Based
One-Time Password Algorithm”, RFC 6238, May 2011.

[9] S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash system”,
October 2008.

[10] A. Juels, “RFID Security and Privacy: A Research Survey”, IEEE
Journal On Selected Areas In Communications, 381-394, March
2006.

[11] H. Torstein, “Security and Privacy in RFID Applications”,
Norwegian University of Science and Technology (NTNU), June
2006.

[12] D. M'Raihi, M. Bellare, F. Hoornaert, D. Naccache, O. Ranen,
“HOTP: An HMAC-Based One-Time Password Algorithm”, RFC
4226, December 2005.

[13] A. Back, “Hashcash - a denial of service counter-measure”,
http://www.hashcash.org/papers/hashcash.pdf, August 2002.

[14] N. Haller, C.Metz, P.Nesser, M. Straw, “A One-Time Password
System”, RFC 2289, Faburary 1998.

[15] Computer Emergency Response Team (CERT)
and Hijacked Terminal Connections”, CA-95:01, January 1995.

[16] Haller, N., and R. Atkinson, “On Internet Authentication”, RFC
1704, October 1994.

[17] Seth Rosenblatt, “Hacker claims you can steal fingerprints with

, “IP Spoofing

only a camera”, cnet, http://www.cnet.com/news/hacke r-claims-
you-can-steal-fingerprints-with-only-a-camera/

[18] BBC, “Face ID iPhone X 'hack' demoed live with mask by Bkav”,
BBC, https://www.bbc.com/news/av/technology-41992 610/face-
id-iphone-x-hack-demoed-live-with-mask-by-bkav



122 Journal of The Korea Society of Computer and Information

[19] gluk256, “The Signidice Algorithm”, Github, https:/github .com/
gluk256/misc/blob/master/rngdethereu m/signidice.md

Authors

Ho-Gyun Kim is currently a senior student of
the Department of Computer Engineering,
Pukyong National University, Busan, Korea.

He currently works as a S/W development

director at a venture company,

MROCOMMERCE, Seoul, Korea.. He is interested in
Computer Security, Algorithms, and Blockchain Technology
& Application.

Soon-Ho Jung received the B.S. degree in
Mathematics Education from Seoul National

University in 1982 and M.S. and PhD.

-

£t

—

), - degrees in Computer Science from KAIST in
“ 1982 and 2000 respectively.

He is currently a Professor in the Department of Computer

Engineering, Pukyong National University. He is interested

in Embedded Intelligent System, Computer Security and

Machine Learning.



