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A DDoS Attack Detection Technique through CNN Model in
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Abstract Software Defined Networking (SDN) is setting the standard for the management of
networks due to its scalability, flexibility and functionality to program the network. The
Distributed Denial of Service (DDoS) attack is most widely used to attack the SDN controller to
bring down the network. Different methodologies have been utilized to detect DDoS attack
previously. In this paper, first the dataset is obtained by Kaggle with 84 features, and then
according to the rank, the 20 highest rank features are selected using Permutation Importance
Algorithm. Then, the datasets are trained and tested with Convolution Neural Network (CNN)
classifier model by utilizing deep learning techniques. Our proposed solution has achieved the
best results, which will allow the critical systems which need more security to adopt and take
full advantage of the SDN paradigm without compromising their security.

Key Words : CNN, Deep Learning, DDoS Attack, Permutation Importance Algorithm, Software
Defined Network
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Fig. 1. Overview of DDoS Detection System using CNN Future Selection
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Table 1. 13 Feature Selection using 13 PFI

# Feature Importance Description
1 | fl_iat_avg 0.5334 Average time between two flows
; Maximum time between two packets sent in the forward
2 | fw_iat_max 0.3351 dlresion
3 | fw_win_byt 0.3248 Number of bytes sent in initial window in the forward direction
4 | fw_iat_tot 0.3231 Total time between two packets sent in the forward direction
5 | fl_dur 0.3162 Flow duration
6 | fl_iat_min 0.2778 Minimum time between two flows
n n Minimum time between two packets sent in the backward
7 | bw_iat_min 0.2655 o
8 | fl_iat_max 0.2426 Maximum time between two flows
9 | fw_iat_avg 0.2203 Mean time between two packets sent in the forward direction
10 Ew_pkt_l_ma 0.2139 Maximum size of packet in backward direction
11 | bw_iat_max 0.2077 g/!?é‘lzrtr?grzn time between two packets sent in the backward
12 | bw_win_byt 0.1944 Number of bytes sent in initial window in the backward direction
13 | bw_iat_tot 0.1942 Total time between two packets sent in the backward direction
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Table 2. Experimental Environment

Operating System Ubuntu (18.10)
Simulator Mininet (2.3)
Network Switch RYU (4.3) controller
Hardware 2G RAM / 20G SSD
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Table 3. Experimental Evaluation Index
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Fig. 4. The Performance of Network Traffic of DDoS
Attacked with Detection and Mitigation
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Attacked without Detection and Metigation

2ot LSS &8

4. 22 Y gEHT

B =RojA%= SDN 3304 DDoS 542 ¥4
=1 1:4

otal Ystolr] sl | 29 719 CNN 2 &g 285}
of Agst 43E A6ttt o] AEE Bl =&l
A AEeE AT Y BT 459 e E
ettt £3], SDN 3HgolA o 2 7[tez
DDoS 34& gA5k= A7t 718 d7tET HIEY
3 580 H2 eHdtg 7K1 glon AT

4] Kl
Future A 54 HA&Z 71& 95% P =olA Bt
HoZ 97% o)A, 7€ 97% AUEE 98%IHA] =%
on, A% AFET} Zo] Fl1_socre 96% OJAFS G-
ShHA T4 A A7 2%0l4f Eol= AL B8R
Aot F5oll= Mininet AlEHOJE oA Ak
Z35t A A4 SDN AEZEF0] #8310 A
7 X5kl Tk AfolH FAo e -85}
Al HEYA 55% fAZ & e 7= &

o7golct.

[
ol
i

R
]
o

l‘—ﬂ
1o oX ofl oY

&

REFERENCES

[1]"Toward an Optimal Solution Against Denial
of Service Attacks in Software Defined

[Onlinel. Available:
https://www.sciencedirect.com/science/article
/pii/S0167739X18302930 #bb40.
30-Mar-2019].

[2]0. Rahman, M. A. G. Quraishi, C.-H. Lung,
“Ddos attacks detection and mitigation in

Networks-ScienceDirect.”

[Accessed:

machine  learning,”  IEEE

Services, Vol. 2642,

sdn  using
World Congress on
pp.184-189, 2019.

[3]Nugraha, M., Paramita, 1., Musa, A., Choi, D.
and Cho, B.,
to Detect
Attack,” Journal of Korea
Society, 17(8), pp.988-994, 2014.

[4]sFlow Version 5.

[Onlinel. http://sflow.org/sflow version 5.txt,
2017.

[5]Dharma N.G., Muthohar M.F., Prayuda J.A.
Priagung, K., Choi, D., “Time-based DDoS
detection and mitigation for SDN controller.
Network

“Utilizing OpenFlow and sFlow
SYN Flooding
Multimedia

and Mitigate

Operations and  Management



o
Hl
oz
HL
ra
=]
om
r=
~
>
ol

fel==X H133 X6z

610

Symposium, pp.550-553, 2015.

[6]Huseyin Polat, Onur Polat, Aydin Cetin,
"Detecting DDoS Attacks in Software-Defined
Networks Through Feature Selection
Methods and Machine Learning Models,*
MDPI Sustainability, 2020.

[71Ye, J., Cheng, X. Zhu, J., Feng, L., Song, L.,
"A DDoS attack detection method based on
SVM in software-defined network,” Secure
Communication Network. pp.1-8, 2018.

[8]Braga R., Mota E., Passito A., ‘Lightweight
DDoS flooding attack detection using
NOX/OpenFlow. Local Computer Networks
(LCN2010), pp.408-415, 2010.

[9)Wang R., Jia Z., Ju, L., “An Entropy-Based
DDoS Detection Mechanism in SDN’,
Trustcom/BigDataSE/ISPA 2015, Vol. 1, pp.
310-317, 2015.

[10]Mousavi S.M., St-Hilaire M., “Early detection
of DDoS attacks against SDN controllers”,
In Computing Networking and
Communications, pp.77-81, 2015.

[11]Soon-Gohn Kim, “A Study on the Detection
Technique of DDoS Attacks on the
Software-Defined Networks,” The Journal of
KIIECT, Vol. 13, No.1, pp.81-87, 2020.

AR

1 3% "{Kwang-Man Ko) A3
* 19914 2¢ ¥gisty AFH
FEY

19934¢ 2¢¥ B=dista AFH
FoES A

19984 2¢¥ B=dista AFH
FoES

19984 3972001 8¥ IFFo
At e A
2001 9¥ ™ @A Aot
FEREE RS

TilEok: ZRIYdele Y Anie, mHld oK AHT.



