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Abstract It is difficult to educate the overall operation of public and private blockchains with different
characteristics. Recently, most education for blockchain is targeted at public blockchains such as Bitcoin
and Ethereum. However, in an actual business environment, a private blockchain such as HyperLedger
Fabric is used because access to corporate data is controlled through user authentication. In the case of
HLF—based education, it is necessary to understand various components that are not in the public
blockchain, such as peers, orderers, and channels. In this paper, a lab framework for HLF is designed for
an efficient and systematic understanding of the functions and operations. The framework consists of HLF
network, chaincode, and decentralized software control functions. Through the framework, the network
configuration, distribution and activation of chaincode, and dApp execution process were checked step by
step, and it was very easy to understand the overall flow for blockchain services. In addition, it is expected
that a systematic understanding of the overall flow will be possible even in future network expansion.
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oA AFE3= Ordering MM~ (v1.4L Kafka,
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Table 1. Public Blockchain vs Private Blockchain

Characteristic Public blockchain Private blockchain

Access level Anyone Organization

Permissionless Permissioned

Participation

Anonymous Known identities
: Pre—approved
Consensus PoW, PoS, ... .
participants
Performance Low TPS High TPS
Operation Order, Execute Execute,Order,Validate
Platform bitcoin, Ethereum | HyperLedger Fabric

LR
oAe BHAN o] vlETAAA A 59w
APREREAESOS e oldeke B0l A%
597] Wole), e BEAel |ube] Ao

| :
A Aask A H2E YEYT, SCo| 24, A
<, vl dApp(Decentralized Application) H 2
EE §3t g74o] FQa3slt(Table 2).

Table 2. Public Blockchain Test Environment

Components Test Environment
Blockchain Ethereum mainet, Ropsten, Geth,
Network Ganache, Javascript VM in Remix
Smar Contract Remix, Truffle suite
Wallet Metamask
dApp Truffle suite, Nodejs, React, EJS,

Developemnt Express ...

e HLES 28 AVEEEAQS Hgehs 35

o] = Peer (Endorser, Anchor, Committing Peer),

Orderer, MSP(Member Service Provider),
Channel & 58 E5AQ0d §lE o8 F4849
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Fig. 1. Mining Block
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Table 3. Bitcoin vs Ethereum blockchain

Ae ZPE o 24 MSP, Peer (Endorser, Anchor,
Committing, General), Orderer, Channel &2.=%
T ATHB 9. ZF A 84T FHshe Ve
o7 Z2h(Fig. 2).
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Fig. 2. Elements of HLF
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configtx.yaml, docker—compose.yml

crypto—config.yaml,

® 43 Mo ¢ cryptogen, configtxgen,
docker—compose

@ A3 ~3THE 9 : generate.sh,
startHLFNetwork.sh

® 84" A73E AH : config/, crypto—config/
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“peer chaincode instantiate” 8 %S AF&3}e] A<l

FEE wjxstal 843t vt 53] AdIE s}

@A 4] Ordereret HAEE A A4 + ok

@ AYNRETF BEAoR AL Ue

chaincode invoke”, “peer chaincode query” 8%

= AH&ste] gl

dApp2 I/ ZHEN=9} W= A E o] 9
o ZTHEJNE RS 7]E 9] JE|E HTML, CSS,
Javascript, jQuery 2.2 T3 ¥ TH

.
THEN=9Y AAE Agste 75 ANA=e}
AAF FaH= FREOZ T 9k ZHECN
=9} FAlsly] 913 7152 71 Y AW SollA AL
23+ Nodejs, Embedded Javascript (EJS),
Express 52 AH&-@TH11]. whebA dApp A 3s A
dstr] fsk ZadAae] Ve e Zrh
@ Nodejs Az &9l

@ Express, EJS,
Fabric—network e
package.json ¥ 4
©® #HA 55 7T

@ A& 55 UE

® dApp H¥ 7%

Fabric—ca—client,
ceRsg 9@



ZEHQ 554

Agzeda 44 151

rg
ﬁo
rﬁ:
1

3.2 Zed=ae &

AT A9 20) T2 A FROE WAH o
S Lk
@ HLF ME9A 74E 918 44 9 54 53
@ AdzEe U=, wE, 25}, HAE

@ dApp &S #% 874 H4g 4 F=

Az A= § 39 FHo] F=AH o A
235 %’EE TAE O k. AAAAS FASHe]
Q3 AR AE A T3] YA 7]3, Peer, Orderer,
MSP 59 7ﬂxﬂ7} gdasty, 94 TR Y3 A

g7 ol - H5tetel &Rl WES A Aol
L) Wb HLF YEH A4 B3t 7158

ok 2t T aEHoR A, AAsta HA

Ed 4 s 27 ARutds 2Adste] oY 7]

=
hl
o B MmN 4, 4,

k= 13
o] =X &2 o] oWt 12]. Table 49 A& &= =4

A
=

LS

FUS

Table 4. Framework Functions for HLF Network

Functions Description

docker network prune
docker stop $(docker ps —aq)
docker rm —f $(docker ps —aq)

Reset Environment

crypto—config.yaml script to add Orgx in "Profiles"

script to add &Orgx in
"Organizations" section
script to add *Orgx in "Profiles"

configtx.yaml

1. set channel Name
2. generate crypto material
3. generate genesis block for orderer
4. generate channel configuration Tx
5. generate anchor peer Tx

for each Orgx

generate.sh
— cryptogen
— configtxgen

Configuration data config/, crypto—config/

1. docker—compose —f
docker—compose.yml up —d ...

2. Create the channel

3. Join peers to the channel

startHLFNetwork.sh

Check HLF network docker exec cli peer node status
status docker exec cli peer channel list

ANIEE 7 BAHoZ Go o] 7|ulo g %

oXx
o
K

B

dedje el iz, kel Jes S
£ 37904 A EE, B2Es}S B B, Aol
U A AL 15 @A B e 282
Fajol ATEE WES T B4 Y] BE A}E

7153kl AdS F3te] CouchDBell A H1E
o= ERAAY | REE EFo 2 _%7}.3}7”
FTH13]. Table 59 AJNF=9} AALEE= 7
Aol Aok ee nelFn o,

Table 5. Framework Functions for Chaincode

Functions Description
docker exec —it cli bash
Install . .
. peer chaincode install —n mycc -v 1.0
chaincode .
—p github.com/mycc
Instantiate peer chaincode instantiate —n mycc -v 1.0
chaincode -C paper —c '{...}' =P 'OR (...)!
peer chaincode invoke —n mycc -C paper
Chaincode - ..
testing peer chaincode query —n mycc -C paper
- {..}

v P L R R

R I HE AR

HLF YEY 0l #ol=
TAkshs 21g SAE ¥, dAppE

so o
E

A AZEHE 7es 2T & 14]. Table 69l
dApp9] 433 #AE = 7S Adsk= TA9 U
&5 HolFa Qi

Table 6. Framework Functions for dApp

Functions Description

npm init

npm install express, ejs,
fabric—ca—client, fabric—network
npm install

FABRIC_CA_SERVER_CA_KEYFILE
node enrollAdmin.js

Setup dApp proj
Install nodejs pkg

Register admin

Register users node registerUser.js

Query chaincode node query.js

Invoke chaincode node invoke.js

Start dApp server | node start.js

1. 4% =993 FE L BAA%

l¢a ++9

ddYg 3ol 522 labFrameWork.jsol A
Al X—}%ﬂr. labFrameWork.js9] 83248 v}g3} 2
}.

app.get('/', function (req, res) {
res.render('index’,
{title: "Main Page", activate: "index"});
IOk
app.get('/setNetwork', function (req, res) {
res.render ('setNetworkFile'
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{title: "Construct Network", activate:
"setNetworkMenu"});
IOk
app.get('/setContract', function (req, res) {
res.render('setContractFile',
{title: "Deploy Contract", activate: "setContractMenu"
P
H:
app.get('/setdApp', function (req, res) {
res.render('setdAppFile’,
{title: "Test dApp", activate: "setdAppMenu"});
IOk
// start labFrameWork
app.listen(8800, "0.0.0.0");
console.log("Framework is Running on
http://127.0.0.1:8800");

Fig. 30 7&% Zed9a9 7] S u s B
o FaL gt

€3 c on 0000 PG

Lab Framework for HLF (HyperLedger Fabric) Education

Noyo o)l

This Lab Framework Tested in HLF v1.4.4

Test Procedure
1. Setup HLF Network
2. Build and Deploy Chaincode
3. Run dApp

Fig. 3. http://localhost:8800/

AE ZHdYae] EYA A 528 Y3 9
Al 7]1%5-€ runNetworkScript.jesS Es}o] o] Fo]xl

A=
o FE 542 o3 Zh

const {exec} = require('child_process');
var networkScript = exec(

'sh setNetwork.sh $id',

(error, stdout, stderr) => {...}

);

Fig. 40 YEQ T HAEZS 93 523} H S Ho
a3tk

Step 1. set channel name

Step 2. generate crypto material

Step 3. generate genesis block for orderer

Step 4. generate channel configuration transaction
Step 5. generate anchor peer transaction for each Orgx

Fig. 4. Test of HLF Network Functions

A wejele)ae) Aelms B4 gl Sl A
Zalo] o] FolHr), A=

runContractScrlpt jesE

<
zAe vew .

const {exec} = require('child_process');
var ccScript = exec(

'sh runContractScript.sh $id',

(error, stdout, stderr) => {...}
)i

Fig. 5o AQls1= HAES 913 F2kshd

FaL itk

tlo
f
)

Home HLE Network Contract (Chain Code}

2D

Step 1. build chain code
Step 2. deploy cc

Step 3. instanciate cc
Step 4. test query

Step 5. test invoke

Step 6. test query

Fig. 5. Test of Chaincode Functions
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3} 7}

g ZAO
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o

|

lo

// Connection to Chaincode
const {FileSystemWallet, Gateway} =
require('fabric—network');
const walletPath = path.join(process.cwd(), 'wallet');
const wallet = new FileSystemWallet(walletPath);
const gateway = new Gateway();
await gateway.connect(... {wallet, identity: 'userl', ...});
const network = await gateway.getNetwork('mychannel');
const contract = network.getContract('mycc');
// Generate transaction
result] = await contract.submitTransaction('registerStudent',
args);
result2 = await contract.evaluate Transaction('getGrade',
studentName);
// Call Chaincode test through script
app.get('/dAppQueryTest', function (req, res) {

const {exec} = require('child_process');

var myscript =

exec('sh dAppQueryTest.sh', (error, stdout, stderr) =>
{0

H)

Fig. 60l dApp HIXES 9I3F 2tshis BojFar vk
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Step 1. enroll Administrator
Step 2. register user

Step 3. test query

Step 4. test invoke

Step 5. test query

Step 6. run server

|Step 7. test cc through dApp]

Fig. 6. Request dApp Execution

Table 7. Test Network Configuration

Elements Org Domain Anchor CouchDB
(x.example.com) Peer
peer0.orgl. couchdbl
orgl.
port: 7001 port: 7002
peer0.org2. couchdb2
Org org2.
port: 8001 port: 8002
peer0.org3. couchdb3
org3.
port: 9001 port: 9002
orderer orderer. (port: 7000), OrdererType: Solo
CA ca.example.com
Channel paper
CLI Management CLI container by Administrator

Aok Ze HAE S 7338 9719 AdH oY
7} et Aot Af 2 A2 542 “node
labFrameWork.js" M#8 & Adstd o) HLF Y E
FAE FAA) AL ARJFE=E wiESEAL dApps T
o= At} “docker ps" BHS Foko] AL
B AHoHE g1 4 Atk ol &

E.
[¢)
EQ7 Ao sashs A & o AokFig. 7).

root# docker ps -a --format "table {{.ID}}\t{{.Inage}}\t{{.Conmand}}\t{{.Names}}"
CONTAINER ID MHAND. NAKES
871da2ad9a4d edger/fabri node start”
cffice51870e y abri node start” example. con
3e40c9540f SF yperledge i node start’
h >

couchdb1
couchdb3

orderer . example.con
cli

ca.exanple.con

e548d6£00F19

JNFA=E B3t EEA<ld dlolH &
A7sla 233 4= . HIAEE ko] tdE A

HAB AL 0E ofdfe] 7152 AlFeh

@ 4 o8-S SEAT(Fig. 8).

0000

Grade Management System

Add Success |

Step 1. Register New Student

dkkim

Register Student Name

Fig. 8. Register Student Name

@ el thsto] wakErgat A4S AgdTh(Fig. 9).

Add Grade Success !

Step 2. Save Course Title and Grade
dkkim
Blockchain

100

Save Course Title and Grade

Fig. 9. Save Course Name and Grade

@ S 3|5k A
23} (Fig. 10).

tio

FEERREEE

=
=

Step 3. Get Student Aveage Grade

dikkim
Get Average Grade

Grade Average 98.33333333333333

Course Title Blockchain
Grade 100
Course Title Operating System
Grade a5

Course Title Embedded Linux

Grade 100

Fig. 10. Query Student Average Grade

5. 48

HLF Y|E$3+= Endorsing Peer, Anchor Peer,
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