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Abstract In this paper, we propose an access control system using cryptography as a method to protect
personal data in public blockchain. The proposed system is designed to encrypt data according to the
access policy, store it in the blockchain, and decrypt only the person who satisfy the access policy. In
order to improve performance and scalability, an encryption mechanism is implemented outside the
blockchain. Therefore, data access performance could be preserved while cryptographic operations
executed Furthermore it can also improve the scalability by adding new access control modules while
preserving the current configuration of blockchain network. The encryption scheme is based on the
attribute-based encryption (ABE). However, unlike the traditional ABE, the “retention period”, is
incorporated into the access structure to ensure the right to be forgotten. In addition, symmetric key
cryptograpic algorithms are used for the performance of ABE. We implemented the proposed system in
a public blockchain and conducted the performance evaluation.
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Table 1. Performance measurements as transaction size

increase
Transaction(Byte)
Time(ms) 330 480 680
encryption 514 532 586
decryption 79 78 78
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Table 2. Performance measurements as the number of
attributes increases

The number of attributes
Time(ms)
1 2 3 30
encryption 401 462 608 3,118
decryption 39 84 78 1,574
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