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Abstract This study aims to complement the poor performance of existing context-aware authentication
techniques in the mobile environment. The data used are GPS, Call Detail Record(CDR) and app usage.
locational classification according to GPS density was implemented in order to distinguish other people
in populated areas in the processing of GPS. It also handles missing values that may occur in data
collection. The authentication model consists of two long-short term memory(LSTM) and one Artificial
Neural Network(ANN) that aggregates the results, which produces authentication scores. In this paper,
we compare the accuracy of this technique with that of other studies. Then compare the number of
authentication attempts required to detect someone else's authentication. As a result, we achieved an
average 11.6% improvement in accuracy and faster detection of approximately 60% of the experimental

data.
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Fig. 1. Context-Aware Mobile User Authentication Approach using LSTM networks
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