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A Method for Scalar Multiplication on Elliptic Curves against Differential Power
Analysis using Efficient Key—-Randomization
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As a becoming era of Internet-of-Things, various devices are connected via wire or wirless networks.
Although every day life is more convenient, security problems are also increasing such as privacy,
information leak, denial of services. Since ECC, a kind of public key cryptosystem, has a smaller key
size compared to RSA, it is widely used for environmentally constrained devices. The key of ECC in
constrained devices can be exposed to power analysis attacks during scalar multiplication operation. In
this paper, a key-randomization method is suggested for scalar multiplication on SECG parameters. It
is against differential power analysis and has operational efficiency. In order to increase of operational
efficiency, the proposed method uses the property 2P =+ c¢P where the constant ¢ is small compared
to the order n of SECG parameters and n=2'+c¢. The number of operation for the Coron’s
key-randomization scalar multiplication algorithm is 2, but the number of operation for the proposed
method in this paper is (3/2)l. It has efficiency about 25% compared to the Coron’s method using full
random numbers.
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