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Abstract

Secure boot is security technology that verifies the integrity of the computer system in boot stage
and controls the boot process accordingly. The computer system can establish a secure execution
environment from the threat of various malwares by security boot and also supports the recovery when
system in emergency case. Recently, Secure boot has been adopted by various modern computer
manufacturers to protect users' information from hacker attacks and to prevent abuse of their products
by malicious users. In this paper, we classify security boot developed by various companies and
organizations by platform, and analyze the design and development purpose of each security boot and
investigate the limitation of design. It can be used as a reference for system security designers in
various information of security boot development method and security design of system.
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2.3 Samsung Knox

Trustzone support to
TIMA(Trustzone-based Integrity Measurement Architecture)

arm Trustzone Trustzone
CORTEX Execution Secure
PROCESSOR | Environment| Memory

load & measure & execute

BootLoader Seclire Kernel
ROM BootLoader BootLoader

01101

12l 7. Samsung Knox2| HE! 3} Cto|oj13
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3.1 Xilinx secure boot
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3.2 Cerberus project
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Name Provider Target Env. Root of Trust Purpose of Design Weakness/Vulnerability
Windows Microsoft BootROM Universality, Scalability Device hijack
PC UEFI
macOS Apple BootROM, T2 Chip Optimization Restricted environment
Linux Open-source PC UEF, BootROM Scalability, Free to use Lack of development
v pen-sou Embedded V- ! s
) Security data in AP, Optimization, :
05 Apple Network Attestation System Recovery Jailbreak Threat
Smartphone
) Universality, - .
Android OS Google BootROM, OTP fuses Variability, Efficiency Many Malicious application
Knox Samsun Smartphone, SSBK, SAK, Optimization, Company—-dependenc
9 Embedded Knox Warranty fuses for Enterprise pany-aep Y
Zyng-7000 Xilinx Embedded OTP fuses Easy to development Depends on development
Project Cerberus Open-source Various system ROM in Cerberus Universality, Standardization Unknown




24 SRIEXSIE|I=EX| 20 Vol. 20 No. 2

Hu

V. ZE8

4 AFE dutola AL 7129 AFE A g
oA Yozt Q& [oT, AYEE 7}, =8 5 thafst
Eoprb AU 913, wdo] I st wdstal 9)
t}. o]Eo] QI7k9] 4t WHsHA dAAH we} ol&
sl DA =59] H]bo] Q=1 SItH35]. HeHRHE
2 11 HQF 55 FFA7)7] 95t 58 AlaH 7
4 B o R TEEI 9loH, ol E3] Al
At YA TS Ad 98, #AL EopollA 87
EE ARol7]E st

ol £ =52 Ao HRH M FAS 2ARH

7] 9Joff HokRgo] H8H EA HFE SAFEQ
PCS} AHIEE, QHHES] Al 7H4] gF0 2 o]
Yot 1A} SHGITE 8 FAF B4 dii2 BoREH 9
ST 298 Tle, 183 HoF 29| Mkl &
X—]o]oh:].

AL AT} 22 EHENA THS 7 Bk
B fARE 24% QIAT, olE AEEt 7]Yg wet
AZ g2 BH0] e € 4 Atk E5] &9 4

$ AALS] A|Eof| 2 HstE Bt 28 FA5] Y5
AARI9] AREAQ] B ErF A5t oW, nto] 24
DEQ] AHe H8A47 7H8/do] 1" Windows9
Hob S AUdta} BAlof| QEAA ZRHEQ] &
HEL Ao 7]odoks 5 A 7]&eS Bol FA
o] Hold AIA”LS &3F1A Sl ko] Byt
AA AAAF AP o)XY Ag EHET 7 719
A, AWl wEh A2 o2 HoRRgo] AUET gl

%

P

J

r{o
e

7Ha}e4 54 9 Sitk BAEA g oY T
& 2% Azdol 320 R 29l g, ol
& A% A B wAEFIE ofeigol &’lt} 5
A2sglo] WA AHIAHE o2 fusle] A5 A
A Bok & Zolet, thgoRE 7%&*391 fol

o

¢

n{m )

Qo) 2} vy
£ 8712l e

o HeHREe EL% A= é 1
iz

o

FF dFoNE & =2l 2ARE RS vhg
2 HQRY 9 FAgel 845l Het ZlE] ot
Atet Blo] v} ERFEH o et /g ARl HA
AIRFStaLA gk, QRO WebiHlo] tg wath
g} tho A AEIO|A] HOFHES Wizo] Hol 7
2 Aeselet slcfeln ok 2 w=RolA 2A}
w7} BORRES A she teke Ropel )
AfA 7142 == 7S IRt

|

o =
ru.i'é o |0 & l‘N

rsh

o

|

o
ra

[11 A. Matrosov, Rootkits and Bootkits: Reversing
Modern Malware and Next Generation
Threats, No Starch Press, 2019.

[2] M. Sabt, M. Achemlal, and A. Bouabdallah,
“Trusted Execution Environment: What It is,
and What It is Not” 2015 IEEE
Trustcom/BigDataSE/ISPA, pp.57-64, 2015.

[3] G. Bowen and W. Ozuem, Computer-Mediated
Marketing Strategies. Social Media and Online
Brand Communities, 1GI Global, 2014.

4] J. P. John, A. Moshchuk, S. D. Gribble, and A.
Krishnamurthy, “Studying spamming botnets
using Botlab,” Proceedings of the 6th USENIX
symposium on Networked systems design and
implementation, pp.291-306, 2009.

o

https://www.microsoft.com/security/blog/2017
/06/27/new-ransomware-old-techniques-pety
a-adds-worm-capabilities/

[6] C. Wressnegger, F. Yamaguchi, D. Arp, and K.
Rieck, “Comprehensive Analysis and Detection
of Flash-Based Malware,” Proceedings of the
13th International Conference on Detection of

Intrusions and Malware, and Vulnerability



Bifo] ok

om
=
ne
oz
1=
A
1x
il
2
O
ok
oN
o
o
i}
|o
Hu
N
ol

Assessment, pp.101-121, 2016.

[7] https://encyclopedia.kaspersky.com/glossary/b
ootkit/

[8] https://encyclopedia.kaspersky.com/glossary/r
ootkit/

[9]1 W. A. Arbaugh, D. J. Farber, and J. M. Smith, "A
secure and reliable bootstrap architecture,”
Proceedings, 1997 IEEE Symposium on
Security and Privacy (Cat. No.97CB36097),
pp.65-71, 1997.

[10] UEFL, Unified Extensible Firmware Interface
Specification Version 2.3.1 Errata C, UEFI
Forum, 2012.

[11] https://techcommunity.microsoft.com/t5/Win
dows-Hardware-Certification/Microsoft-UEFI-
CA-Signing-policy-updates/ba-p/364828

[12] https://lwn.net/Articles/447381/

[13] https://www.welivesecurity.com/2018/09/27/1
ojax-first-uefi-rootkit-found-wild-courtesy-se
dnit-group/

[14] V. Bashun, A. Sergeev, V. Minchenkov, and A.
Yakovlev, “Too young to be secure: Analysis of
UEFI threats and vulnerabilities,” 2013 14th
Conference of Open Innovations Association,
pp.16-24, 2013.

[15] https://docs.microsoft.com/ko-kr/windows-har
dware/drivers/install/early-launch-antimalware

[16] https://docs.microsoft.com/ko-kr/windows-har
dware/drivers/install/elam-driver-requirements

[17] https://docs.microsoft.com/ko-kr/windows/se
curity/threat-protection/intelligence/virus-init
iative-criteria

[18] Apple, Apple T2 Security Chip, Apple Inc., 2018.

[19] https://www.slashgear.com/apple-t2-chip-co
nfirmed-to-have-kill-switch-for-diy-repairs-1
2553488/

[20] https://appleinsider.com/articles/19/04/09/a
pples-t2-chip-makes-a-giant-difference-in-vi
deo-encoding-for-most-users

[21] https://en.wikipedia.org/wiki/GNU_GRUB

[22] https://docs.fedoraproject.org/en-US/Fedora/
18/html/UEFI_Secure_Boot_Guide/sect-UEFI_S

ecure_Boot_Guide-Implementation_of UEFI_S

ecure_Boot-Shim.html

[23] Apple, iOS Security: iOS 12.3, Apple Inc.,
2019.

[24] ARM, ARM Security Technology: Building a Se
cure System using Trustzone® Technology, AR
M Limited., 2009.

[25] https://www.wired.com/story/ios-jailbreak-new/

[26] https://source.android.com/security/verifiedboot

[28] https://news.joins.com/article/23472884

]
]
[27] https://source.android.com/devices/architecture
]
[29]

Samsung Research America, Whitepaper:
Samsung Knox Security Solution, Samsung
Electronics, 2017.

[30] https://android-developers.googleblog.com/2
014/07/knox-contribution-to-android.html
[31] Xilinx, Zyng-7000 SoC Technical Reference

Manual, Xilinx, 2018.

[32] E. Peterson, Secure Boot of Zyng-7000 SoC

(XAPP1175), Xilinx, 2019.

[33] https://github.com/Project-Olympus
[34] B. Kelly,

Architecture Overview Specification, Open

Project  Cerberus  Security

Compute Project, 2017.
[35] 2AE, oV, AR, °1EE, “ToT Het 374}
3 we LA At 7l B FdREsse

A, A18A, A4ZE, pp.164-177, 2018.

X XF A Y
4 A 2(Jin-Woo Kim) =34
= 2017 84 : FEHStL AFEF

ERICE )
" 201749 99 ~ @A) : Fie
ARE Bt A

=

EEop - At E A2, JHTI=/ToT B, AARE



26 $HRIEIXSIS|I=EX| 20 Vol. 20 No. 2

o] A} ZA(Sang-Gil Lee)

oX,
ol
ol o

= 20144 29 : sty AFE
SHIHZ A}

= 20164 2¥ : Sty AFEHT
StIHF A

20184 2¢¥ : Sy HFEF
st WAl 8

TP - AARE GAA, dHi"E Al2"

o] & HJeong-Guk Lee) =34
=20119 2¢ : stk HEEA

BIHFAD
=20124 1€ ~ 20184 4¥ : LIG
SRR

‘ ®20194 3¢ ~ @A : gL
‘ 4 . AREl ol Axpy

AR ¢ A 29AA], HHE AL"

o] A} 3K(Sang-Han Lee) A3

=20169 29 : FEHTA Hshd
A58t aH(F5tEAL)

® 19974 39 : SLTEATA AT

2
= 20009 2¥ : ETRIFAEA+A A
79

= 20199 @A : ETRIFAEATLA 2
AT
(@WAER : 453} SoC, HIHEE

Al = 2(Dong-Woo Shin) A5l

= 20154 2¢¥ : S=sr|ed 7]
9 A3 IHZ AL

=20159 1€ ~ &4 : ETRIF4E4A
T AT A

THEOD  AZAE, ARE £, 2WE

o] A Z(Cheol-Hoon Lee) A3

= 19834 2¢¥ : AtEy AAF
SHIHZEAY)

= 1988 29 : I=AsIEY A
7] @ HAFSIHZEAAD

= 19924 2¢¥ : g=AE|Ed A
7] @ HAAFSIHZ A

= 1983 3¢¥ ~ 19864 2¥ : A4
AR AFEAARE A1

= 1992 3¥ ~ 19944 2¢ : A3 HAFEHAIAE A
A

= 19944 299 ~ 19959 29 : Univ. of Michigan 211
A

= 19954 5¢9 ~ @A : FETy AFEHISE 14

= 2004 2€ ~ 20059 2¢ : Univ. of Michigan %4
A

(TAED © AAT 2", 29AA], 178518 HFD,
25 vE99






