CXZAMAFERY =2X] 163 H4¥-20201 128
http://dx.doi.org/10.17662/ksdim.2020.16.4.043

Cioget BRIOI JWT E28 O[§ 2t FIDO UAF 917 Q15 913

7‘:]1 = 73**7131 7] ;ﬂ***

ol

A Study on FIDO UAF Federated Authentication Using JWT Token
in Various Devices

Kim HyeongGyeom'Kim KiCheon

{Abstract)

There are three standards for FIDO1 authentication technology: Universal Second Factor
(U2F), Universal Authentication Framework (UAF), and Client to Authenticator Protocols
(CTAP). FIDO2 refers to the WebAuthn standard established by W3C for the creation and
use of a certificate in a web application that complements the existing CTAP.

In Korea, the FIDO certified market is dominated by UAF, which deals with standards for
smartphone (Android, i105) apps owned by the majority of the people. As the market
requires certification through FIDO on PCs, FIDO Alliance and W3C established standards
that can be certified on the platform-independent Web and published "Web Authentication:
An API for Accessing Public Key Credentials Level 1; on March 4, 2019. Most PC do not
contain biometrics, so they are not being utilized contrary to expectations.

In this paper, we intend to present a model that allows login in PC environment through
biometric recognition of smartphone and FIDO UAF authentication. We propose a model in
which a user requests login from a PC and performs FIDO authentication on a smartphone,
and authentication is completed on the PC without any other user’s additional gesture.

Key Words : FIDO(Fast IDentify Online), UAF(Universal Authentication Framework), Biometric
Authentication, JWT(Json Web Token), PC(Personal Computer), WebAuthn(Web
Authentication)
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| App: FIDO Client & ASM

1
| RP: FIDO Server

T

check ApplD, get UsData;

generate ASMToken random,

KHAccessToken =
hash{ApplD|ASMToken|PersonallD|FIDO Client 1D)
fep = {ApplD, challenge, facetD, tsData}
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2.3 JWT(JSON Web Token)

JWT= 5 784 kol 6 claims JSON< ©]-&
sho] obAA SIA| Addl= |tk JWTS claim-
JWS(SON Web Signature) % i JWE(SON
Web Encryption) T-%°] JSON A2 1= o]
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“RS256" ‘5] htHex. {"typ":"TWT","alg":"RS256"})
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