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A Video Encryption Based Approach for Privacy Protection of
Video Surveillance Service

Jeongseok Kim' - Jaeho Lee'"

ABSTRACT

The video surveillance service is being widely deployed around our lives and the service stores sensitive data such as video streams
in the cloud over the Internet or the centralized data store in an on-premise environment. The main concerning of these services is
that the user should trust the service provider how secure the video or data is stored and handled without any concrete evidence. In
this paper, we proposed the approach to protecting video by PKI (public key infrastructure) with a blockchain network. The video is
encrypted by a symmetric key, then the key is shared through a blockchain network with taking advantage of the PKI mechanism. Therefore,

the user can ensure the sensitive data is always kept secure and traceable in its lifecycle.
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