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Survival network based Android Authorship Attribution considering
overlapping tolerance
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ABSTRACT

The Android author idenfification study can be inferpreted as a method for revealing the source in a narrow range, but if viewed
in a wide range, it can be infterpreted as a study to gain insight to identify similar works through known works. The problem found
in the Android author identification study is that it is an important code on the Android system, but it is difficult to find the important
feature of the author due to the meaningless codes. Due tfo this, legitimate codes or behaviors were also incorrectly defined as
malicious codes. To solve this, we infroduced the concept of survival network to solve the problem by removing the features found
in various Android apps and surviving unique features defined by authors. We conducted an experiment comparing the proposed
framework with a previous study. From the results of experiments on 440 authors’ identified apps, we obtained a classification accuracy
of up to 92.10%, and showed a difference of up fo 3.47% from the previous study. It used a small amount of leaming datfa, but
because it used unique features without duplicate features for each author, it was considered that there was a difference from
previous sfudies. In addition, even in comparative experiments with previous sfudies according fo the feature definition method, the
same accuracy can be shown with a small number of features, and this can be seen that confinuously overlapping meaningless
features can be managed through the concept of a survival network.

= keyword : Android Authorship Affribution, Authorship Attribution, Remove duplicate features, Survival network
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| .class public final Leom/geinimifc/f;
_method public constructor <init> (Leomigeinimi/Adservice )V

4 n\voke virtual {p0} L
inveke—virtual {p0} Landroid/telephony/TelephonyM:

invoke—virtual {p0}.L y

move—result—object v

sput—object v0,Leom/ uuumtui —>t:Ljavaflang/String:

new-instance vO,Landrc

invoke-direct vi).Landroidios uu.m > <init >0V

ne r\umhmu javalla mgsmn
MailNumber()L

1
i1
12 _class public final Leom/xlabtech/MonsterTruckRally/rallyfe/k;
13 .method public constructor <init> (Leom/slabech
14
i
1
1
1
1

invoke—virtual {p0} LandroidAelephony/TelephonyManag
invoke—virtual {p0} Landroid/telephony/Telephor
invoke—virtual {p0} Landroidielephony/Telephor
move—result—object v

sput—object v0. Leom/xlabtech/MonsterTruckRallyfrally /e/k—>v: Ljava/lang/S$tring

Ni
getVoiceMailNumber(Ljava/lang/String ;

(33 1) geinimi &M Ho| Z 7|0l Chst 10| oflA|
(Figure 1) Example of variations for the same
function in geinimi malicious app
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App 1 | App 2
fg1 1.0 0.0
fg2 fg2 | 0.83 | 0.62
fg3 | 0.0 1.0
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(32! 2) Fregraph based Feature Space AMo| nFd
(Figure 2) Fregraph based Feature Space definition
process
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(Figure 3) Proposed Android Author Attribution framework
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(E 2) Sensitive APl X2| ghHof| w2 H|W ZDtE
(Table 2) Comparison result table according to
Sensitive APl definition method

A Fregraph | Fregraph | Proposed | Proposed
uthor
node Accuracy | node Accuracy
A 67 91.64 59 91.64
B 234 21 21 21
C 246 90.33 242 90.33
D 102 90.47 98 90.47
E 147 91.2 138 91.2
F 121 905 120 90.5
G 58 88.74 58 88.74
H 61 89.26 60 89.26
1 59 894 59 89.4
J 79 91.04 76 91.04
K 181 9227 172 92.27
L 275 90.82 251 90.82
300
250
200
150
100 |
50 |
0
A B C D E F G H I 1 K L
M Fregraph node M Proposed node

(32l B) Sensitive API &2| ditHof| 2 EX L= =
Figure 5) The number of feature nodes according
to the Sensitive API definition method

(£ 3) U=Z0|= XA} Ald oi7E 74| Hiw ZntxE
(Table 3) Comparison result table between Android
author identification studies

94

iy
L NN
. ~

84

82 T T T T T T T T T T T T 1
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(Figure 6) Comparative experimental between Android
author identification studies
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