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ABSTRACT

In this study, to provide the basis for establishing effective network based countermeasures against DRDoS(Distributed
Reflection Denial of Service) attacks, we propose a new 'DRDoS attack multi-level detection method' that identifies the
network based characteristics of DRDoS and applies probability and statistical techniques.

The proposed method removes the limit to which normal traffic can be indiscriminately blocked by unlimited
competition in network bandwidth by amplification of reflectors, which is characteristic of DRDoS. This means that by
comparing 'Server to Server' and 'Outbound Session Incremental' for it, accurate DRDoS identification and detection is
possible and only statistical and probabilistic thresholds are applied to traffic. Thus, network-based information security
systems can take advantage of this to completely eliminate DRDoS attack frames.

Therefore, it is expected that this study will contribute greatly to identifying and responding to DRDoS attacks.
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Table. 1 DRDoS Attack Traffic
Amplification Traffic Properties
1,000(Reflector) x 10(Requests Per Sec) x
SYNFACK 54bytes(Frame Size) x 10(# of retransmission)
NTP 100(Reflector) x 10(Requests Per Sec) x
46bytes(Frame Size) x 6007}(Max IP Reply)
DNS 100(Reflector) x 1(Requests Per Sec) x
4Kbytes(Mean Return Info) x 256(# of any host)

Table. 2 Normal User Traffic

HTTP TCP. Access data
User Number Connections connections web server
(IP Number) by HTTP
per User . request by tcp
connection
Fixed
10 3/sec 10/sec 360bytes

Table. 3 Maximum web-serviceable measurements and
content

TCP/IP HTTP Average size of web
Connections Comnections server response data
by TCP connection

10,0007 3,000/ Fixed 5,840bytes
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