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ABSTRACT

Google cloud includes data uploaded and synchronized by users, as well as synchronization history of all cloud
services, users' smartphone usage, and location information. Therefore, Google cloud data can be useful for digital
forensics from a user behavior analysis perspective. Through this paper, we have identified the types of cloud data that
can be acquired using Google's Takeout service and developed a tool that can be usefully utilized in digital forensics
research and investigation by screening and analyzing the data required for analyzing user behavior. Because Google cloud
data is synchronized through Google accounts regardless of the type of computing device, Google service data used on
various devices such as PCs, smartphones, and tablet PCs can be acquired through Google accounts without the device.
Therefore, the results of this paper's research are expected to be very useful for digital forensics research and investigation
in the current situation.
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Table. 1 Log information containing the usage history of Google services inside Takeout

Configuration Service

Service Parent Path File Path
Android My Activity\Android\ MyActivity.html
Android Device

\Android Device Configuration Service\

Device-[number].html
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Contacts \Contacts\All Contacts\ -
[name].jpg
Drive \Drive\ *E
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metadata.json
Google Photos \Google Photos\[YYYY-MM-DD]\ .
JpPg
\Location History\ Location History.json
Location History - 3 3 : ; 3
\Location History\Semantic Location History)\YYY Y\ YYYY_Month.json
Video Search \My Activity\Video Search\ MyActivity.html
YouTube My Activity\YouTube\ MyActivity.html
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Fig. 1 Log of “Android” service (HTML format)

Table. 2 User's actual behavior history of the Fig. 1

Timestamp App Description

2020. 08. 01 Google Searching for restaurants using
12:15:08 PM Chrome the Chrome app

2020. 08. 01 Naver Searching for the location of
12:17:49 PM Map restaurants using the Naver Map
2020. 08. 01 . Calling the restaurant using the
12:34:55 PM T Calling phone app

2020. 08. 01 T ma Using the navigation app to get
01:06:03 PM map to the restaurant
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