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ABSTRACT

In this paper, we propose a blockchain scheme to
enhance fault tolerance in distributed storage blockchain

systems. Traditional blockchain systems suffer from
ever-increasing storage cost. To overcome this problem,
distributed storage blockchain techniques have been

proposed. Distributed storage blockchain schemes effectively
reduce the storage cost, but there are still limitations in
reducing recovery cost and fault tolerance. The proposed
approach recovers multiple errors within a group by
utilizing locally repairable codes with availability. This
improves the fault tolerance of the blockchain systems.
Simulation results show that the proposed scheme enhances
the fault tolerance while minimizing storage cost and
recovery cost compared to other state-of-art schemes.
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Algorithm. 1 Multiple error recoverable distributed storage
blockchain

Given Input: 4= {A17 R An/(r+])}

1: Set W) as global secret s

2: Generate local secret s for i€ [1,n/(r+1)] and f“ for
j€ [1,n] by using an (n,k,d,r, t)-LRC

3: Store jﬁ-f) for j € [1,n] into n peers
4:fori=1ton/(r+1) do

5: Encrypt B with SE[) as m(l') = 45(B(”,s(”)

6: Encode m\" into ¢!’ by using an (r+1,r+1—¢)-MDS
code

7: Distribute and store cﬁ” among peers in 4;.

8: end for
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Table. 1 Comparison of storage cost, recovery cost,
and fault tolerance
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Fig. 1 Storage cost versus group size
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Fig. 2 Recovery cost versus group size
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Fig. 3 Fault tolerance versus group size
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