J K I I C I Journal of the Korea Institute of Information and
Communication Engineering

=8 2 ELISHS|=EX| Vol, 24, No, 5: 630~637, May. 2020

ro

QRIC Y ADLE 2ajA 28 JHol ME 25 2270l Sl Al
AHI
=—=n"

A5F - ANF - Naig

The Blockchain Delivery System for Secure Privacy with QR Code and
Smart Glasses

Seung-Joo Choi' - Min-Joo Sim’ - Hwa-Jeong Seo®"

'Graduate Student, Department of IT Engineering, Hansung University, Seoul, 02876 Korea
*Undergraduate Student, Department of IT Engineering, Hansung University, Seoul, 02876 Korea
¥ Associate Professor, Department of IT Engineering, Hansung University, Seoul, 02876 Korea

2 o

ANHR 1E0) Fa o] of = ufk FEL wk Qe e ) A8 ol 2R AR B Eo] a2
A9 of ] el bl S5k slef. S ol S1<lel S Al A AR o] oflol ey
S4A N HHE T 2 4 Uk ol BAK LS A S8 £ Rl M 250 -2 Aol 0
S ekt ol A o GR e S A A A S OR el el i
AL W57 9180 sh gl TR e Sl S A0l v 9|20 SR AnkE Fekiuhe ALgsto] 42

@ 97 ek BB = T AR AnkE GRS R e Adgo R S ol faElt e Ut
7] 918 S A 715 ZEA Qe 715 AL A
ABSTRACT

The importance of protecting personal information is getting attention more than ever. However, the package delivery
system has yet to keep up with the privacy movement. The waybill attached to the package contains personal information
about the recipient in text form, which is exposed to anyone with visible eyesight. In order to remedy the problem, this
paper proposes that the contents of the waybill should be replaced by QR code instead of plain text which can be read
and accessed through the human eye. In addition, in order to prevent indiscriminate access to the contents of the QR
code, the access is only permitted using smart glasses registered in the delivery blockchain network system. Lastly, to
prevent leaking the contents of the QR code from the person who has access to the registered smart glasses, an inside
job, the access record is recorded on the blockchain.

FIME : E2491, /0 K ¥ 5, QR FE, AutE Feks
Keywords : Blockchain, Privacy, QR Code, Smart Glasses

Received 17 February 2020, Revised 20 February 2020, Accepted 27 February 2020

* Corresponding Author Hwa-jeong Seo(hwajeong@hansung.ac.kr, Tel:+82-2-760-8033)
Associate Professor, Department of IT Engineering, Hansung University, Seoul, 02876 Korea

http://doi.org/10.6109/jkiice.2020.24.5.630 print ISSN: 2234-4772 online ISSN: 2288-4165

©This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/li-censes/
by-nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



.M B

2 ITE JRIARE &= AFHo] X|&EFH o7 2y
ol whe} Ffel g mof ehgt A2l #ile] $7ksta 9)
o A 107 ol A Ak AN QI B & Abell=
602] 7lo] W.om[1] o] et Hr o] WA= S
% % Shps 3] S| gujo|ct.

= dhfjol= &45F o] Hzlrlo] gjom o] &4

O 8L ZE A N AH vjgdRE S OE.?.A—]Q]

1. Y13 A

= E55 ARl RS &5
AR} =A1Q19] Ay, 4 TB]al MM E T IR
A3t o] Jil AH= HolAmA, Auly Fof
o]-go] F 4= Qlrh AA|E 20169 F=roll A =Hall &

A AWAE TolstAir AR R SE AL} AlZk
A Ao AR glo] iR =ut Eol= euljAt
7t SR = 2] dhelAle H% B3 g
& Hlos 54kl A 7$_’ HS
P ] %ﬂ‘%ﬁ E“H%

et ojeh 2 25l

e}

1

=)

r

=

I o[o

|

o My

)

4

N
!
=
o
¥0,
I fr e
M ofr F‘LO

2
ol
S

o3

4
4o
rr

jus)
==

fo ro
H
ol flo st
a3
4 )

oﬂ_&

Mo
of
o

K 4 Lo %o

re

rO ol o o

i
z
oo

&

=2 O
x
> o
X
=
ofr
M oy

Si210] B asich

= Bo] FHL Rt Pk 2ol M BEAY
71 AR R B S e A28 A 1T 2SR,

/\u]_E 7—]EE}]E QR A= \:ﬂ H]_:n:’ i\_H}E —;L A

(Smart glasses) 5 T ol thal Alw H |, 370 A
£OR 2= W 20ks Feag Bgato] el 3uE

B SRl el A| A RS 913F Aok 7] 9 A A
B 52t A7) 52 AW 4o B B4 A

(3_}?:51. }\]/\Eﬂoﬂ/\—] /\}_Q.E]: /\D]—E 7115314154 OP_TlE]
-Z—oﬂ ot BAS R8sy, ufx|ao g2 5% o A= 7]
M 2B3 Aokshs A 2Bizke) Aol S u]m BAj5t

ETUARCS

631

EH

QRIE Y ANE FatA S22 7ljol HE 25 ESA|0l etul] A|AH

==Ne)|

]El— P2P(Peer-to-Peer) HIE Lo A 5L
AR} 7ol it Hlofe & U ER o] ojstar QL
| &8kl 3"}31’5‘}3 HE Aotk E54
82 w0l st

>~

Y88 shte] ke gEo &2 9
T} ERo] gt} o] 3t BEE49]
2272 Ao AL selo]ek 7}

olgsiol A3 wwMonqu

Ao tHf‘aP el w
o oJs| 7HsshRch &
= EdgHe 3o

o7l 5] 34 3t

o )] gkl Aol
7} B8] A4H B
A Z#K(miner)o]] 23}
FEES BRI

o 2 o

Az H]—x]_—
AR Wl EH A %*@% Lt
2he ol AIZE =2 gk
5ol Aol et ol o] &5
7] w2l sjA] g v e
7k @Al Hrk. ol B2 %
AJo| ¥l 7} we B

% 142 B9 34

& P22 918 ofely
o dolg g 9=
2= 0]5_4 re

o EA Hrt. 0%

al

JWJ

°| %

i

o
ox °
mlo

=
g

i
U

¢

(4
i
|

ni*)
HJ

=1}

=

e
BN
il

ol
-

1=}

ﬂﬂ
Ju
2
M o
o &

(5

o®
o

ﬂO]—J nE
A=AE9 ES

s

o ofr

R

2
Rioox Lom
e Flm Jn

X
>
>
>,
N
%
ofs
)
N
E=)

ox
o T
)
I
& po
o
m
FE)

—

=

=
-
W e

fr
e
J

EY

Block No.1
Hash: 0x0001

Block No.2
Hash: 0x0002

Block No.0
Hash: 0x0000

Header Header Header

Version

PreviousHash: 0x0001
Time:

Nonce:

Version

PreviousHash: 0x0000
Time:

Nonce:

Version
PreviousHash: Ox...
Time:

Nonce:

|

Transaction Transaction Transaction

Alice to Bob 10 BTC Alice to Bob 10 BTC Alice to Bob 10 BTC

Fig. 1 Blocks connected by previous block’s hash value
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Fig. 2 Difference between Barcode and QR Code
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* Checks the registration of glasses
* Records the request

Fig. 3 Diagram of Delivery System with Secure Privacy
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Table. 1 The algorithm of suggested system

Suggested system algorithm

1. Courier scans the QR code on the package and request
the waybill information

2. The request gets sent to the Blockchain network

3. The Smart Contract checks the validation of the request

3.1 If the request sender is registered, save request record

and send waybill information

3.2 If the request sender is not registered, deny request

4. If the request was successful, delivery package according
to the information sent
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Table. 2 Development environment

(M) Windows 10 Pro
IDE Remix IDE v0.9.4
Language Solidity 0.5.2
Hardware Raspberry Pi 3 B+
API Web3
Module The Raspberry Pi Camera V2
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Table. 3 Variable definition
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Data class Data Type

Courier address array

QR code to URL uint to String mapping

QR code Accessed Address uint to Address mapping
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Table. 4 Algorithm of requesting QR code information

Algorithm1

for(uint i = 0; i<courier.length; i++){
if(msg.sender == courier[i]){
QRcodeAccessedAddress[QRCode]
return QRcodeToURL[QRCode];

= msg.sender;

}

else{

}

return “Access Denied”;

}
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Fig. 4 System Implementation data result
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Table. 5 Comparison between conventional and proposed
method

Conventional Proposed

Access to
Information

Authorized person

Everyone only

Cover all of the
information
(Well Protected)

Information
Protection
Scope

Cover part of the
information
(Vulnerable)

Information
Recoverability

Possible through

Impossible QR code

Convenience of | One hand required Hands free

to hold Reader

Delivery (HMD)
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