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ABSTRACT

As the IoT is applied to home and industrial networks,
data generated by the IoT is being processed at the cloud
edge. Intrusion detection function is very important because
it can be operated by invading IoT devices through the
cloud edge. Data delivered to the edge network in the
cloud environment is traffic at the application layer. In
order to determine the intrusion of the packet transmitted
to the IoT, the intrusion should be detected at the
application layer. This paper proposes the intrusion detection
function at the application layer excluding normal traffic
from IoT intrusion detection function. As the proposed
method, we obtained the intrusion detection result by
decision tree method and explained the detection result for
each feature.

Keywords : Edge Computering, IoT, Intrusion Detection,

Supervised Learning, Application Layer
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Fig. 1 Intrusion Detection System for Edge Cloud
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Attack Pattern
Traffic Feature - - p
satan multihop |warezmastwarezclier{spy rootkit
duration 0 50 0 9 100 0
service 0 o] 0 0 0 0
src_bytes 9 0 0 85 0 100
dst_bytes 0 Q 50 2% 100 0
land a 0 0 0 0 0
wrong_fragment 0 0 0 0 0 0
hot 0 Q 0 28 0 0
num_failed_logins o] ] 0 ] 0 4]
logged_in o 0 0 0 0 ¢]
num_compromised o] 4] 0 4] 0 ]
num_root 0 Q 0 0 0 50
count 3 0 0 0 0 0
srv_count 0 o] 0 0 0 0
Serror_rate 87 Q 0 0 0 0
rerror_rate 0 0 0 0 0 0
diff_srv_rate 92 0 0 0 0 0
dst_host_diff_srv_rate £} 4] 0 ] 0 4]
dst_host_same_src_port_rate 0 0 0 0 0 0
dst_host_srv_diff_host_rate 0 0 0 0 0 0
dst_host_serror_rate 64 0 0 2 0 0
dst_host_rerror_rate 80 0 0 0 0 0
dst_host_srv_rerror_rate 0 o] 0 0 0 0

Fig. 2 Detection Rate for Normal and Attack Types
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