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ABSTRACT

The Internet was designed for machines, not humans, and hence, nobody owns a digital identity. Instead,
a digital identity is rented from a website and an application. This lack of unique and secure digital
identities has resulted in confusion in the online/cyber world. Digital identities pose one of the oldest
and most difficult problems with regard to the Internet. There is still no way to use digital credentials
to prove, own, and control an online identity, namely a self-sovereign identity, in the same manner
we do in the offline world, particularly without a trusted third party. This article discusses the current
open standards for digital identities, proposes solutions pertaining to digital identities in the future, and
introduces the concept of a blockchain-based self-sovereign digital identity without the need of trusted

third parties.
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AML Ante—Money Laundering

B2B Business—to—Business

CAGR Compound Annual Growth Rate

CTAP Client to Authenticator Protocol

DIDs Decentralized Identifiers

DID Auth DID—based Authentication

DIF Digital Identity Foundation

DKMs Decentralized Key Management
Systems

FIDO Fast Identity Online

GDPR General Data Protection Regulation

GSMA Global System for Mobile Commu—
nications Association

HTTP Hypertext Transfer Protocol

IETF Internet Engineering Task Force

ID Identity

IoT Internet of Things

IPX Internetwork packet Exchange

JSON JavaScript Object Notation

KYC Know Your Customer

LDAP Lightweight Directory Access Protocol

NetBIOS ~ Network Basic Input/Output System
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OAuth
ODAT
PIN
SAML
SCIM

SNS
SSL
TCP/IP

TLS

URN
W3C
WebAuthn

q

1%

Open Authorization

Oracle Database Attacking Tool
Personal Identification Number
Security Assertion Markup Language
System for Cross—domain Identity
Management

Social Networking Service

Secure Socket Layer

Transmission Control Protocol/In—
ternet Protocol

Transport Layer Security

Uniform Resource Name

World Wide Web Consortium
Web Authentication

eXtensible Markup Language
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