https: //ettrends.etri.re kr

ETRI

ASTHRSE HEAAHS Y3t
TISorH TRMM 718

Functional Safety Processor for Electronics of Autonomous Cars
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Automotive electronics are complex and require high performance with an advanced
driver assistant system (ADAS) and a functioning autonomous system. Thus,
considering their complexity, the processor of the electronic control unit (ECU)
requires a design that ensures high performance and reliability to ensure functional
safety. This study discusses the technology used for developing a processor that can

ensure functional safety of current automotive electronic systems,
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1. &0{(Vocabulary)

2, 7|59tHM #E|(Management of functional safety)

2.5 Overall safety management 2.6 Safety management during development 2.7 Safety management after release for production

Al- I:}I

(Concept phase)
3.5 Item definition
3.6 Initiation of safety
lifecycle

assessment

4, HIZ 74 AJAH 2H|#(Product development: system level)

7. 43l 2d

4.5 Initiation of product development at the system

4.11 Release for production

3.7 Hazard analysis and risk

3.8 Functional safety concept

level

4.7 System design

4.6 Specification of the technical safety requirements

4,12 Functional safety assessment
4.9 Safety validation
4.8 ltem integration and testing

5. ME7WE: st=of B

(Development: hardware level)

5.5 Initiation of product development at
the HW

5.6 Specification of HW safety requirement

5.7 HW design

5.8 HW architectural metrics

5.9 Evaluation of violation of the safety
goal due to random HW failure

5.10 HW integration and testing

6. HMZMg: AxEY o] &Y
(Development: software level)
6.5 Initiation of product development at the
SW level
6.6 Specification of SW safety requirements
6.7 SW architectural design
6.8 SW design and implementation
6.9 SW unit testing
6.10 SW integration and test
6.11 Verification of software safety requirements

(Production and
operation)
7.5 Production
7.6 Operation, service and
decommissioning

8. X|® Z==ZMA(Supporting process)

8.5 Interfaces with distributed developments

8.10 Documentation

8.6 Specification and management of safety requirements
8.7 Configuration management
8.8 Change management

8.11 Qualification of SW tools
8.12 Qualification of SW components
8.13 Qualification of HW components

8.9 Verification 8.14 Proven in use

9, ASIL & oFH FAo| BM(ASIL-oriented and safety—oriented analysis)

9.5 Requirements decomposition with respect to ASIL tailoring 9.7 Analysis of dependent failures
9.6 Criteria for coexistence of elements 9.8 Safety analysis

| 10. 710|=2}2!(Guideline on ISO 26262)

(3@ 2) 15026262 EZE2| Product Development Lifecycle
[£4] Reprinted with permission from ISO—26262, “Road Vehicle — Functional Safety,” ISO, 2011,
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(a® 3) Known/Unknown Use Case L2

[£4] Reprinted with permission from ISO/PAS 21448, “Road
vehicles —— Safety of the Intended Functionality,” ISO,
2019,
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[£4] Reprinted with permission from ISO/PAS 21448, “Road vehicles —— Safety of the intended functionality, “ ISO, 2019,
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Quantitative analysis of fault tolerant

Application: ADAS applications processor
FSR(functional salety requirements)
/]RF = ( ) MC.| RF Diagnostic coverage
v horaene dimen Biure
TSR definitions _c;mroHeF bythe
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Design verification /I \ RF FIT rate FIT rate Fraaiceﬂ?;uﬁ’ :ecehai‘_snsge y
Fault tolerance Fault tolerance
architecture solftware Permanent
\ / Failure
parts S .
i ingle point faults | Lateny faults metric
Saiely m:Cha”‘Sm | metric (SPFM) (CFM)
__Safety analysis
Core 99.64% 93.23%
FMEA(failure mode effects and BFR computation . .
analysis) for failure mode coverage || (IEC TR 623880/SN29500, ITRS) e — 95.00% 89.50%
Quantitative analysis for HW metrics| | FTA(fault tree analysis for 4 (failure Peripheral 90.00% 83.88%
qualitative analysis for CCF rates
PADs 90.00% 90.00%
Faull injection for salely validation RRF(residual risk factor)
SM 93.83% 87.88%
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ADAS Advanced Driver Assistant System
DMR Dual Modular Redundancy

ECU Electronic Control Unit

FCDA Front Car Departure Alert

FCW Forward Colision Warning

FMEA Failure Mode Effects and Analysis
FSR Functional Safety Requirement
HBA High Beam Assist

LDW Lane Departure Warning

LKA Lane Keeping Assistant

PD Pedestrain Detection

SOTIF Safety of The Intended Functionality
TLR Traffic Light Recognition

TSR Technical Safety Requirement
TSR Traffic Sign Recognition

VIM Video Input Module

VLIW Very long Instruction Word

VOM Video Output Module
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