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[Abstract]

The "Risk management" and "Security monitoring" activities for cyber security are deeply correlated
in that they prepare for future security threats and minimize security incidents. In addition, it is
effective to apply a pattern model that visually demonstrates to an administrator the threat to that
information asset in both the risk management and the security system areas. Validated pattern models
have long-standing "control chart" models in the traditional quality control sector, but lack the use of
information systems in cyber risk management and security systems. In this paper, a cyber Security
Risk Monitoring (SRM) system that integrates risk management and a security system was designed.
The SRM presents a strategy for applying 'security control' using the pattern of 'control charts'. The
security measures were integrated with the existing set of standardized security measures, ISMS, NIST
SP 800-53 and CC. Using this information, we analyzed the waming trends of the cyber crisis in
Korea for four years from 2014 to 2018 and this enables us to establish more flexible security

measures in the future.
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I. Introduction
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II. Related works

2.1 Overview of Control Chart
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Table 1. Examples of control chart types and security areas supported by MINITAB
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2.2 Risk Management, Security Control and
Security Management Standard Process
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III. The Proposed Scheme

3.1 Security control chart and Design of the
integrated security risk control process

3.1.1 Security management chart
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3.1.2 The integrated Risk Control Process
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3.2 The design of integrated security risk
control system

3.2.1 SRM-system structure based on security
management chart
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Table 3. security chart patterns for information security risk control
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Table 4. Security strategy

MTPEA 22|Lp2t Afo|H| 9]
RIEIES 7| &% 223 E-E]
PADREH 474 IR0 B
PT1, PT4, PT9, PT11
AlE/QIE, A ARI/SAl BT,
_ A|AE/ME DAM oS EZ| 5 .
OM/EE, AU, B4 *:Aaég’m dor ‘;ﬂgﬁh H2EA(EZH), of |z PTY
of &, A, olapmen Bees g | T ES SN o) | Al 2aia/aEE | 24 PTA, PT 5
W REes 2 gep g | o 0 OPT S U O Een S20% won TOE [ B4k P
& 27, U BA, A B8 | o) Soamm majojus | ST
TSF E35
PT3, PT6, PT7, PT8, PT10 - ZAA: PT6
5w - Zo|: PT3, PT8
&l 2o Hyme ERIPS - 2l PTY PT10
EF2| 2 PT2 -
(24) HOREI/IG, AHE | B - 3A: P12
oo PT1
° o _ _ AFTCHS HHOY gl % Al zt: 1
CES UMD B, AL e T = S B R A= B
SIM/EH, DAY, 2oHE AlE/O|Z QR BA A|AE/ HUZSA, AHLD-g, of
800-53 PN/t S, wabmel, b | 05T LTS Al g/
A, A8, QArEet S B/82 F2C | got
HEES 18 HEES A o
2o Q[BAf KoL AHPR, | YBEA, Al AL Bt
ISMS 290N HEES 22| YE | HES oM 13, ALZB, T | 2244 Hor
Q7799 | ot ma, o we o 2224, | A48 =3, 2284,
yshn ze)
e HA 7|et o, 9 e, | .
: (IS D oz w AsEe), HOEA, o
= ZEAA 2S, 2R BB % §§j He Zﬁiinﬁal oEo|| o
= | IsMs @) | R, AR e, oy | SRS REISE R R gaiy wor
7'1 or H 3 of A ol HE En_. |—:| = '1 |—E
S, 91 RA HOh ML Y U | g 5ar e
o ohtz|, A3
. . S8AAH Eo HEYT B | Y25, WA Y Y&
R 23 DEI?_L%;:—‘”&;?E:'&E?_;E&J T:E §f°*|¢a| O AFgAf 01 §H|O*|¢;| A|§5g
. iT'__,l_T'__l,_i_y,l_’;—,D Tl o ' D_,,:,'
aur g4 | U e pe|, gEst g Ho| | MY U AR, 22
== B ot 2 At oh
ArgAL HOE B3, A5,
Al Ol o|= EA| ORXSH 42
- o] = HE =X Lo oL
cc HOIZAL Bt BR, AH B8 | 0 S L T T oy | TOE 2
Al, TSF 23
- JR4EAY, BT BA, O ook ARAIARLY  (2) BOMIE TjEE Boloh
o] ]3] AINZ HE] HElS mjoh (Wlx 52 o] Holha 2 EE (o] NIST SP 800-53, ISMS,
-
= D BOlhA) DB: 715 917 E(mRntel) 2 o]  ISMS (), TRM 2.3, CC)o|Lt 2ol me} wolrjay(E
Ao] A% L HOPl%, HoHEAe] REAAV) 2o, 2 ag
» JASE AR ZRR|(WE) YR BAHsAdR) Eh oME o152 EEE SEF B ERAAE AlAl
«» O37]3k CERT &, E} B0l TME] S sloc}. a5t 7)E0] WOlMES MEA MPT(He)-

3.2.2 Database for Pattern-Specific Security
Countermeasures Rules

(1) Borte| = mfd

2 Aol [ 3l o] 7]1EY AAuHL, 2, 3,
4, 19}5= alsto] FHEEE AAUALE gk 117]9] Hokt
e jels EESIL 7T mifls ok BoIRES: AAlsed
o}, 2 Aol 117) TS IAHAISE SRMS K85k
Fxj0] WobgRlo] we} WS £718 4 9g Aolrk

22]-7]%) WY ofuie}, WAl 712 T9l PADR (o
-3jm-PAl-0hg) BHOR RRIUCE [E 4= 2 o
FolA AN TN WOtk (& 3lo) Ljg =)
2 Wt} [E 419 sippie 71Ee] BE0IMe) Hek
Mo w23t Ao|o), w3 (& 4]0 7P} Q2% do

o 2T

PR UO] Afo|W Q)7 A A% (S, AA}, WAl =] A

A AZE dd Auks 2RITH20].
* PADR (of}-2ju]-FA|-thg) ¥ 2 GAl= Ha

3 2t



106

Journal of The Korea Society of Computer and Information

A>T

o - o w o= o

Fig. 2. Security chart of Korea's cyber crisis level(2004 ~ 2018)
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