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Fig. 2—1 PDCA—based building process by step[5]
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management based on ISO 22301
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Tab. 3—2 Audit check items of performance and

availability management based on ISO 22301
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Tab. 4—3 Survey on the necessity of detailing

the inspection of operational maintenance audit
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Design of Operation Management Check Items of Efficient
Information System for Improvement of Business Continuity based
on ISO 22301

Nak Wan Joo* - Dong Soo Kim** - Hee Wan Kim***

ABSTRACT

In this paper, we have studied the improvement of operational control for the enhancement of
business continuity of information system becoming more important with the development of information
technology such as big data, Iot, and artificial intelligence. The operational management and audit
guidance of the current information system, which is coming in the fourth industrial age, where various
services, data and industries are converged, is based on the existing general information system pattern
and needs to be improved. The provision of services at fixed times is linked to the survival of
enterprises and countries and serves as a key element. Therefore, it is necessary to study the
application of optimized check items of the operation audits to minimize the service interruption damage
of the information system and to provide the stable service in terms of business continuity
management. To accomplish this, the check items presented in the operational control of the
information system were derived by combining the PDCA step contents and 8 resource requirements
provided in ISO 22301. From the point of view of increasing the business continuity according to the
derivation criteria of the inspection items, the operational inspection check items were derived by
exemplifying the improved check items and review items of the information system operation audit and
the products to be checked during the operational audit. The check items were divided into
management audit improvement check items for service continuity management, and operational audit
improvement check items for performance and availability management. The average score of the IT
professionals’ survey on the suitability of the proposed checklist was 4.63, which was concluded to be
appropriate.
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