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Blockchain-based Copyright Management System
Capable of Registering Creative Ideas
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ABSTRACT

Creative works such as webtoon and web novel are part of property rights. However, illegal copies of them are distributed on the
internet easily, which raises social issues in foday’s society. In order to tackle these problems, this paper proposes and presents a
blockchain based copyright management system that ensures forgery prevention, robust security features, improving frading
performance, cost-effective, and enhanced visibility. The system allows a user fo register creative works formally just the some as before
registration and dlso to register simple creative ideas just anytime. In the latter case, if an idea or a thought flashes across through
somebody’s mind, he or she can register it o the systfem immediately without formal registration process and afterward, can utilize a
way o prove its originality through the system. Regarding large size images and video files of creative works, the system reduces data
size and storage volume sharply to be processed by network entities by storing original creative works separately and including only
the hash result of creative works fo the tfransactions.
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Set Hashed Value = hash_sha256(Body)
Set Body
if Length of Body < MaxBodySize
Store tuple(IndexNo, Hashed_Value, Body)
Send tuple to Content Trading Server
else
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(4) Broadcast the Block
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(Table 1) Implementation Environment

CPU Intel Core i5-6500 3.20GHz
0S Linux Debian 4.15.11
Language Python 3.6

Library PyOpenSSL

Database LevelDB

Sign & Verify RSA-2048
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Hash SHA3-256
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(1) Input Content >> r C:\200.png A
(1) Index = b'00000000000000L"
(1) Make a block and transactions
(1) Block encrypt and sign

(1) <~ The block broadcasting to network

(1) Waiting for validation results from other Chain Links

(8) -> Receive validation result from Chain Link2

(8) Index = b'00000000000000b"

(8) Content Hashed Value
b'645564098a04b147d2e6b75959ach50430973f439314f2fe"

(8) Validation result = Success

(9) Proof of work using consensus algorithm(result=Sucess)

(10) Attach the block to the chain

[1] Input Content >>

(O’ 7) Aol 2319 gl Znt
(Fig. 7) Execution Results of Chain Link1

(1) Input Content D> A
(2) -> Validation Request from Chain Link1(192.168.142.200)
(3) Block decrypt, verify, validate

(3) Previous Block Hash =

(3) b'f52160f6cd6cf6eaa299d9b000ef4e28d0743769db167799

(4) Transaction decoding

(4) Index = b'00000000000000b"

(4) Timestamp = b'0000005b46086db"

(4) Created UID = b'105000382010700"

(4) Content Hashed Value =

(4)  b'645564098a04b147d2e6b75959acb504309731439314F2fe"

(5) Transaction validation(result=Sucess)

(5) Send reply validation result to network

(6) Proof of work using consensus algorithm(result=Sucess)
(7) Attach the block to the chain

(1) Input Content >>

(T3 8) Aol =29 &4¥ 21t

(Fig. 8) Execution Results of Chain Link2
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