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ABSTRACT

As the ability to use data becomes competitive power in the data-driven economy, the effort to create economic value by
using personal data is emphasized as much as to protect personal data. EU’s PSD2(the second Payment Service directive)
became the initiative of the Open Banking trends all over the world, as it is the Mydata policy which protects the data
subject’s right by empowering the subject to control over the personal data with the right to data portability and promotes
personal data usages and transfer. Korean government is now fast adopting EU’s PSD2 in financial sector, but there is
growing concerns in personal data abuse and misuse, and data breach. This study analyzes domestic financial Mydata policy
in comparison with EU’s PSD2 and focus on Personal information life-cycle risks of financial Mydata policy. Some
suggestions on how to promote personal information and privacy in domestic financial Mydata Policy will be given.
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psSD2
+ Expansion of regulatory framework
+ Promotion of competition and innovation in
payment service market
- PSP(Payment Service Provider): AISP, PISP
- Access to account
« Strengthening customer protect and providing
transparency
- Enhanced license requirement for PSP
- Obligation to disclose transaction data
- Strengthening the security measures for PSP

1) Strong Consumer Authentication(SCA)
2) Common and Secure open standards for Communication(CSC)

GDPR

+ Expansion of application target and scope
+ Strengthening the rights of data subjects
+ Strengthening the obligations and

Qsponsibil'ties for controllers and processoy

Open banking joint platform development
+ Expand Common Standards for Open APl and support

« Data transportation via API from financial institutes to

Payment service user

Account information Account
‘service request information

Payment initiation
service request

Account Information
Service Provider (AISP)

Payment Initiation
Service Provider (PISP)

Ve Payment G Account

Initiation Tredation information oiristion
request request

Account Servicing Payment
Service Provider (ASPSP)

Account Servicing Payment
Service Provider (ASPSP)

Transactions

Fig. 1. The new service providers introduced by
PSD2 (15)

A dloleEs ASA BRI AR AT 7AME )AL
of AlgaiA Alg-d3e] Aulx 2 2Ed A
v~ 55 Al 4 ol

5w 32 AgRAAE A Payment Initiation
Service Provider, PISP)olt}. o]&52 &z}al
AU AREARe] @A ol whet A EA e} sk
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qb egie), S o digs AF wol Hfs)
At Al w5 AFARE e’ = 9le w1k slok

Financial data industry development

+ Introduction of ‘Self-credit management Business’

+ Integrated financial data view from bank, insurance, card,
etc.

+ Strong consumer authentication procedure

development of Open AP of financial institutes

third party business
Improvement of Electronic Banking and Fintech
policy

+ Review of regulations and policy reform in the electronic
banking industry to regulate new types of financial
services

Revision of Personal Information Protection
Regulation

Fig. 2. Comparison between EU and Domestic Financial MyData Policy(16])
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Table. 1 Fintech Business-Related Regulatory
Laws(20)

Business Domain Related Laws

Electronic Finance Business | Electronic Financial
(e-payment, e-transfer) Transactions Act

Electronic Finance Assistant | Electronic Financial
Business(VAN, ATM, etc) Transactions Act

Digital Bank Banking Act

Financial Investment
Crowd funding, Robo-Advisory | Services and Capital
Markets Act

Insurance Business

Online Insurance tech Act

Credit Information Use
and Protection Act,
Personal Information
Protection Act

Customer Big data
Analysis

New Financial tech
(security and online
authentication tech)

Electronic Financial
Transactions Act

P2P loan - (Guidline)
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Table 2. Data Sharing Steps and Risks(18)

Open banking - privacy rights and wrongs

Sender

(=
()

Customers Bank

L

Recipient

®

Third-party °|||
providers

Price comparison websites

life cycle What needs to occur Risks: What could go wrong
o The consent provided is incomplete and does not
CE The customer initiates the data include all parties to an account
sharing request The customer data sharing request is forged
Express consent is not received
Data ® e d d b The consent received is incomplete and does not
collect b i e data Sel? er ensures th a}t includes all parties to an account
the nave an express coqsent whic The data sender failed to accurately record what
specifies what data is shared, . R ) X .
.. data is to be shared, for what purpose, who it is
clear purpose, who it is shared, .
. o to be shared with or for how long.
which facilitates transparency - - —
The data sender fails to satisfy accreditation
requirements
® The data sender ensures they | The wrong data for a customer is extracted
are able to identify and correctly | The wrong customer’s data is extracted
Dat extract only the customer data
ata d that they have consented to share | The data holder fails to protect the data held
use an and the data is secure
transfer -
@ The data transfer occurs in the | The wrong data is transfered
correct format in a  secure | The data is transfered to the wrong party
environment A data breach occurs during the data transfer
The data recipient fails to receive express consent
® The data recipient confirms | for the data use
that they have express consent | The data recipient fails to record the specific
which  prescribed the specific | purpose for which the data can be used
purpose the data can be used for | The data recipient fails to record how long the
and how long the data is to be | data is to be held
Data held The data recipient fails to satisfy accreditation
save and requirements
disposal The data recipient wuses the data for an

® The data recipient ensured
they are able to identify and use
the data only for the purpose for
which the customer has given
consent and the data is secure

inappropriate purpose for which they have not

received consent

The data recipient retains the data for a loner
period than that for which have consent

The data
received

recipient fails to protect the data
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Table 3. Screen Scraping

vs. API

Screen Scraping

API

Direct access with
credentials transfer

Interface access, no
credentials transfer

Data (including user’s
credentials) breach
risk when hacked

Token disposal and
token access control
when hacked

Excessive access to
Data than necessary
Data abuse and
misuse risk

Easy to control the
data access within the
range to which the
user consented

Hard to apply
separate data
protection or security
technology

Possible to apply
separate data
protection technology
with banks’ support
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Table 4. Consent Grading System

Division (%) Definition

- Range and
sensitivity of
collected data or
data provided to
the third party

Privacy issue and

degree of damage

when data breach
occurs

Sensitivity of
Collected data and
privacy risk (50%)

- Retention period,
purpose and
benefits of data
utilization

Data utilization (40%)

How easy to
recognize and
understand the
consent form

Consumer-friendliness
(10%)

Consent Grading System: 4 Levels (proper,

relatively proper, discreet, very discreet)
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