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ABSTRACT

Cyber security evaluation is a series of processes that estimate the level of risk of assets and systems through asset analysis,
threat analysis and vulnerability analysis and apply appropriate security measures. In order to prepare for increasing cyber
attacks, systematic cyber security evaluation is required. Various indicators for measuring cyber security level such as CWSS and
CVSS have been developed, but the quantitative method to apply appropriate security measures according to the risk priority
through the standardized security evaluation result is insufficient. It is needed that an Scoring system taking into consideration
the characteristics of the target assets, the applied environment, and the impact on the assets. In this paper, we propose a
quantitative risk assessment model based on the analysis of existing cyber security scoring systtem and a method for
quantification of assessment factors to apply to the established model. The level of qualitative attribute elements required for
cyber security evaluation is expressed as a value through security requirement weight by AHP, threat influence, and vulnerability
element applying probability. It is expected that the standardized cyber security evaluation system will be established by
supplementing the limitations of the quantitative method of applying the statistical data through the proposed method.
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w3k AfolMEeE FHFA ol digh A HrLE 9] Formula Risk =
3 HEAel wekerd 7k AAE  CWSS(Common Impact x Probability(Likelihood)
Weakness Scoring System) % CVSS(Common - Risk data - %Ef;;ctak;fd
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Table 2. Notation

Abbreviation Content
R Risk
I Impact Factor
p Probability Factor
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Fig. 2. A general Diagram of the Threat and
Vulnerability
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Configuration @ Risk Assessment Model

Let

Threat set

{t;1i=1,2,3..m}
Vulnerability set

{UUHZLQ .m, i =12, ,n}

Assumption

@D t; : independent
v;; + independent

@ 3 v =vy

@ {UUﬂ ’U”}: @ fOI' i:1727...777l

J=12,.mn;

Fig. 3. Concept of Environment for Risk
Assessment Model
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Table. 3. Example of Ration scale

Scale Standard
1 Equal importance
3 Weak importance
of one over another (A)B)
5 Moderately importance
of one over another (A)B)
7 Strong importance
of one over another (A)B)
9 Extremely importance
of one over another (A)B)

step 2. Adv|aL o] At3}
Adu|aad 72 do] Y4ES st 74 d9 24
£ g 49 o iE A3 38 =2 (s
gy 7k o] g

Normalized Matrix :

3 3 3
wn/zwu w12/2w7'2 w13/2wi3

i=1 i=1 i=1

3 3 3
wV = wQ[/Ewil wQZ/EwiZ wZS/ZwiS
i=1 i

i=1 i=1

3 3 3
wSI/Ewil w23/2wz‘3 w33/2wi3
i=

i=1 i=1

Configuration : Pairwise Comparison Matrix

Let
Wy Wyp Wiy
W = | Wy Wyy W
W31 W3p W3
where

1 if i=j
@ w5 : Relative comparison value of
Confidentiality and Integrity
Wy, © Relative comparison value of
Confidentiality and Availability
wy3 - Relative comparison value of
Integrity and Availability

Fig. 4. Concept of Pairwise comparison matrix
applying AHP technique
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Table 4. Criteria and quantitative values by
level of Confidentiality requirement

Level Standard Value

The level to which an
information leak directly
affects the performance of a
critical system or an
attacker can read all
information
Although information leakage
does not have a direct
impact on the performance of
critical functions, it may
affect the ability to support
critical systems or the level
of readability of critical
information
The level at which
information leakage does not
None | affect the performance of 0
critical functions and

High 0.56

Low 0.22

supporting functions
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Table 5. Criteria and quantitative values by

level of Integrity requirement

Level

Standard

Value

High

Low

None

The degree to which
information that directly
affects the performance of a
major system is altered or
an attacker can tamper with
all information

It does not have a direct
impact on the performance of
critical system functions, but
it can affect critical system
support functions due to
information tampering, or
the level at which an
attacker can tamper with
sensitive information

The level of information
tampering does not affect the
performance of the critical
system functions and support
functions

0.22

Table 6. Criteria and quantitative values by

level of Availability requirement

Level

Standard

Value

High

Low

None

The level of disruption that
could directly interfere with
the performance of critical
system functions or stop the
use of all resources affected
by the attacker

It does not directly interfere
with the performance of key
system functions, but it can
interfere with the support
functions of the critical
system or prevent attackers
from using critical resources

Levels that do not affect the
performance of critical
system functions and support
functions

0.22

Configuration @ Impact Factor Function

Impact Value by weight
= wcfc(ti), w[[[(t,i), wA[A(ti)

since 0 <w, <1, 0<7,(,)<1,

Product for Comprehensive impact value
= (1—w,1,(t,)) « (1—w,L(t,)) « Q1—w,I,(t,))

The larger the value in the evaluation
index, the larger the influence is.
Therefore, we have to set Impact Factor
Function as

= 1-(1—w.I,(t,)) 1—w, L)) 1—w, I, ¢,))

Fig. 5. Solving Process for Impact Factor
Function

Impact Factor per one Threat

C. LA
1) =1-TT1 (0 -w,,1))
I
3.3 FAM 24
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[S]
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Z(Authentication : AU)
Aol 3] $lell 2ok A5 35l of

Table 7. Criteria and quantitative values by
level of Attack Vector

Level Standard Value

S Wireless Accessible 0.9
Accessible via an open

c network 0.7

Accessible through physical
H or logically separated internal 0.5
network

Only accessible directly to

M the system with the target 0.3
asset
L Accessible through physical 01

access using specific devices

Table 8. Criteria and quantitative values by
level of Privileges Require

Level Standard Value
S No privileges required 0.9
Guest-level privileges
C required 0.7
H User-level privileges required 0.5
M Administrator-level privileges 03
required :
L developer-level privileges 0.1
required :
7 24R Qe AR, AR T U1EY 84
oAt 28y Q%) A7k 4e5E e g
< A g3}

o AHEAE AFsAg-(User Interaction @ UI)
FHopdol AT o] &% $AS 7K W e
g I3AzE] F7HAl B of ol i3k H7k 24
2 oF 5ol o ]°£ Qg QeelA W 5 34
19174 E- ol =

Table 7, 8, 9, 10, 11¢14] F7pH % 8 A=k
re ey ke wEele] FE4 A4S Y8 1
oh 22 gk Wald 08 0975 FEsHAl il
kel efstdn(7) AR F7F 8 H7E A

ol meh Febd Sane] AP ghef AEE v
o} 2t

=N

Pl

Table 9. Criteria and quantitative values by
level of Technical Complexity

Level Standard Value
S Known attack techniques for 0.9
vulnerabilities :

Vulnerability attack

C techniques can be developed 0.7
and easily executed without :
being an experienced attacker

Vulnerability attack

H techniques can be developed 05
and executed by skilled :
attackers

It is possible to develop an

M attack technique against the 03
vulnerability but it is difficult to :
carry out the attack in practice

Attack techniques for
L vulnerabilities can only be 0.1
developed theoretically
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Table 10. Criteria and quantitative values by
level of Authentication

Level Standard Value
S No authentication required 0.9
C One authentication request 0.7

Require more than one
H authentication 0.5
M Require authentication every 0.3
time and every time you try :
L Require two or more 0.1
authentication methods :

Table 11. Criteria and quantitative values by
level of User Interaction

Level Standard Value

S No victim's action is required for 0.9
successful attack (passive attack)

In order to succeed in the
attack, victims need frequent
C normal actions (e-mail 0.7
reading, file viewing, web
page visits, etc.)

To succeed in the attack, the

H victim’s normal behavior 05
(update and upgrade, patch :
management, etc.) is required.

For the attack to succeed,

M the victim needs to be 03
uncommon (such as ignoring :
security warnings).

In order to succeed in the attack,
L the victim must induce or actively 0.1
cooperate with the attack.

V(v,;j)
= Value(AV) + Value(PR) + Value(TC) +
Value(AU) + Value(UI
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x45
¥ 098880
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as® X45
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Published vuinerabilties

0 Unpublished vulnerabilties

Probability Factor
o
T
*
I

. . . . .
1] 05 b 3 15 ¢ 25 3 3.5 4 45
Vulnerability Score

Fig. 6. Graph of Probability Factor according to
Vulnerability Score

Table 12. Lambda value according to case

Case Value of A

Published vulnerabilities 1

Unpublished vulnerability 0.5
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