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ABSTRACT

Recently, threats of hacking have been increasing on the national intelligence service network and key infrastructure,
including the defense field. The defense information system responds to threats from the outside through the network
separation, but if the defense information system is hacked, it has a serious impact on the operations of wartime or
peacetime military forces. Today, cyberattacks and threats are rising to unpredictable levels and making it practically
impossible to completely block and prevent hacking threats completly. So, in this study proposed a maturity model to assess
the level of cyber-resilience, which is the ability to ensure the system’s viability and maintain continuity through rapid
response and recovery if signs of cyberattacks by the defense information system are expected or occurred. The proposed
maturity model is expected to contribute to improving the cyber security level of the defense information system by
assessing the level of cyber resilience of the defense information system and identifying and supplementing fields that are
lacking.
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Resourcefulnessi—[Resourcefulnessy—| Resourcefulness
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Policy

1

Governance, Identification, Protection,
Detection, Recover and Respond

BIS(2016)

Fig. 1.

Derivation process of assesment area
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National Assesment Private
defence Field indicator Field
(MND) derivation (KISA)
Defense Cyber
Security 6 Areas ISMS
Directive [~ =
Information d'26 Certification
system Indicators criteria
protection (80EA)
control item
(TTEA)
Protection
requirement
(237EA)
Fig. 2. Derivation process of assesment
indicator
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Table 2. Information

protection sector of

defense information system

7] AAE TaHbabelw el F8 0] HEEA|
g g rR v JAA(ISMS), Y 57+ &

Information protection sector

1. Network Security

. Server Security

2

3. Device Security

4. Application system
Security

5. Security Management

oo or = % Aolwugl gel 8 TAS Aldaje] 67) 3
Requirements Zhdefel Fske 26709 AlelHEdY =F A7t
19 A E& Table 4.9 7o) m&sjir).
%8 BAY AR G Aol A S
H B 30 AE, WAL/ dode oAl
82 5 AR AT dde ez AdwA/A
87 2]

Table 3. Certification criteria of ISMS

2 5 5 6 AR, $E G Aol &
‘ 2]

Area

Establishing and operating a
management system

Requirement for
protective measure

< E
A9 AA 5 3 AR, SR 9 e/
Number of F UELF AF BA 5 67 Axel, 4 AH
Requirements = FrREs 85709 Al ke el o6 o
16 7}z o3}
64

Table 4. Assesment Indicators of Cyber resilience level

Assessment Area

Number of

Assessment Indicator
Assessments

Al.

Establishment cyber resilience plan 3

Policy

A2.

Awareness and attitude of cyber resilience

A3.

Cyber resilience Check and Evaluation

BI1.

Reserve site

Redundancy

B2.

System redundancy

B3.

Back up/Recovery

Cl.

Network intrusion Detection/Blocking and Control

C2.

Server security program application

C3.

Device security program application

Robustness

C4.

Cyber attack Detection/Blocking/Response system

C5.

Computer virus prevention system

C6.

Using public software

D1.

Expertise of cyber recovery personnel

D2.

System resilience

Resourcefulness

D3.

Close cooperation system with related agencies

D4.

Security vulnerabilities remove and patch

D5.

Vulnerability analysis and evaluation

El.

Selection of restore priority

Rapidity

E2.

Setting of restore target time

E3.

Performing restore training

Independence

F1.

Internet/External Network connection control

F2.

Defence information system connection control

F3.

Network access equipment authorization and control

F4.

Wireless LAN security

F5.

Remote access control

F6.

G| 0o | Do | = | i [ [ = po | oo | [ |w|to|w|to|w|w|w|=a|to|w|w]|w

E-mail security
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Table 5. Basis for deriving assesment indicator A

Do rer | B s
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W o] g Bl
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2 A/ A BoRe) fEE e ® Bl 9
H]A}o B2. AA o|F3}, B3. Wsl/HF 3709

1E,
qelez 450 Al
Bl eulAbol 2
SM-1-3 2 ISMS®| #s] 2 E732](2.9.
Farste] AA 7)s/Anl 2] Frtolu AofkA
Al A A ALE Qs dln|ate] £ g;_ e
HIALO] EZ} AAS] 4l H3Ee] o] P Au] s
Aol w2t A AR 7k °4T ofu] Afe]
7b &3 Bkl el S A e Sl Sl
2] o5 HriRich B2, AA o]Fsh= AlelH
Wl SM-1-4 2 ISMS®] 9y ¥ B+
= st FoAxE 2 vESa
3 A, A o, eln] UES A 9 A
H]E-ﬂﬂ Bl S Y3 Al2doy HEY
$AE oA GRS TAENEA S 3
7}?'&‘4‘ B3. #l/EFE Ateluitugs] W]

_>.:

|3

Aol el W]
2

B U
;3
o EJ@

Lﬂ—lNErXi

SM-1-5 2 ISMSe] g] 2 %792)(2.9.33) %
Aanslel vigje] A9 delttsl AALE A
2, FAEH W A 9 7Y 59 o
49 ele] ARl L el 5 e
Bel wek 9FA FUsP 1E AF o,

4378 Azdo] EeA/AHoE Woil %
el 917 o, W dlolelsl QbR ARl
R/ PPe RS WEHEA o el Holet:
29 ) AWM A8 4 gluE U el
HeA] o Wy Fle] nhE we) Sl o
o He) st A3, BrAe) Ay sl

3) AT : Attached Table



1160 A s Aol BelE 4

Table 6. Basis for deriving assesment indicator B

Defense cyber | Assessment

security directive Indicator ISMS
AT 1. SM-1-3 B1 Ttem 2.9.3
AT 1. SM-1-4 B2 Ttem 2.9.3
AT 1. SM-1-5 B3 Ttem 2.9.3

& glal ArlAoR B AR A4 4T Bk
o

413 741044 (Robustness)

AL oo ety AL & e Al
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Table 7. Basis for deriving assesment indicator C

Defense cyber | Assessment
security directive Indicator ISMS
AT 1. NS-1-1 C1 Item 2.11.3
AT 1. SS4-1, 2 C2 Item 2.10.9
AT 1. PS-2 C3 Item 2.10.6
AT 1. SM-2-3 C4 Item 2.11.1
AT 1. SM-2-4 Ch Item 2.10.9
AT 1. SM-4-2 C6 Item 2.10.8
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Table 8. Basis for deriving assesment indicator D

Defense cyber | Assessment [SMS
security directive Indicator

- D1 Item 1.1.6
AT 1. SM-5-4 D2 -

AT 1. SM-2-2, D3 Ttem 2.11.1

AT 5.
AT 1. SM-2-3 D4 Item 2.11.1
Db Item 2.11.2

AT 1. SM-2-1
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Table 9. Basis for deriving assesment indicator E

Defense cyber | Assessment
security directive Indicator ISMS

AT 1. SM-1-5 E1 Item 2.12.1

AT 1. SM-1-1 E2 Item 2.12.1

AT 1. SM-1-2, E3 Item 2.11.4
416 =2/Y(Independence)

EPAA L e AlaE E2 oy f¥o s NE| of
& ] e Az S A ek R ol
F1. de4/9% H]E%EL A% A, F2. 54
BHEAT A% % 4, F3. VE]=Z A& A9 A%
Y A4, F4. FA4 LAN B3 F5. AARE BA|,

6. AAH B 670 AlFdd o FAE 2l

ME]D NS-3-1 2 ISMS9| <5 A%
TEE sl To - <l dF
=9 FAste] w7k AA odAd EA o F
A B Akl levle)t AEA] w7t Ee)d Be
4ol dles)A A TSR o, oy =

928 o oW1/ ARA LN ARF w4
Sahs A% WAZIRE B3 e/ A
AR Hsle) WY, WUARE A T

ARFAR dF
NS-3-1& Faste] s gAY W &9 SA%

Hu
A AFe] FHHER A 2L AY o, o
Eahe o ARA2Y 52 2 A% whe] AANE
Aol s] A1 EA o, Bl g
fe A2EA Al AANR ATEA 77
FREe] Wl A4 eA] o AUYRE A3
= AR Ardo] ok A £91% HOFEAAN|E o]
4ahen] oy Gl F3. MEHa A4 %



1162 A s Aol BelE 4

A Q% R BAE AelwehiEy WE] NS-2-1
2 [SMSel V=N AT FAE Faste] V=g
= Agule] el/EA(2.6.15) 0 B AED A
& R, olF FAN Belsh=A ovE 3
Aehvl, FA. %A LAN R34 Ajolwjebuge u
X1l AS-54 % ISMSY T4 MEH=z A
(2.6.58)% Fustel SlsA G FAAEHE
FAoR AREA o, 7148 nEsd ZHL
g Hrld) F5. 9AHE EAL Alolual
7 31 SS-2-5 ¥ O ISMSe dAAE Ezﬂ
(2.6.69)F Faste] FFF A 8 WUARE A
ekt A AAPE AE oIt AAHEE A
An % AAISE ol fsle Ave 220
el Yl wEHEA o AARE B 4
BAYATL F71H 02 ArehiA] o, AT
o] olgen muge oh AHLE ¥
B9 B4 G, AW AT LsheA] o
DARE W& AR F155a, ArnE
ARl BE QAN A2 oY, WAEE
Hol] BEr s AT ol A Asdel A
02l AH(root) AR Azl EhelaT PE e
A o132 Wrlaich F6. AALW Bei Aoy
LdEFH HE] AS56 E ISMSH IH4 A&
EA1(2.6.73) % Faste] HTML ®49] w442
diE YHo YRS PHHNEA oF, Hisl
Qo] AEACZ elA] WA o, Pyse @
A% etdme el ik 4w A ol el
BBy
—‘iL

e b rlr

Al S/Wek edAste] ARl FAb The o
mled "elo] 7] At o35 Hrhghet

Table 10. Basis for deriving assesment indicator F

Defense cyber | Assessment

security directive | Indicator ISMS
AT 1. NS-3-1 F1 Item 2.6.7
AT 1. NS-3-2 F2 -

AT 1. NS-2-1 F3 Item 2.6.1
AT 1. AS-5-4 F4 Item 2.6.5
AT 1. SS-2-5 Fb Item 2.6.6
AT 1. AS-5-6 F6 Item 2.6.7
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Table 11. Definition of Maturity Indicator Level
Level Definition
* The level in which not aware of the
MIL assessment indicator and are not
0 performing any relevant activities and
activities.
MIL | Although the assessment indicator is
1 recognized, but the related activities and
activities are not documented.
* The level where the importance of
MIL assessment indicator is aware and
2 documented, but related activities and actions
are not well performed.
* The level at which the relevant activities and
MIL actions are regularly performed and
3 evaluated by aware and documented the
importance of the assessment indicator
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Table 12. Example of maturity model for the
assessment of cyber resilience level in the
defence information system

Asisfg;ent Policy
?ﬁ%ﬁscgltegﬁ Al. Establishment cyber resilience plan
Assesment Maturity Indicator Level
Item 0 1 2 3
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