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ABSTRACT

Insider threats in the field of information security are so important that the research is continuing centering on the
institutes attached to the Carnegie Mellon University. On the other hand, we do not have any separate research institutes. In
particular, insider threat research on the defense IT environment directly connected with the survival of the country is not
proceeding in depth. In addition, due to the specificity of the military, defense IT security has limited research as an
academic discipline, and even the establishment of concepts has not been achieved properly. In addition, because of
differences in the environment, the US standard can not be borrowed as it is. This paper analyzes the defense IT
environment and defines an insider (threat) suitable for the Korea military environment. I'd like to suggest the type of
insider threat and how to mitigate it.
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Table 1. Command&Control System(CCS)
classification
Classification Type
CCS(Joint) KJCCS, MIMS
Unit CCS(Army) ATCIS, B2CS
CCS(Navy) KNCCS, KNTDS
CCS(Air) AFCCS, MCRC
Strategy KJCCS, AKJCCS
. . ATCIS, KNCCS,
Mission Tactics AFCCS
Battle B2CS
Information MIMS
Operat- Command KJCCS, ARJCCS,A
‘on control TCIS,KNCCS,AF
CCS,B2CS
Fire Operating JFOS-K
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Table 2. References to the definition of an

insider
Reference Insider Definition
“Anyone with access, privilege,
Bishop or knowledge of information
(2005) systems and services”. But also:
(13) “(---) anyone operating inside
the security perimeter.”
‘(4 an insider is any
individual who has been
granted any level of trust in an
Butts et | information system. (-] What
al.(2005) is important is that once users
(14) have been granted any
authorized explicit right to the
information system, they are
now considered an insider’.
“(---) what is meant is any and
all persons that have access to
Carroll . . .
(2006) f'm o.rgamzatlons information
including people such as
(15) )
contractors, temporary
employees and the like".
“Insider:someone with
Predd et legitimatg _ access to an
al organizations corpputers and
(2008) .net'works.' For instance, an
insider might be a contractor,
(16) . ,
auditor, employee, temporary
business partner, or more .
“(-~) insiders would usually be
employees, contractors and
Schultz consultants, temporary helpers,
(2002) and even personnel from
17 third-party business partners
and their contractors,
consultants, and so forth’.
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Table 3. References to the definition of insider
attacks and insider threats

Refere-

nce Term Definitions

“Any authorized user
Anderso who performs
n et al. | Insider | unauthorized actions

(2000) attack | that result in loss of

(22] control of computational
assets’.

“malevolent (or possibly
Bisho inadvertent) actions by

(20051)) Insider | an already trusted

(13) attack | person with access to
sensitive information
and information systems’

Carroll Insider “Insider threats can be

(2006) threat either  intentional or

(15) unintentional”.

“the potential for a

NIST person or thing to

SP800-3 Insider | exercise (accidentally

0(2001) threat | trigger or intentionally
exploit) a specific
vulnerability”

) ‘() an insider's action

5113(218025 Insider | that puts an

.[16] attack | organization or its
resources at risk’.

“An insider attack is

considered to be
deliberate misuse by

those who are

authorized to use

computers and

Schultz Insider networks”. (-] ‘inside

(2002) attackers are those who
attack | .

(17 are able to use a given
computer system with a
level of authority
granted to them and
who in so doing violate
their organization’s
security
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Table 4. Elements of DFD

Element Symbol Description

Entity D
Process O

Data Flow >

People or code

Any running code

Communication
between processes.
R Anyplace where
.
Boi?dsgry ! | various principles
I
come together
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Table 6. Insider threat types
T}f\;jat Insider threat Object No. Ref.
Delete log through privileges, Disable | S6~15P1,P4~5F6 F11~12,F18~19.F2 | (27)
THO1
system logs 5~26 (37)
THO2 | Physical access to distribute information SINS'SG'Pl~4’P51:1503F1N6'F13N17’F (12)
THO3 | Physical access to view information S1~3,56,P1~4 F7~12 F20~26 (12)
THO04 | Physical access to sabotage information S6~15,P1,P4,P14,F1~6,F18~19 (12)
THO5 | Unintentional destruction of information S1~3,86~15,P1~4,P14, F1~6,F13~19 gg
THO6 | Unintentional misuse of information system | S1~5P1~4 P14 F1~6,F13~19,F81 F83 gg
THO7 | Accidental install of malicious software Slwlwl'P4’P14'I;§NG'FBNM'FSLF (12)
. . . S1~15,817~18,P1~10,P14~15,F1~6,F
THO8 | Unintentional use of unauthorized access 13~19.F81.F83 (12)
THog | Virusladen €D and/or USB flash drive | o) 5 p) 4 p1g p1~6.F13~19.781.F83 | (18)
and/or floppy
TH10 | Administrator lockout S3,86~15,P1,P4, P14, F18~19,F81 F83 (18)
TH11 | Social engineer passwords E1~5 (18]
Smuggling out USB flash device or other | E1~5,518,P13,P15 F48~50 F59~61,F6
TH12 . ; . (18]
media(exfiltration) 7~69
TH13 “Missing” laptops/hardware S1~5 (18)
TH14 | Targeted acquisition of surplus equipment S1~5,518,F48~50,F59~61 (18)
TH15 | Unpatched systems S1~15,P8~10,F39~53 %g
TH16 | Sabotaged patches S1~15,P8~10,F39~53 %?%
TH17 | False positives on anti-virus S1~15,P1~10,P14, F1~84 (18]
TH18 | Use of unattended terminal S1~5,P1~4,P9~10,P14,F1~26 (18]
. . o » S6~15,P1~4,P6,P9~10,F1~6,F13~19,
TH19 | Targeting database "adjustments F97~30 F33~ 34 (18]
TH20 Extra copy of DB backups S6~15,P4~7,F18~19,F27~30,F33~34 (18)
Cell phone/PDA/voice recorder in classified
TH21 | meeting, Wireless telephone cameras to | E1~3 (18]
capture information
TH22 | Mislabeled paper E1~3 (18)
TH23 Copy .and paste between classifications R1~3 (18)
(from high to low)
TH24 Analyst changes workflow to exclude other F1~3 (18)
analysts
Analyst changes workflow to include ~
TH25 himself/herself E1~3 (18)
TH26 .Insert. bad content ' into report upon Bl E3 (18)
inception (e.g. translation)
TH27 Delete/wthhold content into report upon E1 E3 (18)
inception
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T};\Ir:at Insider threat Object No. Ref.

TH28 | Identity theft or copy, fraud E1~5,P13,F67~69,F72 [gg%

TH29 | Antivirus self-protection disabling S1~15,F1~86 (30)
Non-technical staff (threat) with access to

TH30 | sensitive information and IT assets, EZPLPS’FS 4.F9~10.F14~17.F21~2 (31)
executives such as CFO/CEO

TH31 | theft of IP S1~5,P1~4 P14, F1~6,F13~19,F81,F83 | (29]
An officer who has the authority to

TH32 confidential information about the main | E2 P1 P3 F3~4 F9~10F14~17 F21~2 (32)
technology prints and attempts to leak it | 4
to the outside

TH33 | Copying sensitive file S1~3, S6,P1~4,F1~26 (33)

TH34 | Performing large file or folder copy S1~3,56~15,P1~4,F1~26 Eg%

TH35 Prlntlng large number of pages during S1~3.P1~4.F1~26 (33)
irregular hours

TH36 Data Exfiltration(Printing sensitive S1~3 86 P1~4 F1~26 (33)
documents)
Running CD or DVD burning tools), Data ~ ~ _

TH3T Infiltration(Connecting USB Storage Device $1~3,56.P1~4.F1~26 (33)

TH38 Logging in locally. to sensitive Windows S1~15.P1~4.F1~26 (33)
Server by unauthorized user

TH39 ngglng in remote%y (.RDP) to sensitive S1~15.P1~4 F1~26 (33)
Windows Server during irregular hours
Logging in remotely (RDP) to sensitive _ _ _

TH40 Windows Server by unauthorized user S1~15.P1~4.F1~26 (33)

THAL Logging in to sensitive machine using a S1~15P1~4.F1~26 (33)
shared account

TH42 Running a remote PC access tool S1~15,P1~4,F1~26 (33)

TH43 Accessing unauthorized folder S1~15,P1~4,F1~26 (33)

TH44 Trying 'to access a system that requires S1~15.P1~4.F1~26 (33)
credentials

TH45 | Adding Windows Firewall Rules E3.83,F5~6,F18~19 Eg?%

TH46 Changing computer data or time S1~15,P1~4,F1~26 (33)

TH47 Configuring Windows Firewall Status S1~15,P1~4,F1~26 Eg%

TH48 Conf.lgurlng Windows LAN or Proxy S1~15.P1~4 F1~26 (33)
Settings

THA9 Careless . Behavior(Enabling Windows S1~15 P1~4.F1~26 (33)
Remote Assistance)

TH50 Careless Behavwr(Runmng software to S1~15.P1~4.F1~2 (33)
enable sharing and remote access)

TH51 Careless Behavior(Storing passwords in S1~15.P1~4.F1~26 (33)
clear text)

TH52 | Time Fraud E1~5 (33)

TH53 Unauthorized Activity on Servers(Installing S6~15.P1.P4 P14 F1~6.F18~19 (33)
software on Server)
Running hacking tools, Install software on B N _ (33]

TH54 host computer to capture keystrokes logger S1~15,P1~4,F1~26 (18)
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Performing Unauthorized Admin ~ ~ ~
THS5 Tasks(Editing Registry Editor entry) S1~15.P1~4.F1~26 (33)
TH56 Edlt}ng User Account Control (UAC) S1~15 P1~4 F1~26 (33)
Settings
TH57 Running Command Line Shell programs S1~15,P1~4,F1~26 (33)
TH58 Running DBA tools S1~15,P1~4, F1~26 (33)
TH59 Running Windows management tools S1~15,P1~4 F1~26 (33)
THE0 Runmng unagthorlzed command by admin S1~15.P1~4.F1~26 (33)
in command line tools
TH61 | Installing advanced monitoring tools S1~15,P1~4,F1~26 (33)
TH62 | Installing file transfer applications S1~15,P1~4,F1~26 (33)
TH63 | Installing non-standard software S1~15,P1~4,F1~26 (33)
THo64 Installing password cracking tools S1~15,P1~4,F1~26 (33)
THES Installing Remote Access and Sharing S1~15.P1~4 F1~26 (33)
Desktop tools
TH66 | Installing Tunneling tools S1~15P1~4 F1~26 (33)
THET Uninstalling a program on Windows S1~15 P1~4 F1~26 (33)
Desktop
TH68 Uninstalling a program on Windows Server S3,856~15,P1,P4,F5~6,F18~19 (33)
THE9 Unauthorized DBA Activity(Executing SQL $3.86~15.P1 P4 F5~6.F18~19 (33)
update command)
THT0 Oper.ung. a ’ shell by unauthorized S1~15.P1~4.F1~26 (33)
application user
TH71 | Opening root shell using SUDO command S3,56~15,P1,P4, F5~6,F18~19 (33)
TH72 | IT Sabotage(Deleting a local user) S1~15,P1~4,F1~26 (33)
THT3 IT Sabotage (Deleting files from sensitive S1~15.P1~4 F1~26 (33)
directory)
IT Sabotage(Overwriting files using SFTP
TH74 | or SCP in sensitive configuration | S3,S6~15,P1,P4 F5~6,F18~19 (33)
directories)
THT5 Identity Theft(Changmg own password by S1~15.P1~4 F1~26 (33)
currently logged in user)
TH76 | Editing sensitive system configuration files | S3,S6~15,P1,P4 F5~6 F18~19 (33)
TH77 | Editing network configuration files S1~5,P1~4,P14,F1~6,F13~19,F81,F83 Eg%
THT78 Elevate users privileges S3,P4,F18,F19 (37)
TH79 | Use of defective HW S1~5,P1~4,F1~26 (37)
TH80 System outage and destruction S1~18,P1~15,F1~86 (39]
Table 7. Insider Threat Mitigation plan
No. Mitigation Threat | p ¢
No.
MO1 | Security policy, Integration of Security Policy Overall gi%
Communicate accountability and “acceptable use’ policies and expectations,
MO02 . . Overall | (35]
and enforce the established guidance.
MO3 | Legally binding documents Overall | (12)
MO04 | Pre-employment screening Overall | (12]
MO5 | Use appropriate screening processes to select new employees. Overall | (36]
MO6 .Cor.lduct recurring Workéhop.s on tec.hnological approache.s.to mitigating the Overall | (35)
insider threat and reducing information system vulnerabilities.
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No.
Consolidate, into a single electronic source, basic information assurance
training material, customized or enhanced to address the insider threat and
MO7 ) ) ) o Overall | (35)
made accessible to all authorized users, security managers and training
professionals.
Establish mandatory minimum standards for security education, awareness
MO8 - Y ares Jot SecHiiy wat Overall | [35)
and training programs related to the insider threat.
MO9 | Provide non-threatening, convenient ways for employees to report suspicions. Overall | (36])
Employ maximum use of "data mining” to enable continual online review of
M10 . . Overall | (35]
personnel security information.
M11 | Manage organizational culture Overall | (12]
M12 | Process-Based Analysis Overall | (34)
M13 | Assignment of Risk Budget Overall | (34)
Use firewalls internally to enforce compartmentation of information systems
M14 v pat ! v Overall | (35)
and assets.
Best Practices & Guides, Develop a database of insider events, 34)
M15 L . Overall
characteristics, lessons learned and statistics. (35)
Create a comprehensive list of system and user behavior attributes that can
M16 | be monitored to establish normal and abnormal patterns to enable anomaly | Overall | [35)
and misuse detection.
Conduct research on means of reacting to suspected insider malicious
M7 | o ! & P ! Overall | (35)
activity.
M18 | Incident registration Overall | (12]
M19 | Develop and implement metrics tailored to the insider threat. Overall | (35)
M20 | Develop a threat awareness package for all users of information systems. Overall | (35)
Ensure that security (including computer network security) personnel have (36)
M21 | the tools they need. Achieve defense-in-depth through use of multiple | Overall (35)
protection tools.
M22 | Assess technologies currently available for dealing with the insider problem. Overall | (35]
M23 Direct th'e approp'rlate Defense agepmes to accelerate the development of new Overall | (35)
tools for information systems security.
M24 | Centralize coordination of activities addressing the insider problem. Overall | (35)
Ensure that management invokes minor sanctions for low level infractions of
M25 | the stated security policy, in order to demonstrate the organization's | Overall | (35)
commitment to the policy.
M26 Mandate periodic use of existing tools for vulnerability assessment on Overall | (35)
systems and networks.
M27 | Conduct independent vulnerability assessments. Overall | (35]
Establish a broad-based, long-term research program in anomaly and misuse
M28 detection addressing specifically the insider threat. Overall | (35)
M29 | Conduct a long-range research program on reaction to insider threats. Overall | (35)
M30 | Develop capabilities to do forensic analysis of intrusions. Overall | (35]
Ma31 | Build a Threat Hunting Team Overall | (41)
M32 Apply virus scanners to centralized server computers and routers within an | 7,9,17,2 (35)
installation’s local area network(s). 9.54,79
Antivirus, Configure virus scanners to test all floppy diskettes and other
. . . 7,9,16,1 | (12)
M33 | removable media when introduced: the scanners should not be capable of 79979 | (35)

being disabled by the end user.
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Restrictions on use of removable media, Use existing
technology under DoD IT operating systems(OS) to disable 12)
M34 writing to and booting from floppy disks or other removable | 7,9,12,21,33~34,37 (35)
media(e.g.offline storage hard disks) for critical and sensitive
systems.
Investigate the current availability of tools to enable uniform
security conscious configuration of application programs (such
. . 7,15,29,53~54,61~
M35 as Internet browsers, email packages and office support 68.79 (35)
software) within an installation, and monitoring of the '
configurations once installed.
M36 Implement a new version of the Acquisition System Protection 7.15.16.79 (35)
Program.
M37 Application controls 6.17,79.80 (12)
M38 Intrusion Detection Systems, Configure and deploy existing | 5,6,17,31,38~48,76 | (12)]
intrusion detection systems to monitor the activity of insiders. ~80 (35)
M39 Implement .use of qetwork mapping tools to detect any 31 45 48 77 (35)
alterations in the configuration of a network.
Encryption, Deploy media or file encryptors that transparently (12)
M40 encrypt sensitive data, data recovery mechanisms to ensure 3,33~34,37
(35)
that encrypted data can be recovered
M41 Watermarking 3,32,35~36 (12)
M42 Data Loss Prevention (DLP) suites, DataLeakagePrevention. 3.20,32~36 (34)
M43 Disinformation by Decoys 3,12,37 Sé%
M44 Clear screen policy 2~5'11'1§'33~36'7 (12)
M45 Continue research on developing a system security architecture g;f4%7559~1§817403~27 (35)
sensitive to the demands of the insider threat. ’ 3 ’
M46 Create tools for a rapid and gffe(;ti\{e audit of a host f:omputer 9-4.617 (35)
system, to detect any anomalies in its programs and files.
Revocation of authorizations, Enforce policy that requires (12)
M47 immediate information system access removal for separated 2~4,22 (35)
employees.
M48 Clean desk policy 2~4,11,12,33~36 (12)
Enforce established password policy and procedures, and
require mandatory wuse of strong passwords, one-time
M49 passwords or encrypted passwords: bolster this requirement 2~4.10,11 (35)
via the use of system features forcing strong password
compliance.
M50 Perform }:esearch and development on the concept of 94 (35)
honeypots specifically tailored to attract insiders.
Mandate use of tools for effective destruction of 97991 53~54 61
M51 information/media waste products so that they are unavailable T ;68 ’ [35)
to insiders (or outsiders).
M52 Monitoring and logging 17,38~48 Eig%
Third party contracts, Require contractors who wuse
information systems to meet the same requirements, (12)
M53 contractually, as government insiders regarding accountability, 15,16
. . (35)
random computer audits, timely access changes, and password
policy.
M54 | Develop solutions to the problem of “temporary insiders.” 15,16 (35)
M55 SIEM 10,38~44,80 (34)
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Develop tools for effective scanning and analysis of system and
M5b6 network audit logs to detect anomalous system and insider 10,17,38.80 (35)
activity.
Mandate use of. warning banners or.ot.her on-line messages 1~9.17.15.19 21 32
that serve to raise the awareness of insiders to the need for
M57 . . ~38,45~68,70~74, | (35)
secure and appropriate system usage, and that highlight
. . 76~78.80
recent observed misuse and its consequences.
1~9,11~15,20~23,
M58 Ensure that proprietary information is well protected. 26,27,32~37,45~74 | (36)
716~178
. X 1~4,8.9,14,18,28.3
M59 | Physical access control 3~37 80 (12)
M60 Role Based Access Control 1~4'8'247'§5'30'53' (12)
Establish a mandatory program to randomly audit insider
M61 computer usage, the capability for intense monitoring of | 1~4,6~8,10,23,28, (35)
individual users, and for critical systems allow maintenance of | 45~48,55~75,78,80
a continuous map of selected users activity.
Enforce  mandatory and  discretionary access  control
mechanisms to ensure that only a user with the proper | 1~4,6,8,30,33~36,
M62 (35)
clearances and need-to-know is able to access classified or 78
sensitive information.
Assure that more than one individual is authorized to access
) . A . 1~4,6,10,12~17,19,
M63 vital system operations and modifications, or perform duties of (35)
. . 20,24~27
a security officer.
M64 Authentication 1~4,10 (12)
Establish personnel security vetting procedures commensurate
M65 with 1~4,78 (35)
individualslevelofinformationsystemaccess.
M66 Least privilege and need-to-know, 1.8,22,23,30,33~36 gi%
ConstrainingNeed-to-Know 69,72~74,78
. . 1,5,7~9,11~13,15,
M67 Security education 91.32.37.49~68 (12)
M68 Educate and regularly train employees on security or other | 1,5,7~9,11~13,15, (36)
protocols. 21,32,37,49~68
M69 Dual control 1,5,6,19.20,80 (12)
M70 Monitoring and Analysis of Incidents, Routinely monitor | 1,5,6,17,19,31,38~ %i%
computer networks for suspicious activity. Audit, AuditTools 48,76~178,80
MT71 Contingency planning 1,4,5,13,19,80 (12)
M72 Backup 1,4,5.80 (12)
M73 Perform research on identifying critical information, 1.3~5.32~36 (35)
automatically.

M74 Devel.op. and .usg software tools that check ’flle and access 1.3~5.78 (35)
permissions within system and flag potential problem areas.

M75 Separation of duties 1,24,25.30 (12)
Create technology providing a tamper-proof audit trail | 1,2~4,6~810,28.4 (35)

MT76 recording the actions of individuals authorized access to | 5~48,55~60,70~75, 41)

sensitive data and networks.

78,80
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Create two distinct categories of information technology (IT)
insider.

*Categoryl(CAT1):Positions involving privileged access to IT
systems with the capability to alter the intended operation or
MT77 proper configuration of the system. 1,19,20,24~25,69 (35)
*Category2(CAT2) :Positions involving general access to IT
systems with read/write permissions, and whose incumbents
can receive information from, input information to or modify
information on, a system without a reliable human review.
Establish, as an investigative prerequisite, the requirement for
M78 a favorable specific Investigation (ex:SSBI) completed within 1,19,20,69 (35)
the past five years for CAT1 insiders.

Conduct minimum periodic reinvestigations (PRs) at a 5-year

MT79 interval for Cat 1 IT positions and a 10-year interval CAT2 IT 1,19,20,69 (35)
positions.
Include appropriate questions in the specific Investigation

M80 (ex:SSBI) to address on-line behavior for CAT1 and CAT2 1,19,20,69 (35)
insiders.

Mandate completion of minimum requirements prior to
permitting a CAT1 insider to assume assigned duties.

Require a written waiver approved by the head of the agency
M82 concerned before foreign nationals are permitted access to 1,19,20,69 (35)
CAT1 IT functions.

Develop and use procedures for random reviews of system

M81 1,19,20,69 (35]

1,19,20,24~25,45~

M83 administrator logs by another System Administrator, chosen (35]
48.53.69
randomly and anonymously.
Remind employees that reporting security concerns is vital to
M84 protecting the organization, its reputation, its well-being and 22 (36)
its future.
Iv. 2 B SHete g A3 vt 9l
189 7¥ 99 Ml Ao wEH % S Y Table 8. NITTF Insider Threat education
w4 AR Deel) A5 6500 Feig wols  Program
of AWl AR AFAe} WAk 1% e Date Registration Availability
zzad F9E 93 AekSs Al =3 A Jan. 29-31, 2019 Full/Wait list
AR o7t weIAS HAMs] &t 9T} Feb. 26-28, 2019 Full/Wait list
NITTF(National Insider Threat Task Apr. 9711, 2019 Accept%ng Reg@tra@ons
wa o)y wemmoade 2019We)E May 7-9, 2019 Accepting Registrations
Force) Wi 14 sfzeasls el Jun. 11-13, 2019 | Registration Opens April 1
HAA =g o dAl 5534 Table 8% 7t} Aug. 20-22, 2019 |Registration Opens April 1
Lg% o9} e AAAql ygukelo] s} Sep. 17-19, 2019 |Registration Opens June 1
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