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ABSTRACT

Recently, IT technology such as internet, mobile, and IOT has rapidly developed, making it easy to collect data necessary
for business, and the collected data is analyzed as a new method of big data analysis and used appropriately for business.
In this way, data collection and analysis becomes easy. In such data, personal information including an identifier such as a
sensor id, a device number, IP address, or the like may be collected. However, if systematic management is not
accompanied by collecting and disposing of large-scale data, violation of relevant laws such as “Personal Data Protection
Act”. Furthermore, data quality problems can also occur and make incorrect decisions. In this paper, we propose a new data
governance maturity model(DGMM) that can identify the personal data contained in the data collected by companies, use it
appropriately for the business, protect it, and secure quality. And we also propose a over all implementation process for DG
Program.
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Table 3. DG Maturity Level

(1) Initial
- In the absence of application of DG policy etc.
- Each element of the framework does not apply.

(2) Repeatable

- A state that is repeatedly applied only to work
procedures that succeeded in DG

- Some of the detailed procedures of each element
of the framework are applied

(3) Defined
- All DG programs are defined and applied in the
company.
- Frameworks Applying each element at the entire
company.
(4) Managed
- Management procedures such as performance
measurement, analysis, and improvement are
applied to all DG procedures.

(5) Optimized
- Continually improve and optimize DG procedures.
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(description)

1.1 Recognizing data issues for business

1.2 Assessment of DG maturity level

1.3 Estimation of data value

1.4 Creating a roadmap for the DG Program

1.5 Approval of the plan of the DG program

2.1 Design of DG personnel organization

2.2 Collection and standardization of terms,
and build a metadata repository

2.3 Understanding enterprise data

2.4 |dentification of identifiers for the use of
personal data

2.5 Metadata collection and management

3.1 Define KPIs

3.2 Security & privacy rule management

4.1 Master data management

4.2 Data life-cycle management

4.3 Data quality management

Fig. 8. Overall Implementation Process for DG
Program
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Table 4. References for DG maturity assessment
for use and protection of personal data

1. Collection(*%&)

« It first generates (E.1) or (E.2), and whether
the items in the result correspond to a direct
identifier(DI) or a quasi-identifier(Ql).

+ If an item of an arbitrary DB contains DI or two
or more Qls, the DB is a PDF, and the value
stored therein is defined as personal data.

* Check the legal basis of collection and use,
such as consent forms, for the item values in
the PDF.

2. Storage & Management(X%& - Zk2))

« Check whether the resident registration number

is encrypted.

+ |dentify access rights related materials such as

HR documents.

* Check the appropriateness of technology for access
control and monitoring of access to personal
data.

* Confirm whether or not to prevent the personal
data access record from being stored, altered, or
damaged.

*And other procedures for guaranteeing rights
for owners of personal data.

3. Use & provide(0l& - H|S)

* Confirm consent or legal justification for the
purpose of use or the provision of third parties.
* Identify de-identification processing methods and
process for providing personal data to third parties.

4. Destruction(Z7])

* Check the criteria for confirming the achievement
of the purpose of personal information at the
time of collection.

*Check how to identify personal data to be
destroyed or deleted.

* Check personal data and methods to be kept

in accordance with laws and regulations.
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(Table Name) KKKK
~IENEREEEIEEREE
GPark 590600 1123 DGu 500 Apt.  10G  30Min,
GHong 601010 2324 KGu 450 Vila 86 20Min.
Glung 751011  33B- GGu 370 - 306 20Min.
GCho 801020  4535-  MGu 250 - 306 50Min.

(Meta-Data) : Data for identifying personal data identifier

AAA = “name” / Name of the person, 3-4 characters in Korean/

BBB = ‘resident registration No." / Korean identification information, 13 digits/
=Pl CCC = "TelNo! / Telephone number, 11 digits/

DDD = "address” / sido, si-gun-gu, dong/

EEE = ‘“salary”

FFF = " real estate”
GGG = “data usage"
HHH = *Phone call time"

/ number : NN.NNN.NNN.NNN/
/ Apartment, Villa, House, etc. /
/ number : NNN(GB)

/ time : NNN.NN

Fig. 9. Examples of DF and Metadata

‘Optimized(S) ‘
‘ Managed(4) ‘
‘Wad(i’)‘ — Future level
‘ Repeatable(2) | ]:Gap(s.:ope to improve and develop)
| mitaly | — —— Current level

Fig. 10. A result of evaluating the maturity level
of the ‘Use of Personal Data’
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