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ABSTRACT

As the cyber threats of nuclear power plants become more necessary to systematically prepare against the cyber attack,
the international community and the domestic government are urged to apply proper security controls for Critical Digital
Assets (CDA) through cyber security regulatory guidelines. In this study, we suggests the application of security controls to
develop the regulatory requirements of the graded approach through the analysis of domestic and foreign cyber security
regulation guidelines and best practices for digital assets directly related to nuclear accidents. In order to apply the
regulatory requirements based on the consequence(impact of infringement) of the regulated facility, which is a basic
consideration of the graded approach, we will classify two methods and describe details of each method. By reanalyzing
existing security controls, it is introduced that the method of demanding digital assets directly related to accident to enhance
security controls required for existing CDA or develop additional security controls and requiring minimum security controls
for CDA that are not directly related to accident.
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Fig. 2. Example of defense-in-depth for cyber
security separated into 6 levels
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Fig. 1. History of Cyber Security Regulatory policy for international nuclear cyber security
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Table. 1. List of required Security Control
Reinforcing

No. Security Control

Account Management

Access Enforcement

Information Flow Enforcement

Seperation of Functions

System Use Notification
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Session Lock

7 Permitted Actions without
Identification or Authentication

Insecure and Rogue Connections

9 Access Control for Portable and Mobile
Devices

10 Auditable Events

11 Content of Audit Records

12 Audit Review, Analysis, and Reporting

13 Time Stamps

14 Protection of Audit Information

15 Audit Record Retention

16 Transmission Integrity

17 Heterogeneity/Diversity

18 Device Identification and
Authentication

19 Authenticator Feedback

20 Hardware Configuration
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Table 2 . Example for applicable Requirement by R.G. 5.71
Example Description
B.1.2 Account Management
Req (Licensee/Applicant] is responsible for the following :
. reviewing CDA accounts in a manner consistent with the access control list provided in the
[design control package, access control program. cyber security procedures] and initiating
required actions on CDA accounts [no less frequently than once every 30 days].
1)
CC})}YCle » Change existing cycle(at least once a quarter) more
ange (no less frequently than once every i frequently, In addition, by changing the requirements for
30 days) immediate changes in administrators and users, such as
— At least once every 30 days, | personnel transfers, it is possible to reduce the
Immediately when administrators | likelihood that unauthorized accounts will be used for
and users are changed unauthorized access and strengthen control requirements
to prevent unauthorized or unintended use,
B.1.3 Access Enforcement
Req. (Licensee/Applicant) is responsible for the following:
. requiring dual authorization for critical privileged functions and the creation of any privileged
access for users, and
2) )
L. » By changing the range of the approval method
Range | dual authorization L N .
o from the existing standards(dual authorization), it
Adjust | — Approve by dual authentication @ . . . .
methods is possible to apply the multiple or various access
L . . control through comparison and analysis of the
(In addition to administrative . .
. . advantage and disadvantage of the authentication
procedures, technical and physical . .
. . method such as passwords, tokens, biometrics,
authentication mechanisms could be . L. .. .
applied) location-based authentication by giving technical
and physical diversity to the mechanisms.
B.1.19 Access Control for Portable and Mobile Devices
Reaq. . . . . . .
(Licensee/Applicant] is responsible for the following :
3) . enforcing and documenting that mobile devices are only used in one security level and that
Add mobile devices are not moved between security levels.
detailed . . .
. » Portable media and mobile devices are the
require | (Add) . . ..
. . main attack vectors in malicious attacks. So,
ment — Enforcing and documenting that
. . they connected to VDA should be managed by
mobile devices connected to VDA . .
. . . . the same security level as VDA. Thereby, it
maintain the same level of integrity ;
could strengthen the control of unauthorized
as CDA
access and data movement.
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Table 3. Characteristic by type of Direct CDA

Characteristic of CDA Al A2 A3 B1 B2 B3
Change and Factory installed by
in?ect manufacturer x © © © © ©
program code Installed in the field X X X X X O
Have HMI X O O O O
Changing the | Device for Management /Test O N/A N/A N/A N/A N/A
operating
parameters Internal HMI X O O O O O
Using a maintenance tool O O O O O O
Built-in HMI X X O O O O
Change B ;
y taking the CDA out of
configuration service O O O o O O
setting
By a consolg pprt, USB, serial y v % y y A
communication channel
Exist functions X X O O O O
Support multi-users and
HMI access individual authentication for X X X X X X
control
users
Log storage X X X X X A
Firmware updates X X X X X O
Communicatio Contains functionality X X X A O O
n software Configuration of the CDA N/A N/A N/A X X O
Exist consol port or external interface X X X A A O
Contains a maintenance and configuration port X O O O O O
Storage for Contain bulk storage for data N/A O O O O O
data
Support external access N/A X X X X O
Employ a physical access protection mechanism
such as a key or fob % % © O © ©
Using either an RS-232, 422, % % N o o o
485
Communication Using vendor-proprietary
Capability hardware interface x % x X % ©
Change 'for'programvby % % N v o o
communication function

% Description Symbol
(O : Providing functions, A : Providing limited functions, X : No functions, N/A : Not applicable)
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Fig. 3. Concept of Graded Approach in NEI
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Fig. 4. Relation diagram between CDA related
to accident directly and general CDA

Table 4. Application of security controls
considering CDA related to accident directly

Asset Types - )
(Impact of APPhcarﬁzgssfe:ewrlty
Infringement)

CDA related to
accident
directly

(Very High)

Apply about 100 security
controls after evaluating
each controls

Apply baseline technical

Direct CDA related to = security controls as NEI
CDA security 13-10 and all operational/
(High) management security

controls

CDA related to
safety
(Normal)

Apply alternative controls
and all operational/
management security
controls to remove

Non-Direct CDA
attack vectors

(Low)
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