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Static Analysis Based on Backward Control Flow Graph Generation
Method Model for Program Analysis*
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ABSTRACT

Symbolic execution, an automatic search method for vulnerability verification, has been technically improved over the last
few years. However, it is still not practical to analyze the program using only the symbolic execution itself. One of the
biggest reasons is that because of the path explosion problem that occurs during program analysis, there is not enough
memory, and you can not find the solution of all paths in the program using symbolic execution. Thus, it is practical for
the analyst to construct a path for symbolic execution to a target with vulnerability rather than solving all paths. In this
paper, we propose a static analysis - based backward CFG(Control Flow Graph) generation technique that can be used in
symbolic execution for program analysis. With the creation of a backward CFG, an analyst can select potential vulnerable
points, and the backward path generated from that point can be used for future symbolic execution. We conducted
experiments with Linux binaries(x86), and indeed showed that potential vulnerability selection and backward CFG path
generation were possible in a variety of binary situations.
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Fig. 2. Static data flow graph with SSA Form
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read, open, fread,
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<Data transfer function symbols>

memcpy, memset, strcpy, strcpyA, strcpyW, tcscpy,
mbscpy, StrCpy,StrCpyW,

Istrepy, IstrepyA, teepy, mbeepy, f tescpy , wesnepy,
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Fig. 4. | / O and data transfer function symbols
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var_def =
self.function.get_ssa_ var_definition(self.var.src)

self.to_visit.append(var_def)

while self.to_visit
idx = self.to_visit.pop()
if idx is not None:
self.visit(self.function[idx])

def visit(self, expression):
method_name = 'visit_{}'.format
(expression.operation.name)
if hasattr(self, method_name):
value = getattr(self, method_name)
(expression)
else:
value = None
return value

Fig. 5. Backward Static Program Code-snippet
for Dependent Variable Tracking
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‘Rectangle::Rectangle(void)’ <Constructor>
text:4008D2 mov  rdi, rax ; this
text:400BDS call  Polygon::Polygon(void)
text:400BDA mov  edx, 0x400cdS ~,
.text:400BDF mov  rax, [rbp-8] A
text:400BE3 mov  [rax), rd
| rax = &vtable

text:400999 mov  [rbp-8], rdi
text:40099D mov  rax, [rbp-8] <

text:4009A1 mov  rax, [rax] <~

text:4009A4 add  rax, 8

text:4009A8 MOV FaX, [faX] < --mmmmmmmmmmmmmm=====
text:4009AB mov  rdx, [rbp-8]

text:4009AF mov  rdi, rdx

text:400982 call rax

Rectangle :: area: l
text:400B4A push  rbp.
text:40084B mov  rbp, rsp
text:400B4E mov  [rbp-8], rdi
text:400852 mov  rax, [rbp-8]

Call [&vtable +8]

Fig. 7. Function Call Process in vtable
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sub_function01(argl, arg2):
var_c#l=argl
var_10#1 = eax#1
Jrvar_lc @ mem#0 =0
[ eax_1#2=var_cHl !
| ecx 1#2 =var 10#1
‘. var 5c#l=&var 1c
“var_54#1 = eax_1#2

var_50#1 =ecx_1#3 7" -~

eax 2#3 = sub\__fl\.mctionoz(var:SC#l, 0, var_54#1, var_50#1)

A
\

Tracing End!

1
var_5c_1#2 =var_1c @ mem4 // aliased value?

eax_4#5 = sub_function03(var_5c 1#2,var58_1#1,var_54 1#2)
Fig. 9. Backtrace failed due to memory pointers
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o oA ddd 4 es shAlg
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L=
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4.1 CVE-2014-0160(Openssl v_1.0.1f)

3] omZ2$ FHePdow ‘Heartbleed He =HA
o7 odeAgitt #7 IS FolAl 27| E S
a2 odar, AR HWAA ZEE malloc 2
memcpy 3=°] Z7] IR ARSRY] wliell
7Fsdck. Openssl #Hlelyz]e] 243 i3
CFGE AAsl7] S8 74 3% (indirect calls)
A-8E Hrge WA 7 5% 51E 98 2%
& g 2=z A AdEE ey ARE 54
gheh, A ARE 7)Edd EA18E Openssl ¥
= "HolBe] g4 AR (=l velvle])9} Pzt
o} o]¥F FUs HRE Falsta, A 7y 3%
AGE #E wez A g}l Fig. 10&
Openssld 74 32&& 8573 9349 CFGY &

CVE-2014-0160-> Openssl(18]ell4 ®As}=
A,

bl l
3 3% ZolE nluwgt Aol muls HgslA] o
< AF e ol FAHeo] FuEl wid
(Indirect CallZ <lg 4 Fwh)o], & 44

" Z—o]o] AR =2 -1 Lf‘i_‘_} Z\,_ 9}9\&41;]‘
5% 57 p8(3.2)& viEeR Aldkshs &

d2)S H83 A3= Fig. 113 2t} Openssl
T ndals £ 34
S

Call depth Indirect call Recover Check

before indirect call after indirect col

Fig. 10. Comparison of search depth before and
after indirect call recovery
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All Data transfer function

< Experiment Result> <Experiment environment>
- Total data transfer function(memcpy) :321 - Usage Time

- Static modeled function : 34 —> Recover Indirect Call : 20min
- Vulnerable bug : 3 -> Backward Tracing : 5min

- Path explosion : 14

Fig. 11. CVE-2014-0160 Experiment result

4.2 CGC Binary Test

CAC Wl (19)E % 652 oz 4l

or}l. 20149 =2E] DARPALE 1007] o]Ake] 2ok
gz 3 Arzeg AN o] Zaa

WEL thekt 2z Eo] AgE Y= A%He
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Table 1. Experimental CGC Binary Vulnerability

ID CWE Vulnerability
KPRCA_45 122 Privilege
KPRCA_19 122 Privilege
KPRCA_23 122 Privilege
KPRCA101 122 Privilege
CROMU_47 122 Privilege
TNETS_02 122 Privilege

CWE-122

Resut % - memcpy(), memset(), strcpy(), strncpy()
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Fig. 12. CGC Binary Experiment result
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